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. Abstract

ISPs are constantly seeking ways to improve web http
Service delivery to end users.

I6%achieve Quality of Service, ISPs deploy Bandwidth
Vianagers to shape customer traffic based on several
policies.

loaccelerate http delivery, ISPs deploy web caches to
ache frequently accessed web sites.

Though bandwidthiis saved using a web cache and
bandwidth managet, the accelerated performance is
not felt by the end user because they are still

. penalized by the bandwidth manager even when

. content is cached and residing on the web cache.

. This presentation will show you how to use the TOS
RouterOS v2.9) or DSCP (RouterOS v3.0) mangle
‘teature on your RouterOS bandwidth manager
together with a squid-2.6 external cache to manage
U m the delivery of cache contents with or without

penalty to your end users, making them experience
p——— the true performance of caching.

: Egypt Squid v2.6 Cache with Mikrotik RouterOS
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rﬁﬂ_élick Solutions Limited - Nigeria

»
A
=\ 0

0 provide Telecommunication

1ess areas: nmunications,
>, Network design and integration services.

':a”tion about us can be found at

-
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ViiIkrotik Experience
ik since 2004

SP with 16 active base stations

~ Mikrotik spe Expertise:
adius, Billing and Caching techniques
C Hotspot, Advanced Queue Tree based QoS,
firewall and Routing (Policy based, OSPF and
: ' BGP), scripting
planning for city wide and long distance wireless
Networks, PTP, PTMP, Mesh, Nstreme.
- - Dude Network monitoring with SMS alerts,
- Virtual networking (VLAN, IPSec, PPTP, IP and Tunnels).

Squid v2.6 Cache with Mikrotik RouterOS
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: Bandwidth and QoS

ost ISPs upgrade bandwidth in an attempt to
mprove quality, when actually the problem is lack of

psides financial implications, bandwidth upgrade can
imes not be a near option. Upstream provider

Nﬂ of capacity, as it is today for most ISPs

g in Africa.

’s implement QoS policies to optimize network
ormance and keep critical applications running.

s deploy transparent Web Caches to improves

lity, accelerates http access and significantly reduces
all bandwidth requirements. Statistics show that

of typical ISP traffic is web based.

DS combined with Zero Penalty Hits (ZPH) Web
hing results in a high byte hits rate

i - Sgid Y8 Cache with Mikrotik RouterOS
2.8-Nov-2007 http://www.itclick.net 5
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GETTING IT DONE

- The basic Web Cache



e basic Web Cache

O\ server Web Server

wy_vw.itclick.net

Sy

ECT
ndex.html

‘ esponds back with the page index.html

Squid v2.6 Cache with Mikrotik RouterOS
21-Nov-2007 http://www.itclick.net 8
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he basic ?"eb Cache

3.

C i erver (MISS) Web Server

wy_vw.itclick.net

Proxy
. Cache Server

from browser via

vage from

T cache-server.isp.com.
w.itclick.net/index.html

s request for www.itclick.net/index.html

5 es proxy fetch from web server

CONNEC
TP: GET index.html

\/
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he basic ?"eb Cache

3.

¥ ' vl erver (HIT) Web Server

wy_vw.itclick.net

Proxy
. Cache Server

from browser via

vage from

T cache-server.isp.com.
w.itclick.net/index.html

s request for www.itclick.net/index.html

" cat proxy fetch from disk

CONNEC
TP: GET index.html

\/

Squid v2.6 Cache with Mikrotik RouterOS
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THE'CHALLENGE

ching with QoS Management



Q0S be Cache and Client

ia cache server (HIT) Web Server

wy_vw.itclick.net

e
e

T T T T T T T T T
2N

erver. Cache HIT causes proxy fetch from

lows including the cache server’s response to client. Bandwidth is
but overall client experience is limited by the QoS policies in place.

1y to classify client side traffic based on whether the response from the
s fetched from objects saved on the cache disk) or a MISS (contents
on the Internet) and pass this information to the Bandwidth

EThe Bandwidth Manager can then allow client access HITS from the Cache without penalty
based on such classifications.

Squid v2.6 Cache with Mikrotik RouterOS
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he Ze ¢ o)

e
-

S v3

[N Mangle Rule <=
General Advanced IExlra Action  Statistics

N
T

Laver? Protocot ||~

S
Connection Bytes :] v
e |

Out BridgePot | |+
InBidgePor | |~

pscPerosy (12~ |a
Teemss: [ -
Packet Size: :] v
Random | |~

~w— TCP Flags

Pedptons: | |~

~w— |[CMP Options

o
-~

Cancel
Apply
Disable
Comment
Copy

Remove

Reset Counters

Reset All Counters

enalty Hit Solutions

= Only very few Web Caches can
classify client side traffic based on a

HIT or MISS.

EMikrotik Proxy in RouterOS v3
upports DSCP (TOS) Cache HITS
rking option, which can be later
in mangle.

EMikrotik mangle can be used to
match HITS based on the chosen
DSCP (TOS) value and mark the
packets for use in either queue trees
or simple queues

21-Nov-2007
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[N Mangle Rule <=

General Advanced IExlra Action  Statistics

SeAddesslic | |~ Cancel
Dstaddessliv | |~ Apply

T —

Comment
O
Copy
Connection Bytes |:] v
Remove
S

Out BridgePot | |+
InBidgePor | |~

pscPerosy (12~ |a
e
Packet Size: |:] v
Random: | |~

~w— TCP Flags

Pedptons: | |~

~w— |[CMP Options

o
-~

Reset Counters

Reset All Counters

x|
[ ok |

Visit the wiki to know more on de loying this exciting RouterOS V3 feature at http://
wiki.mikrotik.com/wiki/Queue_with_Masquerading_and_Internal_Web-Proxy

Squid v2.6 Cache with Mikrotik RouterOS
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he / enalty Hit Solutions

E The second solution is Marin Stavrev’s
patch for squid - http:/ /zph.bratcheda.org

=If you follow Marin’s instructions with

some common sense, you should be able to

get your scg1 uid up and running with some

new ZPH directives added to squid’s

nfiguration. I have used this patch on
id-2.6-SATBLE16.

zph_tos_local
zph_tos_peer
zph_tos_parent
zph_preserve_miss_tos
zph_preserve_miss_tos_mask

vide ’ci]lavsI on how to make squid
with Marin’s ZPH TOS work

w1t Mikrotik RouterOS 2.9 and 3.x.

=] will also provide tips to make this work in
a Mikrotik hotspot server, with dynamic
simple queues.

Squid v2.6 Cache with Mikrotik RouterOS
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gsS you must know

PH patch E TOS - Type of Service is 8 bits in the
IP packet header. It may be utilized by
networks to define the handling of the
datagram during transport.

TOS Byte

P2 P1 PO T2 T1 TO CU CU

*IP precedence—three bits (P2 to PO)
eDelay, Throughput and Reliability—
three bits (T2 to TO)

eCU (Currently Unused)—two bits(CU1-
Cu0)

EDSCP - Differentiated Services Code
int is the most significant 6 bits of the
OS header. Differentiated Services
v) is a new model which
supersedes the original specification for
defining packet priority described in
REC791. DiffServ increases the number
of definable priority levels by
reallocating bits of an IP packet for
priority marking. See RFC 2474 and RFC

\ 2475.

Squid v2.6 Cache with Mikrotik RouterOS
21-Nov-2007 http://www.itclick.net 16

DiffServ Field

DS DS DS DS DS DS EC EC

*DSCP - six bits (DS5-DS0)
*ECN - two bits




1’* :

ou must know

B The ZPH directives added to
squid.conf by the latest ZPH squid
patch (squid-2.6.STABLE2-
ToS_Hit_ToS_Preserve.patch as of
writing) accepts TOS values only in
exadecimal (hex).

zph_tos_local 0x30

IP+4 Options: l
TOS: |713'43 j . 0
N oj\} ik RouterOS v2.9.x accepts

Packetsee: | TOS values only in decimal (dec)
Random: %

| EMikrotik RouterOS v3.x adopts the
LD PR LY new DSCP model and accepts values

L RS only in decimal (dec)
PacketSie: | |+
Random: | |+
A

Squid v2.6 Cache with Mikrotik RouterOS
21-Nov-2007 http://www.itclick.net 17



jJs you must know

OH ‘p_'atch | B When using an external ZPH Squid with
: RouterOS v2.6.x bandwidth manager,
squid.conf file will have hex TOS while

RouterOS mangle will have dec TOS value.

zph_tos_local 0x30

TOS 0x30 (hex) = TOS 48 (dec)

BWhen using an external ZPH Squid with
RouterOS v3.x bandwidth manager,
quid.conf file will have HEX TOS and you

1Py Opions: | v ks ust make two step conversions for
os k8 || OS v3.x.
Tcemss: [«
Packet Size: ,— v 1 "
Random: ,7 v

First Convert hex TOS to hex DSCP value

2. Then convert this hex DSCP to dec DSCP
for use in RouterOS v3.x mangle

pscposy Lz |
TePMss: [ ]+ TOS 0x30 (hex) = TOS 00110000 (bin)

LECE) RS TOS 00110000 (bin) = DSCP 001100 (bin)
3 I | -
F‘a"df*"' DSCP 001100 (bin) = C (hex) = DSCP 12 (dec)
TOS 0x30 (hex) = DSCP 12 (dec)

Squid v2.6 Cache with Mikrotik RouterOS
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v.u& qmd Cache and Client
@ ia cache server (MISS) Wervicoceat
| Mikrotik Bandwidth Squid Proxy ' .;

_I}/Ianager Cache Server

Ve

1ternet via cache server.

S web pe C

';= uses proxy fetch from Web Server on the

0 ée is a cache MISS, 1P TOS header is not

fied. Mikrotik QoS shapes the traffic flow in accordance
to the limit set for client. Client CANNOT get fresh internet
object beyond set limit.

Squid v2.6 Cache with Mikrotik RouterOS
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Juug, qmd Cache and Client
@ C _ e Server (HIT) Web Server
W Wyv.ltchck.net

2 e e e

Cache Server

.g__..-;‘-- L ' - ——= — ——
rC— -' ( s
I . . ! Pt 1
e ——
. 3 -

/'. ™" Pl
[ ()

p 1ge from interr ache server.

roxy fetch from disk.
s a cache HIT, IP TOS header is modified to 0x30h (48 dec)

matches TOS 48 (dec) [v2.9.x] or DSCP 12 (dec) [v3.x], then

W whi 1is then bypassed by the queues and not shaped or

pe 'd.
mClient gets the web page at maximum speed possible.

Squid v2.6 Cache with Mikrotik RouterOS
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ViIKrotiksssquid Cache and Client

1amic simple Queue workaround

foreach i in=[/queue simple find EMikrotik Simple queues are processed
dynamic=no] do={/queue simple move [/

ot e O | is sl in order. Unlimited queue for cache hits
find dynamic=yes|} must stay above all other queues

[N Script <queue-moveZ

K ESimple queues are dynamically

Qwner [admin  Lcee signed by radius or hotspot user

“Poliey | Aoy ) rofiles in a hotspot environment.
[V reboot vV read

V' wite v policy

i ¥ pessad enere EDynamic queues always stays above
static queues

Copy

Source:
-foreach i in=[/queue simple find
dynamic=no] do={/queue simple move

/aueue sinple ge § name [/queue sinple EWork around is to use scripts option in

find dynamic=yes]}

= hotspot profile to automatically move
[N Hotspot User Profile <csgu> . A
— T static queues above dynamic queues on
On Login: evel‘y login

/system script run queue-move

Squid v2.6 Cache with Mikrotik RouterOS
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<rotiky'Squid Cache and Client

Dynamic simple Queue workaround

[N Queue List

Simple Queues | Interface Queues ‘ Queue Tree | Queue Types 1’

lEHE] |00 Reset Counters H 00 Reset All Counters |

# ] ’Name ITalget Ad.. IPackel [Max Upload Limit lMax Download Limit IUpload Rate lDownIoad Rate ]Queued Bytes IUpIoaded Bytes IDownIoaded Bytes I
cache cache  unlimited unlimited 0 bps 1945.2 kbps 0B/0B 2993.0 MiB
lokal lokal unlimited unlimited 13.2 kbps 14.9kbps OB/0B 1555.5 MiB 1581.1 MiB
{2 winbox_all winbox  unlimited unlimited 15.1 kbps 4355kbps 0B/OB B13.1 MiB 11774.6 MiB
icmp_all icmp unlimited unlimited 4.0 kbps 48kbps OB/OB 997.7 MiB 1217.6 MiB
& p2p unlimited unlimited 1440 bps Obps OB/0B 168.2 MiB 629.7 KiB
& <hotspot-ew... 192.168.... 32k 8.0kbps 27.2kbps 0B/0B 41.2KiB 216.0KiB
{3 <hotspot-whi... 193.219.... B4k 17.5 kbps 992 bps OB/0B 96.3 KiB 436KiB
<hotspot-akf... 193.219.... 32k 3.6 kbps 10.0kbps OB/0B 27.8KiB 101.7 KiB
<hotspot-ew... 192.168.... 32k 4.5kbps 5.0kbps 0B/0B 82.9KiB 140.3KiB
& <hotspot-ew... 192.168.... 32k 1560 bps 14.3kbps 0B/OB 20.2KiB 109.4KiB
& <hotspot-ken> 193.219... 32k 3.0 kbps 28.9kbps 0B/1500 B 70.5KiB 565.3 KiB
{8 <hotspot-ew... 192.168.... 32k 1872 bps 3.0kbps 0B/OB 204.8KiB 7841 KiB
& <hotspot-ew... 192.168.... 32k 6.0 kbps 44.2kbps 0B/9.5KiB 509.2KiB 3882.0KiB
{8 <hotspot-elim... 193.219.... 32k 5392 bps 26kbps 0B/OB 748 KiB 177.4KiB
& <hotspot-fran... 193.219.... 128k 19.4 kbps 127.8 kbps 0B/B.0KiB 1862.6 KiB 12.6 MiB
<hotspot-ew... 192.168.... 32k 0bps Obps OB/0B 196.7 KiB 437.8KiB
& <hotspot-ew... 192.168.... 32k 1352 bps 453 kbps 0BA10.4KiB  470.9KiB 43428 KiB
<hotspot-ew-... 192.168.... 32k 0bps Sbps OB/0B 97.1 KiB 309.1 KiB
{8 <hotspot-ge... 193.219... 288 bps 32bps O0B/OB 46.1 KiB 94.1 KiB
<hotspot-ew... 192.168.... 64 bps 48bps 0B/AOB 175.5KiB 857.2KiB
& <hotspot-ew... 192.168.... 1800 bps 26kbps 0B/OB 281.0KiB 1051.7 Kig
<hotspot-ifotj... 193.219.... 0bps Obps O0B/0B 108.2KiB 530.8KiB
<hotspot-ew... 192.168.... 2.0kbps 9.2kbps 0B/OB 629.5KiB 25484 KiB
<hotspot-ew... 192.168.... 3.1 kbps 39kbps 0B/OB 731.7KiB 14121 KiB
& <hotspotjon... 193.219... 12.6 kbps 15.9kbps OB/0B 220.1 KiB 20436 Kie
& <hotspot-ew... 192.168.... 1672 bps 15.5kbps OB/0B 450.2KiB 8.1 MiB
<hotspot-ew... 192.168.... 224 bps 784 bps 0B/0B 501.4 KiB 2083.0KiB
& <hotspot-ew... 192.168.... 13.0 kbps 11.8kbps OB/0B 1590.8 Kig 13211 Kie
& <hotspot-ew... 192.168.... 3.8 kbps 55.6 kbps 0B/0B 1170.2 KiB 14.1 MiB
& <hotspot-ew... 192.168.... 304 bps 344 bps OB/0B 393.3KiB 3504.2 Kig
<hotspot-erit... 193.219.... 104 bps 584 bps 0B/0B 240.9KiB 3050.0 Kig
& <hotspot-ew... 192.168.... 9.0 kbps 32.9kbps 0B/1464 B 1794.3Kie 7.1 MiB

{3 <hotspot-ouk... 193.219.... 2.5 kbps 17.4 kbps 0B/0B 59.7 KiB 390.2KiB
<hotspot-ew... 192.168.... Obps Obps 0B/0B 277.5KiB 2195.9KiB
& <hotspot-hsu... 193.219... 0bps Sbps OB/0B 332.4KiB 829.1 KiB
& <hotspot-ceo... 193.219.... 17.7 kbps 30.9kbps 0B/0B 7.1 MiB 9.1 MiB

& <hotspot-ew... 192.168.... 24.1 kbps 7.9kbps 3532B/0B 1478.3Kie 3241.0Kie
<hotspot-ew... 192.168.... 320 bps 584 bps 0B/0B 966.7 KiB 3944 4KiB
& <hotspot-ew... 192.168.... 2.3kbps 35.2kbps OB/OB 958.0 KiB 17.8 MiB

102 1C0 Q1 lehra A2 N Lhea ODMND ME21 VD CChiiD

Mn &
|138.8 KiB queued 1122 packets queued

U0 D D 08 5 5 4 G G 51D D, 0 O 5 D 4 . G 1 51D Y 08 O 5 D O G 5D, 08 O D 4 G D o |
O0DO0O00O0D00000000D00000000000000000000
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eue graph

/> Mikrotik Router -> Peacock -> Queue Traffic Graphing - Windows Internet Explorer

£ http:/{192.168.193.7/graphs{queuejcache/

View Favorites Tools Help

ﬂ’ ke g Mikrotik Router -> Peacock -> Queue Traffic Graphing

Queue Statistics

cache

Source-address: 0.0.0.0/0

Destination-address: 0.0.0.0/0

Max-limit: uniimitediuniimited (Total: unlimited)
Limit-at: uniimitediuniimited (Total unlimited)
Last update: Tue Nov 20 22:53:15 2007

"Daily" Graph (5 Minute Average)
4.00 Mb — -

3.00 Mh

2.00 Mh

k=1
=4
=)
o
iy
7]
[
i
o
[
o
-
@

1.00 Mh

0.00 Mh
16 18 20 22 0 2 4 6 8§ 10 12 14 16 18 20 22

MaxIn: 258 Mb  Average [n: 34671 Kb Current In: 108.49 Kb
MaxOut:0 b Average Out:0b Cutrent Out: 0 b

"Weekly" Graph (30 Minute Average)
1200.00 Kb v - - - -

900,00 Koy firsmesosdosns

600,00 Koy firrrssdnsn

300,00 Kb fireeeeeee

Bits per second

0.00 Kh
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VIIKrotik,

EN Queue List

‘ees

Simple Queues \ Interface Queues Queue Tree | Queue Types ‘

EHE] IDO Reset Counters H 00 Reset All Counters ]

quid Cache and Client

[ Name

4 IParent

\Pa... | Limit At Max Limit | Rate

[Queued B ytes] Bytes

] Packets

{& -download-ql...

global-out 0

31kbps OB

866.9 MiB

4 676 561

& 01-privZe...

-download-global pri...

3.1 kbps OB

866.9 MiB

4 676 561

& -upload-global
& 01-privZe...
& downlink-total
{& cache-hit
& downlink
& 0000-...
£ 0001-...
£3 0002-...
& 0003-...
& 0004-...
3 0005-...
3 0006-...
& 0046-...
& 0047-.
{2 0048-...
2 0049-...
& 0050-...
% uplink
% 0000-sip-...
& 0001 -resi...
3 0002-resi...
{& 0003-ent...
% 0004-car...
% 0005-cyb...
% 0006-pre...
{2 0046-staf...
& 0047-svr...
& 0048-pu...
{2 0049-icm...
& 0050-p2...

21-Nov-2007

global-in

-upload-global pri...

ether2

downlink-tatal ca...

downlink-total 2048k
downlink 64k
downlink 256k
downlink 512k
downlink 768k
downlink 512k
downlink 512k
downlink ; 768k
downlink 0
downlink 256k
downlink 256k
downlink 128k
downlink 32k
etherl 512k
uplink B4k
uplink 64k
uplink B4k
uplink 128k
uplink 128k
uplink 128k
uplink 128k
uplink 0
uplink 256k
uplink 256k
uplink 128k
uplink 32k

608 bps OB
608 bps OB
3.0Mbps OB
12331 kbps OB
1796.7 kbps 0B
Obps OB
91.8kbps OB
307.0kbps OB
626.8 kbps 20.9KiB
1336 bps OB
319.8kbps OB
4437 kbps OB
Obps OB
Obps OB
Obps OB
Obps OB
Obps OB
2977 kbps OB
Obps OB
16.1 kbps OB
39.0kbps OB
98.2kbps 1361 B
1224 bps 0B
53.7kbps OB
893 kbps OB
Obps OB
Obps OB
Obps OB
Obps OB
Obps OB

316.2MiB
316.2MiB
454101.3 MiB
93085.8 MiB
361026.8 MiB
14.3 MiB
334723 MiB
56486.7 MiB
70453.5 MiB
50208.4 MiB
81618.5 MiB
£8714.9 MiB
0E

0B

0B

50.0 MiB
10.3 MiB
£4829.5 MiB
37.0MiB
6734.7 MiB
10043.5 MiB
92035 MiB
8363.9 MiB
15688.2 MiB
14630.4 MiB

55.8 MiB
0B
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4723153
4723153
501 164 215
79 460 303
421 714 667
71288

43 433 347
66 747 456
74 485373
62623313
94 041177
79535 262
0

0

0

760539

17 425

397 768 475
115355
40014 696
61107 010
66 403 828
53 068 625
94 572 346
81 627 802
0

0

0

858 366

0




sature Request

“Rou " v3 proxy

P spoofing - For us in a country with so
1 to be able to track abuse (credit card and
ce IP address. Proxying replaces
h OT all web servers are configured
ded-for head en when enabled. This is the
vhy we run a custom squid, with kernel level IP

- the help of TPROXY patch from Balabit -

www.balabit.c ;

cify cache refresh patterns for specific objects

N 0 alysis and report generator for the logs
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