Wi-Pipe
MikroTik AP1 / AP2 Quick Setup Guide

To access your MikroTik AP, download the following applications:

Winbox : http://www.mikrotik.com/download/winbox.exe

Neighbour Viewer : http://www.mikrotik.com/download/neighbour.zip
Dude : http://www.mikrotik.com/dude/

PuTTy : http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

** READ THIS FIRST **

The full version of this document can be downloaded from the MikroTik section of
www.wi-pipe.com. It contains important information, setup guides and support for

this AP. If contacting Wi-Pipe for support please indicate which of the provided
setups you are using and confirm you have completed the appropriate
Troubleshooting actions.

*NOTE* : Wi-Pipe strongly recommend users configure and test their setup

before installing this equipment.

The full version of this document contains the following sections:
1. ACCESSING THE MIKROTIK AP

1. MIKROTIK BRIDGED AP SETUP

2. MIKROTIK ROUTED SETUP

3. ADDING WPA / WPA2 SECURITY TO YOUR AP

4. SETTING UP A WDS BRIDGE

5. BACKING UP AND RESTORING AP CONFIGURATIONS
6. APPENDIX A: LINK DISTANCES

7. APPENDIX B: IP SUBNETS

8. APPENDIX C: TROUBLE SHOOTING

9. APPENDIX D: FURTHER INFORMATION
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1. Accessing the MikroTik AP

1) Power up your MikroTik AP

2) Connect the AP directly to a PC using a cross over cable, or directly to a hub / switch
3) Run Winbox

4) Click on the ‘..." button to view connected MikroTik devices

¥inBox Loader v2.2.9 - 0] x|

Connect Ta: |00:08:6B:4F:89:25 | | Connect l
Lo MAC Addrezs | IF Addresz | | denfity | Werzion |
=S poocazoE a2 0000 MikraTik 2933
Pazzword:
Mate:
Addrezs £

5) Select the device and click on connect

Connection Info

Loagaging in O0:0C: 42:0E:78: 24 [port 20561]...

Cancel

6) You are now connected to your MikroTik AP




0:0C:42:0E:78:2A (MikroTik) - WinBox ¥2.9.38

Interfaces
Wireless
Bridge
FFP

IP
Rauting
Parts
Queues
Drrivers
System
Files

Log
SHMP
Users
Radiuz
Toals
Mew T eminal
Telnet
Password
Certificate
Make Supout. rif
Manual
Exit

Once you have assigned the AP an ip address it can also be accessed using PuTTY.



1.  MikroTik Bridged AP setup
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In this, the simplest setup we will create a dual access point (i.e. two radios, both set as an AP)
and bridge all the interfaces. The internet is accessed through a server connected to the wired
interface.

1) Select Bridge

= admin@00:0C:42:0E: 78:24 (

Interfaces

| Wineless
Bridge
FFF

2) Click on the red ‘+’ to add a new bridge

M Bridge

Eridges |F'-:|rts Fiters  Broute  MHAT  Hostz

#[=] [ll] =]

4dd [ame /| MAC Address STP

3) Accept all defaults and click on ok



Il New Interface

=
General | STP Status  Traffic _
Marne: \ﬂ[ [
Type: |Bridge Apply
MTU: [1500 ’m
ARP: [enabled =
| dizabled [running

4) Click on the Ports tab

I Bridge

Eridges |F'|:urts Fiters  Broute  MAT  Hostz

*/[=] [ll=] =]

Marme ¢ | MAC Address STP
R 4tbrdgel (08 00 0 0 0 0 ylu]

5) Click on the red ‘+’ to add a new port

Il Bridge
Eridges Ports |Filters Broute MAT  Hosts

*[=] [ll=] =]

Add terface § | Bridge Priciity

6) Select Interface -> ether1, Bridge -> bridge1



il Bridge Port <unknown=

General | Chakys ok, [

Inteface: M Cancel

Eridge: I bridge1 j &pply

Pricrity: 125 Dizahle

Path Cast: |10 Carmmerit
Copy

Femove

| dizabled |dizabled

7) Click on the red '+’ again. This time select Interface -> wlan1, Bridge -> bridge1
8) Click on the red '+’ again. This time select Interface -> wlan2, Bridge -> bridge1

M Bridge

Bridges Ports |Filters Broute  MAT | Hosts

=] [l ]

|Interface £ |Bridge |F'riu:urit_l,l |F'ath Cost |Status
4=t etherl bridgel 128 10 forwarding
| A=t wland bridgel 128 10 dizabled
| At wlan? bridgel 128 10 dizabled

9) Close the Brige window
10) Click on IP - > Addresses



™ admin@00:0C:42:0E: 78:2A (MikroTik) - WinBox

Interfaces

Wireless

Bridge

FFPF

IF ¥

Addrezzes

Routing " Routes
Partz Poal

Mhmamen LEm

11) Click on the red’+’ to add an address
12) Enter the ip adderss 192.168.1.10/24 in the address field
13) In the interface drop down list box select bridge 1, the click on ok

*NOTE* All address formats in MikroTik are in address/subnet format, i.e. 192.168..1.1/24. For a more
detailed explanation of this notation please see the appendix at the end of this document.

x

Address: I'I 92168.1.10/24 Ok,

Metworl: |_| Cancel

Broadcast; |-| fpply

eace T o
Comment

Copy

Remove

el by

|dizabled |

14) Close the Address List dialog box
15) Select Interfaces

= admin@00:0C:42:0E:78:2A (MikroTik) - WinBox ¥2.9.

Interfaces

Wireless

Bridge

FFPF

IF ¥

R outing ¥

16) Double click on wlan1 to configure



Il Interface List

#-|=] [v][%] ol

x|

|Name £ |T_|,||:IE |MTL| |T:-: Rate |Fh-c Rate |T:-: Fac... |Rx F'au:...|
R 4tbndgel Bridge 1500 7.1 kbp:  25kbps 3 3
R 4leether Ethernet 16800 71 kbps 239 kbpsz 3 3
R «pether? Ethernet 1800 0 bpz 0 bpsz 1] 1]
R ##etherd Ethernet 1600 0 bps 0 bps 1] 1]
o wewland YWireless [Atheroz AR5413] 1800 0 bps 0 bps 1] 1]
#o  4-ewlang Wirgless [Atheros AR5B213] 16000 bps 0 bps 1] 1]

17) Click on the wireless tab

™= admin@00:0C:42:0E: 78:2A (MikroTik) - WinBox ¥Z.9.38

Interfaces M Interface <wlanl>
wireless General ‘Wireless | Data Rates | Adwar
L R adio Mame: IEIEIEIE#EEIEBEN
FFP
P [+ hode: Istatiu:un
Flouting - 5510: FIMikruTik
Forts IEHEI E Band: IW
Gueues M ame _ I—
oi R ttbridge Frequency: |5180

e R i etherl Sran | izt I-|—

18) In the Mode drop down select ap bridge
19) Enter the desired SSID in the SSID field
20) In the Band drop down select either 5GHz or 2.4GHz-B

*NOTE* Wi-Pipe recommends using 802.11b only at 2.4 GHz as this standard has more robust

signals

*NOTE* Wi-Pipe recommends not using the same SSID on multiple AP’s as this can cause circular
networks. These will cause error’s in your network and may prevent you from accessing your AP

remotely.

21) In the Frequency field enter the desired frequency
22) Click on ok to save changes




I Interface <wlanl =

Gereral ‘Wireless |Data Fiates  Advanced 'wWDS

X
Fadio Mame: IDDDE#EDEEEN Cancel
bl ode; Iap bridge j Apply
_ S5ID: [V [wIPIPE_S1 ’—‘Enable
| o 5 5
Frequency: C
~
Scan List: 4
i Security Profile: | default - L
o e |
Frequency Mode: Imanual kR poer j [
Country: Inu:u_u:u:-untr_l,l_set j
Antenna Gain: IEI dEi
DFS bMode: Inu:une j
Proprietary Estensions: Ipu:ust-2.E|.25 j
Diefault AP Tx Fate: |_| bps
Default Client T= Rate: I_I bp=
v Default uthenticate
v Default Fonward
™ Hide 551D
|dizabled [running |dizabled

23) Repeat for wlan2 (remember not to use the same SSID on both radio’s)
24) Select wlan1 and click on the blue v to enable the interface

i
[ |[=] [v][x] ]

I ame Enab|e||T_l,lpe |h-1TL| |T:-: Rate |H:-: Rate |T:-: Pac... |H:-: F'au:...|
R 4tbridgel Bridge 1600 76 kbp: 25 kbps 4 3
A aleethen Ethernet 1600 76 kbpz 29 kbps 4 3
A 4leether? Ethernet 1500 0 bps 0 bps 1] I}
B sjeetherd Ethermet 1500 0 bps 0 bpz 1] 1
= apwland YWireleszs [Atheroz AR5413] 1500 0 bps 0 bpz 1] 1]
o dewlan? Wireless [Atheroz ARS213] 15000 bps 0 bpz 1] 1]

25) Select wlan2 and click on the blue v' to enable the interface
26) Close the Interface List window




27) Select IP -> Routes

= admin@00:0C:42:0E:78:2A {MikroTik) - WinBox v2.9.

Interfaces

Wireless

Bridge

FFPP

IF " Addiesses
Routing " | Routes
Puortz Poal
Queles ARP
Dirivers ¥/=]=1=]

28) Click on the red ‘+’ to add the default route

29) In the destination field enter the address 0.0.0.0/0 (this is the notation for the default
route)

30) In the gateway field in the ip address 192.168.1.1

Il New Route

[x

Destination: |0.0.0.0/0 Ok,
Gateway: [192.165.1.1] = Cancel
Check Gatewan: | d Apply
Distance: b Dizable
hark: | v Comment
Fref. Source: |
[disabled | |

31) Click on ok to save changes

Foutes | Fules |

#/[=] [ll] L

|Destinatin:|r'| l |Gatewa_l,l Pref. Source  |Distance | Interface |F|n:nuting NS |

45 0000/ 19216811 Eridgel

DAC 192168.1.0/24 132.168.1.10 bridgel




2. MikroTik Routed Setup
MikroTk AP | .
IP: 10.0.10.1/24 a
IP: 10.0.20.1/24 Ve,

IP: 192.168.1.10/24

4—' IP: 192.168.1.1/24
Internet

.
||||
.
e,

....
at
e
at?

IP:10.0.20.100/24

This guide highlights the differences between a bridged and a routed setup. Note this assumes
you have not created the bridge and have not yet assigned an ip address to any interface.

8)

Click on IP -> Address

Click on the red ‘+’ to add an address

Enter the ip address 192.168.1.10/24, Interface -> ether1
Click on the red ‘+’ to add another address

Enter the ip address 10.0.10.1/24, Interface -> wlan1
Click on the red ‘+’ to add another address

Enter the ip address 10.0.20.1/24, Interface -> wlan2

=] [l[x] =]

qr192.168.1.10/24  192.168.1.64 192.168.1.95 etherl

|.-'1'-.|:Idress £ |Netw-:nrk |En:nau:|n::ast |Interfan::e |
o 10.0.10.1/24 10.0.10.0 10.0.10. 255 wilah]
e 10.0.20.1/24 10.0.20.0 10.0.20.255 wilahz

Click on IP -> Routes and add 192.168.1.1 as the default route as per steps 27 to 31

above.



9) Click on IP -> Firewall

™ admin@00:0C:42:0E: 78:2A (MikroTik) - WinBox v

Interfaces

Wireless

Bridge

FFPF

IF " Addresses
Routing " Routes
Portz Poal
Queues ABP
Dinvers YRRP
Syzhen | Firewal
Filez Socks
Loa I IPnP

10) Click on the NAT tab
11) Click on the red ‘+’ to add a new NAT rule
12) Select Chain -> srcnat, Out Interface -> ether1



Il New MAT Rule

General |.-'-‘-.u:|vann::ed Extra  Action  Statistics

Ok,

| Chain: |EEED

[

Sz Address: |

i Dzt Address: |

Frotocal; |

Src. Port: |

Digt. Port: |

In. Interface: |

Out. Interface; [ I etherl

Packet kark: |

Connection Mark: |

Fouting kark: |

Connection Type: |

-

Cancel

Apply

Dizable
Comment

Copy

R emowve

fele e,

| dizabled |

13) Click on the action tab

14) Select masquerade from the Action list box

Il NAT Rule

General  Advanced Ewtra  Achon |Statistics

15) Click on ok to save

Ok,

Cancel

Apply

Dizable
Comment

Copy

R emowve




3. Adding WPA /| WPA2 Security to your AP

1) Click on the wireless button

™ admin@10.0.10.1 {MikroTik) - WinBox v2.9.38

Bl

Interfaces

Wirelesz
Bridge
FFF

2) Click on the Security Profiles tab

Il Wireless Tables

Interfaces |.-’-'-.u:u:ess Lizt | Regiztration | Connect Ligt | Security Profiles |

Foll=] [v]] =]

|Name £ |T_I,I|:ue |MTL| |h-1.-’-‘-.E Address |M|:u:|e |Banu:| |Frequenu:_l,l 551D
R aewlanl Wirelezs [Athero.. | 1500 00:0C:42:0C:BE:71  apbn.. BGHz  57EBMHz “WIFIPE_...
4-gwlans Wirelezs [Athero.. | 1500 00:0B:6B:80:B1:35 apbn.. BGHz  5825MHz “WIFIPE_...

3) Click on the red ‘+’ to add a new profile

4) Enter a name for the profile in the name field

5) Enter the WPA pass phrase in the WPA pre-shared key field
6) Enter the WPA2 pass phrase in the WPA2 pre-shared key field




Il New Securty Profile

General | EAP | Static keys

K

Cancel

I arme:
kM ode:; Idynamic keys j
— Authentication Types
[# P PSE ¥ wRAZ PSK
™ whAEAP [ WPAZEAP
— Unicast Ciphers
v tkip [ aesccm
— Group Ciphers
W tkip [~ aescocm

“WEA Pre-Shared Kew Ithismustbelang

WP Pre-Shared Kew |thismustbelung

Group Key Update: IDD:DE:DD

[~ RaDIUS MAC Authentication

Apply

fe ki,

FRemove

7) Click on ok to save

8) Click on the Interfaces tab

9) Double click on wlan1 to configure
10) Click on the wireless tab

11) In the security drop down select the new security profile

12) Click on ok to save

M Interface <wlanl =

General ‘ireless |Data Rates  Advanced ‘WwDS

Radio M ame
Mode
S51D
Band

Frequency

Scan List:

Security Profile

Frequency Mode

Country

Antenna Gain:

]

: |000C420CEET Cancel
g Iap bridge j Apply
. [V [wIPIPE_S1 Disable
: IEGH2 j Comment
; 5765 |

Scan...

]
Freq. Usage...

3 Idefault

/P,

e

b I no_countny_set

o

Aligr...
Shiff...

i o

Snooper...




4.

Setting up a WDS Bridge

Click on Bridge

Click on the red ‘+’ to add a new bridge

Enter details and click on ok

Click on Wireless

Double click on the wireless interface to configure

Select the wireless tab

In the mode drop down select bridge

8) In the band drop down select 5GHz or 2.4GHz-b as appropriate
9) In the Frequency enter the desired frequency

10) Click on the WDS tab

11) In the WDS mode tab select static

12) In the WDS default bridge drop down select the bridge created in step 2 above
13) Check the WDS Ignore SSID check box

~NOoO O WN =
N N N N N N

~— ~— ~— ~—

I Interface <wlan2

fdvanced W05 |Nstreme Tw Power  Status

=
-

el

WwDS Mode: | dynamic =l Cancel

WS Default Bridge: I bridige j Apply

WS Default Cast: [100 Disable

WDS Cost Range: [50-150 Camment

W S Tanore SaI0 scan..
Freq. Usage. .

Align...
Shiff...

Shooper...

14) Click on ok to save changes
15) Click on the red ‘+’ and select WDS to add a new WDS interface

I Wireless Tables

Interfaces ‘.-’-\ccessList Fegistration  Connect List | Security Profiles

[+ =] [v]%] g

Yirtualap | 2 [Type [MTU  [MAC Address |Mode  [Band  [Fre
W Wirgless (Athero... 1500 00:0C:42.0C:BE:71  apbr.. BGHz  &YE
Wwireless [athero... 1500 00:0B:EB:80:B1:35 apbr.. AGHz  58:

Mstreme Dual

16) Click on the WDS tab

17) From the Master Interface tab select the desired wireless interface

18) Enter the MAC address of the other side of the link in the WDS address field
19) Click on ok to save

20) Repeat steps on second AP to create the bridge connection.



5. Backing up and Restoring AP configurations

To backup your configuration:

1) Click on files

Interfaces
Wireless
Bridge
FRP
IF 2
Fauting 2
Ports
Hueues
Dirivers
Syztem 2
Filez
Log
SHMP
2) Click on backup
CEOCEE—— x|
B
|File Name / |T_l,lpe |Size |Creati0n Tirne: | o
=] MikraTik-0101... backup 10EKEB  Jan/01/2000 03:28:14
[ hiotzpot directorny 0B  Jan/01/2000 00:01:56
[E aloginhtml . html file 12938 Jan/01/2000 00:01.56
[ errar.tml hitril file 893 B Jan/01/2000 00:01:56
[ errars.tet tat file J6158 Jan/01/2000 00:01:56
[img directony 0B  Jan/01/2000 00:01:56
[5] logobatt... . png file 43178 Jan/01/2000 00:01:56 _|
=] login. hitrml html file 3384 B Jan/01/2000 00:01:56
[El logout html kil fle 18138 Jan/01/2000 00:01:56
ke directany 0B  Jan/01/2000 00:01:56
[Z] alaginh... | kil file 13038 Jan/01/2000 00:01:56
[= erors.kat bk fils 38108 Jan/01/2000 00:01:56
[= lagin bl | bl file 08B Jan/01./2000 00:01:56
[E logout.h...| html file 1843B  Jan/01/2000 00:01:56
[5 radvert.... html file 14758 Jan/01/2000 00:01:56 -
[32.0MB of 1269 MB used [74% free

3) The system configuration will automatically be saved
4) To download the file, ftp to the router and download the file

To restore your configuration:
1) Open an ftp connection to the router and upload the configuration file

2) Click on files
3) Select the backup file and click on restore



6.

Appendix A: Link Distances

The graph below details the distances at which you should get a link quality (signal to noise,
SNR) of 10dB. The combined gain is the sum of the antenna gain at the access point and CPE.

This graph assumes the use of MikroTik R52 radio cards at both ends of the link, and perfect line
of sight.
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7. Appendix B: IP Subnets

Class C
Network Bits | Subnet Mask Number of Subnets | Number of IP’s
124 255.255.255.0 0 254
125 255.255.255.128 | 2 126
26 255.255.255.192 | 4 62
127 255.255.255.224 | 8 30
/28 255.255.255.240 | 16 14
129 255.255.255.248 | 32 6
/30 255.255.255.252 | 64 2
Class B
Network Bits | Subnet Mask Number of Subnets | Number of IP’s
/16 255.255.0.0 0 65534
7 255.255.128.0 2 32766
/18 255.255.192.0 4 16382
/19 255.255.224.0 8 8190
120 255.255.240.0 16 4094
121 255.255.248.0 32 2046
122 255.255.252.0 64 1022
123 255.255.254.0 128 510
124 255.255.255.0 256 254
125 255.255.255.128 | 512 126
26 255.255.255.192 | 1024 62
127 255.255.255.224 | 2048 30
/28 255.255.255.240 | 4096 14
129 255.255.255.248 | 8192 6
/30 255.255.255.252 | 16384 2




8. Appendix C: Trouble Shooting

Winbox unable to find router locally connected to PC

Remedial steps:

Ensure router is powered up

Ensure router has fully booted, this can take more than 60 seconds

If router has ip address ensure PC has an ip address on same subnet
Ensure cross over cable is used from PoE injector to PC

Ensure the cross over cable is not damaged

Check the PC shows the Ethernet port has a connection. To do this start a
command prompt. At the command prompt enter the command ‘ipconfig’. If
‘Media Disconnected’ is displayed, check all cables for damage.

Ensure no firewalls etc. are running on the PC which would prevent it from
accessing the router on all ports

Attempt the same operation on a separate PC

If after performing all of the above steps you still cannot access the AP, fill out the RMA form
http://www.wi-pipe.com/docs/Returns%20Form.pdf and return to Wi-Pipe for further investigation.

Wi-Pipe will check the unit once received and report on whether the unit is faulty or not.

Winbox connects to router, and then immediately disconnects

Remedial steps:

Try to connect by entering the ip address rather than the MAC address of the
router into the Winbox connection screen

Deselect the secure mode check box before connecting to the router

Ensure the PC does not have an enabled wireless interface. If it does, disable the
wireless interface and attempt to connect again

Attempt the same operation of a separate PC

If after performing the above steps you still cannot access the AP perform either of the following

steps:

Download and start PuTTy
(http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe)

Enter the AP’s ip address and click on open

Enter login of admin and press enter

If asked for a password leave blank and hit enter

Reset the system by entering the command /system reset at the command
prompt

When asked are you sure, select y and hit enter

When the system has been reset, try and access it using Winbox again

If after performing all of the above steps you still cannot access the AP, fill out the RMA form
http://www.wi-pipe.com/docs/Returns%20Form.pdf and return to Wi-Pipe for further investigation.

Wi-Pipe will check the unit once received and report on whether the unit is faulty or not.


http://www.wi-pipe.com/docs/Returns Form.pdf
http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe
http://www.wi-pipe.com/docs/Returns Form.pdf

AP Reboots erratically

This can be cause by many wireless interfaces having the same SSID causing many circular
networks, poor power supply or board malfunction.

Remedial actions:
- Select Wireless
- Select each of the wireless interfaces and click on the red ‘x’ to disable them
- Wait to see if router reboots. If not, amend the SSID’s so they are not all the
same

If after performing all of the above steps you still cannot access the AP, fill out the RMA form
http://www.wi-pipe.com/docs/Returns%20Form.pdf and return to Wi-Pipe for further investigation.
Wi-Pipe will check the unit once received and report on whether the unit is faulty or not.

Other Issues

If you have any other problems with you AP, please main details of the problem to info@wi-
pipe.com. Include in the mail which of the setup’s above you were attempting, symptoms and as
many screen shots as possible, especially the Status tab from the wireless configuration menu.


http://www.wi-pipe.com/docs/Returns Form.pdf
mailto:info@wi-pipe.com
mailto:info@wi-pipe.com

9. Appendix D: Further Information

If you require further assistance it can be found at:

Manuals
http://www.mikrotik.com/testdocs/ros/2.9/

MikroTik FAQ
http://wiki.mikrotik.com/wiki/MikroTik RouterOS Frequently Asked Questions - FAQ

MikroTik Forum
http://forum.mikrotik.com/

MikroTik Support
Support@mikrotik.com

If you would like guidance on more complicated setups please contact Wi-Pipe at + (0) 51 387
753 or info@wi-pipe.com



http://www.mikrotik.com/testdocs/ros/2.9/
http://wiki.mikrotik.com/wiki/MikroTik_RouterOS_Frequently_Asked_Questions_-_FAQ
http://forum.mikrotik.com/
mailto:Support@mikrotik.com
mailto:info@wi-pipe.com
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