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General Information

Summary

This manual introduces you with commands which are used to perform the following functions:

° system backup;

* system restore from a backup;
° configuration export;

° configuration import;

° system configuration reset.
Description
The configuration backup can be used for backing up MikroTik RouterOS configuration to a binary file, which

can be stored on the router or downloaded from it using FTP for future use. The configuration restore can be
used for restoring the router's configuration, exactly as it was at the backup creation moment, from a
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backup file. The restoration procedure assumes the cofiguration is restored on the same router, where the
backup file was originally created, so it will create partially broken configuration if the hardware has been
changed.

The configuration export can be used for dumping out complete or partial MikroTik RouterOS configuration
to the console screen or to a text (script) file, which can be downloaded from the router using FTP protocol.
The configuration dumped is actually a batch of commands that add (without removing the existing
configuration) the selected configuration to a router. The configuration import facility executes a batch of
console commands from a script file.

System reset command is used to erase all configuration on the router. Before doing that, it might be useful
to backup the router's configuration.

System Backup
Home menu level: /system backup

Description

The save command is used to store the entire router configuration in a backup file. The file is shown in the
/file submenu. It can be downloaded via ftp to keep it as a backup for your configuration.

To restore the system configuration, for example, after a /system reset-configuration, it is possible to
upload that file via ftp and load that backup file using load command in /system backup submenu.

Command Description

load name=[filename] - Load configuration backup from afile
save name=[filename] - Save configuration backup to afile

Example

To save the router configuration to file test:

[adm n@M kroTi k] system backup> save nane=t est
Confi gurati on backup saved
[adm n@M kroTi k] system backup>

To see the files stored on the router:

[adm n@M kroTik] > file print

# NAME TYPE SI ZE CREATI ON- TI ME

0 test.backup backup 12567 sep/ 08/ 2004 21: 07: 50
[adm n@M kroTi k] >

Example

To load the saved backup file test:

[adm n@M kroTi k] > system backup | oad name=t est
Restore and reboot? [y/N]:

y
Rest ori ng system configuration
System configuration restored, rebooting now
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Exporting Configuration
Command name: /export

Description

The export command prints a script that can be used to restore configuration. The command can be
invoked at any menu level, and it acts for that menu level and all menu levels below it. The output can be
saved into a file, available for download using FTP.

Command Description

file=[filename] - saves the export to afile

Example
[adm n@M kroTi k] > ip address print
Fl ags: X - disabled, | - invalid, D- dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10. 1. 0. 172/ 24 10.1.0.0 10. 1. 0. 255 bri dgel
1 10.5.1.1/24 10.5.1.0 10. 5. 1. 255 et herl

[adm n@M kroTi k] >

To make an export file:

[adm n@M kroTi k] ip address> export fil e=address
[adm n@M kroTi k] ip address>

To see the files stored on the router:

[adm n@ kroTi k] > file print

# NAME TYPE Sl ZE CREATI ON- TI ME
0 address.rsc script 315 dec/ 23/ 2003 13: 21: 48
[adm n@M kroTi k] >

Importing Configuration
Command name: /import

Description

The root level command /import [file_name] executes a script, stored in the specified file adds the
configuration from the specified file to the existing setup. This file may contain any console comands,
including scripts. is used to restore configuration or part of it after a /system reset event or anything that
causes configuration data loss.

Note that it is impossible to import the whole router configuration using this feature. It can only be used to
import a part of configuration (for example, firewall rules) in order to spare you some typing.

Command Description

file=[filename] - loads the exported configuration from afile to router
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Example

To load the saved export file use the following command:

[adm n@M kroTi k] > inport address.rsc
Opening script file address.rsc

Script file | oaded and executed successful ly
[adm n@M kroTi k] >

Configuration Reset
Command name: /system reset-configuration

Description

The command dears all configuration of the router and sets it to the default induding the login name and
password (‘admin' and no password), IP addresses and other configuration is erased, interfaces will become
disabled. After the reset command router will reboot.

Command Description
reset - erases router's configuration

Notes

If the router has been installed using netinstall and had a script specified as the initial configuration, the
reset command executes this script after purging the configuration. To stop it doing so, you will have to
reinstall the router.

Example

[adm n@M kroTi k] > system reset-configuration
Danger ous! Reset anyway? [y/N: n

action cancelled

[adm n@M kroTi k] >
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FTP (File Transfer Protocol) Server

Document revision 2.6 (June 22, 2007, 15:59 GMT)
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General Information

Summary

MikroTik RouterOS implements File Transfer Protocol (FTP) server feature. It is intended to be used for
software packages uploading, configuration script exporting and importing procedures, as well as for storing
HotSpot servlet pages.

Specifications

Packages required: system

License required: levell

Home menu level: ffile

Standards and Technologies: ETP (RFC 959)
Hardware usage: Not significant

File Transfer Protocol Server
Home menu level: /file

Description

MikroTik RouterOS has an industry standard FTP server facility. It uses ports 20 and 21 for communication
with other hosts on the network.

Uploaded files as well as exported configuration or backup files can be accessed under /file menu. There you
can delete unnecessary files from the router.

Authorization for FTP service uses router's system user account names and passwords. The ftp local user
policy controls the access rights to the FTP server.

Property Description

Page 5 of 480
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



contents (text) - file contents (for text files only; size limit - 4kB)
creation-time (read-only: time) - item creation date and time
name (read-only: name) - item name

package-ar chitecture (read-only: text) - RouterOS software package target machine architecture
(for package files only)

package-build-time (read-only: date) - RouterOS software package build time (for package files
only)
package-name (read-only: text) - RouterOS software package name (for package files only)

package-version (read-only: text) - RouterOS software package version number (for package files
only)
size (read-only: integer) - package sizein bytes

type (read-only: text) - item type. Few file types are recognized by extension: backup, directory,
package, script, ssh key, but other files are just marked by their extension (.html file, for example)

Command Description

print - shows alist of files stored - shows contents of files less that 4kB long - offers to edit file's
contents with editor - sets the file's contents to ‘content’
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MAC Level Access (Telnet and Winbox)
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General Information

Summary

MAC telnet is used to provide access to a router that has no IP address set. It works just like IP telnet. MAC
telnet is possible between two MikroTik RouterOS routers only.

Specifications

Packages required: system

License required: level1

Home menu level: /tool, /tool mac-server

Standards and Technologies: MAC Telnet
Hardware usage: Not significant

MAC Telnet Server
Home menu level: /tool mac-server

Property Description
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interface (name | all; default: all) - interface name to which the mac-server clients will connect
« all - al interfaces

Notes

There is an interface list in this submenu level. If you add some interfaces to this list, you allow MAC telnet
to that interface. Disabled (disabled=yes) item means that interface is not allowed to accept MAC telnet
sessions on that interface. all interfaces iss the default setting to allow MAC teltet on any interface.

Example

To enable MAC telnet server on etherl interface only:

[adm n@M kroTi k] tool mac-server> print
Fl ags: X - disabl ed
# | NTERFACE
0 al |
[adm n@M kroTi k] tool mac-server> renove 0
[ admi n@M kroTi k] tool nmac-server> add interface=etherl di sabl ed=no
[adm n@M kroTi k] tool mac-server> print
Fl ags: X - disabl ed
# | NTERFACE
0 et herl
[adm n@M kroTi k] tool nac-server>

MAC WinBox Server
Home menu level: /tool mac-server mac-winbox
Property Description

interface (name | all; default: all) - interface name to which it is alowed to connect with Winbox
using MAC-based protocol
* all - al interfaces

Notes

There is an interface list in this submenu level. If you add some interfaces to this list, you allow MAC Winbox
to that interface. Disabled (disabled=yes) item means that interface is not allowed to accept MAC Winbox
sessions on that interface.

Example

To enable MAC Winbox server on etherl interface only:

[adm n@M kroTi k] tool mac-server nmac-w nbox> print
Fl ags: X - disabl ed

# | NTERFACE

0 all
[adm n@M kroTi k] tool mac-server mac-w nbox> renobve 0
[adm n@M kroTi k] tool mac-server mac-w nbox> add interface=etherl disabl ed=no
[adm n@M kroTi k] tool mac-server mac-w nbox> print
Fl ags: X - disabl ed

# | NTERFACE

0 et herl
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[adm n@M kroTi k] tool mac-server mac-w nbox>

Monitoring Active Session List
Home menu level: /tool mac-server sessions
Property Description

interface (read-only: name) - interface to which the client is connected to
src-address (read-only: MAC address) - client's MAC address
uptime (read-only: time) - how long the client is connected to the server

Example

To see active MAC Telnet sessions:

[adm n@M kroTi k] tool mac-server sessions> print
# | NTERFACE SRC- ADDRESS UPTI ME
0 w anl 00: 0B: 6B: 31: 08: 22 00: 03: 01

[adm n@M kroTi k] tool mac-server sessions>

MAC Scan

Command name: /tool mac-scan

Description
This command discovers all devices, which support MAC telnet protocol on the given network.

Property Description

(name) - interface name to perform the scan on

MAC Telnet Client

Command name: /tool mac-telnet

Property Description

(MAC address) - MAC address of a compatible device
Example

[adm n@M kroTi k] > /tool mac-tel net 00: 02: 6F: 06: 59: 42
Logi n: admin

Passwor d:

Trying 00: 02: 6F: 06: 59: 42. . .

Connected to 00: 02: 6F: 06: 59: 42

MVWM MW KKK TTTTTTTTTTT KKK
MW MW KKK TTTTTTTTTTT KKK

MW MW MW |11 KKK KKK RRRRRR (000000 TTT 11 KKK KKK
MWM MM MW 11l KKKKK RRR RRR OO0 00O TTT 11 KKKKK

Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
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MW MW 111 KKK KKK  RRRRRR 000 000 TTT 111 KKK KKK

MW MW 111 KKK KKK RRR RRR (000000 TTT 111 KKK KKK

M kr oTi k Router0S 3. ObetalO (c) 1999- 2007 http://ww. nm krotik.com
Term nal |inux detected, using multiline input node

[adm n@M kroTi k] >
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Serial Console and Terminal
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General Information

Summary

The Serial (onsole and Terminal are tools, used to communicate with devices and other systems that are
interconnected via serial port. The serial terminal may be used to monitor and configure many devices -
including modems, network devices (induding MikroTik routers), and any device that can be connected to a
serial (asynchronous) port.

Specifications

Packages required: system

Licenserequired: levell

Home menu level: Command name: /system console, /system serial-terminal
Standards and Technologies: RS-232

Hardware usage: Not significant

Description

The Serial Console feature is for configuring direct-access configuration facilities (monitor/keyboard and
serial port) that are mostly used for initial or recovery configuration.
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If you do not plan to use a serial port for accessing another device or for data connection through a modem,
you can configure it as a serial console. The first serial port is configured as a serial console, but you can
choose to unconfigure it to free it for other applications. A free serial port can also be used to access other
routers' (or other equipment, like switches) serial consoles from a MikroTik RouterOS router. A special
null-modem cable is needed to connect two hosts (like, two PCs, or two routers; not modems). Note that a
terminal emulation program (e.g., HyperTerminal on Windows or minicom on linux) is required to access
the serial console from another computer.

Several customers have described situations where the Serial Terminal (managing side) feature would be
useful:

o on a mountaintop, where a MikroTik wireless installation sits next to equipment (induding switches and
Cisco routers) that can not be managed in-band (by telnet through an IP network)

° monitoring weather-reporting equipment through a serial port

* connection to a high-speed microwave modem that needed to be monitored and managed by a serial
connection

With the serial-terminal feature of the MikroTik, up to 132 (and, maybe, even more) devices can be
monitored and controlled.

Serial Console Configuration

Description

A special null-modem cable should be used for connecting to the serial console from another computer. The
Serial Gonsole cabling diagram for DB9 connectors is as follows:

Router Side (DB9f) Signal Direction Side (DB9f)
1,6 CD, DSR IN 4
2 RxD IN 3
3 TxD ouT 2
4 DTR ouT 1,6
5 GND -
7 RTS ouT
8 CTS IN

Note that the above diagram will not work if the software is configured to do hardware flow control, but the
hardware does not support it (e.g., some RouterBOARD models have reduced seral port functionality). If this
is the case, either turn off the hardware flow control or use a null-modem cable with loopback, which will
simulate the other device's handshake signals with it's own. The diagram for such cable is as follows:

Router Side (DB9f) Signal Direction Side (DB9f)
1,4,6 CD,DTR, DSR LOOP 1,4,6
2 RxD IN 3
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3 TxD ouT
GND -
7,8 RTS,CTS LOOP 7,8

Note that although it is recommended to have 5-wire cable for this connection, in many cases it is enough to
have 3 wires (for unlooped signals only), leaving both loops to exist only inside the connectors. Other
connection schemes exist as well.

Configuring Console
Home menu level: /system console
Property Description

enabled (yes| no; default: no) - whether serial console is enabled or not
free (read-only: flag) - consoleisready for use

port (name; default: serialO) - which port should the serial terminal listen to
term (text) - terminal type

used (read-only: flag) - consoleisin use

vcno (read-only: integer) - number of virtual console - [Alt]+[F1] represents '1', [Alt]+[F2] - '2,
etc.

wedged (read-only: flag) - console is currently not available

Example

To disable all virtual consoles (available through the direct connection with keyboard and monitor) extept for
the first one:

n@/l kroTi k] system consol e> print
X - disabled, W- wedged, U - used, F - free

PORT VCNO TERM

serial 0 My Consol e
nux
nux
nux
nux
nux
nux
nux
nux
n@ kr oTi k] system consol e> disable 2,3,4,5,6,7,8
n@M kroTi k] system consol e> pri nt
s: X - disabled, W- wedged, U - used, F - free
PORT VCNO TERM
serial 0 M/Consol e
nux
nux
nux
nux
nux
nux
nux
nux
n@ kroTi k] system consol e>

[
Fl a

‘oO~NOUTRhWNE

admi
ags
#

0 F
1U
2 F li
3 F li
4 F i
5F i
6 F i
7 F i
8 F l'i
admi n

admi n

g

[ ad
[ ad
Fla

‘OoO~NOUIThWNE

#
0
1
2 i
3 i
4 i
5 i
6 i
7 i
8 li
a

E
U
X
X
X
X
X
X
X
m

[ad

To check if the configuration of the serial port:
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[adm n@M kroTi k] system seri al -consol e> /port print detail
0 nane=serial 0 used-by=Seri al Consol e baud-rate=9600 data-bits=8 parity=none
stop-bits=1 fl ow control =none

1 nanme=serial 1 used-by="" baud-rate=9600 data-bits=8 parity=none stop-bits=1
f1 ow cont rol =none

[adm n@M kroTi k] system seri al - consol e>

Using Serial Terminal
Command name: /system serial-terminal

Description
The command is used to communicate with devices and other systems that are connected to the router via
serial port.

All keyboard input is forwarded to the serial port and all data from the port is output to the connected
device. After exiting with [Ctrl]+[Q], the control signals of the port are lowered. The speed and other
parameters of serial port may be configured in the /port directory of router console. No terminal translation
on printed data is performed. It is possible to get the terminal in an unusable state by outputting sequences
of inappropriate control characters or random data. Do not connect to devices at an incorrect speed and
avoid dumping binary data.

Property Description
port (name) - port nameto use

Notes

The serial port to be used as a serial terminal needs to be free (e.g., there should not be any serial consoles,
LCD or other configuration). Chack the previous chapter to see how to disable serial console on a particular
port. Use / port print command to see if some other application is still using the port.

[Ctrl]+[Q] and [Ctrl]+[X] have special meaning and are used to provide a possibility of exiting from nested
serial-terminal sessions:

To send [Ctrl]+[X] to to serial port, press [Ctrl]+[X] [Ctrl]+[X]

To send [Ctrl]+[Q] to to serial port, press [Ctrl]+[X] [Ctrl]+[Q]
Example

To connect to a device connected to the seriall port:

[adm n@M kroTi k] systenr serial-termnal seriall

[Type Crl-Qto return to consol €]
[Crl-Xis the prefix key]

Console Screen
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Home menu level: /system console screen

Description

This facility is created to change line humber per screen if you have a monitor connected to router.
Property Description

line-count (25 | 40 | 50) - number of lines on monitor

Notes
This parameter is applied only to a monitor, connected to the router.
Example

To set monitor's resolution from 80x25 to 80x40:

[ admi n@M kroTi k] system consol e screen> set |ine-count=40
[adm n@M kr oTi k] system consol e screen> print

|'i ne-count: 40
[adm n@M kroTi k] system consol e screen>
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Software Package and Version Management

Document revision 1.5 (June 29, 2007, 19:19 GMT)
This document applies to MikroTik RouterOS V3.0
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Summary

The MikroTik RouterOS is distributed in the form of software packages. The basic functionality of the router
and the operating system itself is provided by the system software package. Other packages contain
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additional software features as well as support to various network interface cards.

Specifications

License required: levell

Home menu level: /system package
Standards and Technologies. ETP
Hardware usage: Not significant

Description

Features

The modular software package system of MikroTik RouterOS has the following features:

* Ability to extend RouterOS functions by installing additional software packages

° Optimal usage of the storage space and memory resources by employing modular/compressed system
° Unused software packages can be uninstalled

° The RouterOS functions and the system itself can be easily upgraded

° Multiple packages can be installed at once

* The package dependency is checked before installing a software package. The package will not be
installed, if the required software package is missing

* The version of the feature package should be the same as that of the system package

° The packages can be uploaded on the router using ftp and installed only when the router is going for
shutdown during the reboot process

° If the software package file can be uploaded to the router, then the disk space is sufficient for the
installation of the package

* The system can be downgraded to an older version by uploading the needed packages to router via
FTP binary mode. After that, execute command /system package downgrade

Installation (Upgrade)

Description

Installation or upgrade of the MikroTik RouterOS software packages can be done by uploading the
appropriate version of the software package to the router and rebooting it. All packaged must have the same
version number as the system package, otherwise they will not be installed (and will be uninstalled if you are
just upgrading the system package).

The software package files are compressed binary files, which can be downloaded from the MikroTik's web
page download section. The full name of the software package consists of a descriptive name, version
number and extension .npk, e.g., system-2.9.11.npk. Package routeros-x86 contains all necessary
packages for RouterOS installation and upgrading for RouterBOARD 200 and PC. Package routeros-rb500
contains all necessary packages for RouterOS installation and upgrading for RouterBOARD 100/500. These
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packages are preferred installation and upgrading method.

You should check the available hard disk space prior to uploading the package files by issuing /system
resource print command. If there is not enough free disk space for storing the upgrade packages, it can be
freed up by uninstalling some software packages, which provide functionality not required for upgrade to
complete. If you have a sufficient amount of free space for storing the upgrade packages, connect to the
router using ftp. Use user name and password of a user with full access privileges.

Step-by-Step

° (onnect to the router using ftp dlient

* Select the BINARY mode file transfer

° Upload the software package files to the router

° Check the information about the uploaded software packages using the /file print command

° Reboot the router by issuing the /system reboot command or by pressing Ctrl+Alt+Del keys at the
router's local console

o After reboot, verify that the packages were installed correctly by issuing /system package print
command. If the packages have not been installed, check the logs to see what went wrong.

Notes

The packages uploaded to the router should retain the original name and also be in lowercase.

The installation/upgrade process is shown on the console screen (monitor) attached to the router and on the
serial console.

The Free Demo License does not allow software upgrades using ftp. You should do a complete reinstall, or
purchase the license.

Before upgrading the router, please check the current version of the system package and the additional
software packages. The versions of additional packages must match the version number of the system
software package. The version of the MikroTik RouterOS system software is shown before the console login
prompt and right after you log in. Information about the version numbers and build time of the installed
MikroTik RouterOS software packages can be obtained using the /system package print command.

Do not use routeros-x86 and routeros-rb500 packges to upgrade from version 2.8 or older. To upgrade
use regular packages.

Test packages, like wireless-test, rstp-bridge-test and so on, are induded in the routeros-x86 and
routeros-rb500 packages, but disabled by default.

Few special-purpose packages, like LCD, are not induded in the combined packages, and you may need to
download them separately.

Uninstallation

Command name: /system package uninstall
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Description

Usually, you do not need to uninstall software packages. However, if you have installed a wrong package, or
you need additional free space to install a new one, you may need to uninstall some unused packages.

Notes

If a package is marked for uninstallation, but it is required for another (dependent) package, then the
marked package cannot be uninstalled. You should uninstall the dependent package too. For the list of
package dependencies see the 'Software Package List' section below. The system package will not be
uninstalled even if marked for uninstallation.

Example

Suppose we need to uninstall security package from the router:

[adm n@M kr oTi k] system package> print
Fl ags: X - disabl ed

#  NAME VERSI ON SCHEDULED
0 r out er os-r b500 3. Obet al10
1 system 3. Obet 210
2 X ipvé 3. Obet a10
3 ntp 3. Obet a10
4 wirel ess 3. Obet a10
5 dhcp 3. Obet a10
6 routing 3. Obet a10
7 rout er board 3. Obet a10
8 advanced-t ool s 3. Obet a10
9 hot spot 3. Obet a10
10 ppp 3. Obet a10
11  security 3. Obet a10

[adm n@M kroTi k] system package> uninstall security
[ adm n@M kr oTi k] system package> .. reboot

Downgrading
Command name: /system package downgrade

Description

Downgrade option allows you to downgrade the software via FTP without losing your license key or
reinstalling the router. It is not recommended to use older versions, however, if the newest version
introduced some unwanted behavior, you may try to downgrade. If you send a support question, you will
probably be asked to upgrade to the latest version.

Step-by-Step

° (onnect to the router using ftp dient
* Select the BINARY mode file transfer
° Upload the software package files to the router

° Check the information about the uploaded software packages using the /file print command
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* Execute command /system package downgrade. The router will downgrade and reboot.

° After reboot, verify that the packages were installed correctly by issuing /system package print
command

Command Description

downgrade - this command asks your confirmation and reboots the router. After reboot the
software is downgraded (if all needed packages were uploaded to the router)

Example

To downgrade the RouterOS (assuming that all needed packages are already uploaded):

[adm n@M kr oTi k] system package> downgr ade
Router will be rebooted. Continue? [y/N:

y
systemw | | reboot shortly

Disabling and Enabling
Command name: /system package disable, /system package enable

Description

You can disable packages making them invisible for the system and later enable them, bringing the system
back to the previous state. It is useful if you don't want to uninstall a package, but just turn off its
functionality. This will save the RAM and processor resources for other applications, but will not free the
diskspace used by the package files.

Notes

If a package is marked for disabling, but it is required for another (dependent) package, then the marked
package cannot be disabled. You should disable or uninstall the dependent package too. For the list of
package dependencies see the 'Software Package List' section below.

If any of the test packages will be enabled (for example wireless-test and routing-test packages, that are
included in routeros-x86.npk and routeros-rb500.npk) system automaticly will disable regular packages that
conflict with them.

Example

Suppose we need to test ipv6 package features:

[adm n@M kr oTi k] system package> print
Fl ags: X - disabl ed

# NAME VERSI ON SCHEDULED
0 rout er os-r b500 3. Obet al10
1 system 3. Obet al10
2 X ipv6 3. Obet a10
3 ntp 3. Obet a10
4 wirel ess 3. Obet a10
5 dhcp 3. Obet a10
6 routing 3. Obet 210
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7 rout er boar d 3. Obet al10
8 advanced-t ool s 3. Obet al10
9 hot spot 3. Obet al10
10 ppp 3. Obet a10
11 security 3. Obet a10

[adm n@M kroTi k] system package> enabl e i pv6
[adm n@M kr oTi k] system package> .. reboot

Unscheduling
Command name: /system package unschedule

Description
Unschedule option allows to cancel pending uninstall, disable or enable actions for listed packages.
Notes

packages marked for uninstallation, disabling or enabling on reboot in column "schedule" will have a note,
warning about changes.

Example

Suppose we need to cancel security package uninstallation action scheduled on reboot:

[adm n@M kroTi k] system package> pri nt
Fl ags: X - disabl ed
NAME

# VERSI ON SCHEDULED
0 r out er os-r b500 3. Obet al0
1 system 3. Obet al0
2 X ipvé 3. Obet a10
3 ntp 3. Obet al10
4 wirel ess 3. Obet al0
5 dhcp 3. Obet al0
6 routing 3. Obet al0
7 rout er board 3. Obet al0
8 advanced-t ool s 3. Obet al0
9 hot spot 3. Obet al0
10 ppp 3. Obet a10
11 security 3. Obet al0 schedul ed for uninstall

[adm n@M kroTi k] system package> unschedul e security
[ adm n@M kr oTi k] system package>

System Upgrade
Home menu level: /system upgrade

Description

This submenu gives you the ability to download RouterOS software packages from a remote RouterOS
router.

Step-by-Step

° Upload desired RouterOS packages to a router (not the one that you will upgrade).

° Add this router's IP address, wuser name and password to [system upgrade
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upgrade-package-source on the router(s) you will be upgrading. This step will only be needed once,
and you may continue using the same package source in future to upgrade the router(s) again. See the
next section for details.

° Refresh available software package list /system upgrade refresh
° See available packages, using /system upgrade print command

* Download selected or all packages from the remote router, using the download or download-all
command

Property Description

name (read-only: name) - package name

sour ce (read-only: IP address) - source IP address of the router from which the package list entry is
retrieved

status (read-only: available | scheduled | downloading | downloaded | installed) - package status
version (read-only: text) - version of the package

Command Description

download - download packages from list by specifying their numbers

download-all - download all packages that are needed for the upgrade (packages which are listed in
the /system package print command output)

refresh - updates currently available package list

Example

See the available packages:

[adm n@M kroTi k] system upgrade> refresh

[ adm n@M kroTi k] system upgrade> print
# SOURCE NAME VERSI ON STATUS COVPLETED
0 192.168. 25.8 r out er os- x86 2.9.44 avai |l abl e
1 192.168.25.8 r out er os-r b500 3. Obet al10 avai |l abl e

[adm n@M kroTi k] system upgrade>

To upgrade chosen packages:

[adm n@M kr oTi k] system upgrade> downl oad 1
[ adm n@M kr oTi k] system upgrade> print
# SOURCE NAME VERSI ON STATUS COVPLETED
0 192.168. 25.8 rout er os- x86 2.9.44 avail abl e
1 192.168.25.8 r out er os-r b500 3. Obet a10 downl oadi ng 16 %
[adm n@M kr oTi k] system upgrade>

Adding Package Source
Home menu level: /system upgrade upgrade-package-source

Description

In this submenu you can add remote routers from which to download RouterOS software packages.
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Property Description

address (IP address) - source |P address of the router from which the package list entry will be
retrieved

password (text) - password of the remote router
user (text) - username of the remote router

Notes

After specifying a remote router in /system upgrade upgrade-package-source, you can type /system
upgrade refresh to refresh the package list and /system upgrade print to see all available packages.

Example
To add a router with IP address 192.168.25.8, username admin and no password:

[adm n@M kroTi k] system upgrade upgrade- package-source> add \
\... address=192. 168. 25. 8 user=adm n

passwor d:
[adm n@M kroTi k] system upgrade upgrade- package- source> print
# ADDRESS USER

0 192.168. 25.8 admin
[adm n@M kroTi k] system upgrade upgrade- package- sour ce>

Software Package List

Description

System Software Package

The system software package provides the basic functionality of the MikroTik RouterOS, namely:

° IP address management, ARP, static IP routing, policy routing, firewall (packet filtering, content
filtering, masquerading, and static NAT), traffic shaping (queues), IP traffic accounting, MikroTik
Neighbour Discovery, IP Packet Packing, DNS dlient settings, IP service (servers)

* Ethernet interface support

° IP over IP tunnel interface support

° Ethernet over IP tunnel interface support

° driver management for Ethernet ISA cards

° serial port management

* local user management

° export and import of router configuration scripts
* backup and restore of the router's configuration

° undo and redo of configuration changes

Page 23 of 480
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



* network diagnostics tools (ping, traceroute, bandwidth tester, traffic monitor)
° bridge support

*  system resource management

*  package management

* telnet dient and server

* local and remote logging facility

° winbox server as well as winbox executable with some plugins

After installing the MikroTik RouterOS, a free license should be obtained from MikroTik to enable the basic
system functionality.

Additional Software Feature Packages

The table below shows additional software feature packages, extended functionality provided by them, the
required prerequisites and additional licenses, if any.

Name Contents Prerequisites

email client, pingers,

advanced-tools netwatch and other utilities

none

Call Content Connection
calea (CCC) dataretention server none
for CALEA compliance

support for legacy DSSS

arlan 2.4GHz 2mbps Aironet | SA none
cards

DHCP server and client
dhcp support none
dude Dude server none
gps support for GPS devices none
hotspot HotSpot gateway none
ipv6 I Pv6 protocol none
isdn support for 1SDN devices ppp

support for informational
lcd L CD display nhone
ntp Network Time Protocol none

support for PPP, PPTP,
PPP L2TP, PPPoE and | SDN PPP none

: support for 5.8GHz

radiolan RadioL AN cards none
routerboard support for none
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Router Boar d-specific
functions and utilities

support for RIP, OSPF and

routing BGP4 none
. support for IPSEC, SSH and
security secure WinBox connections nhone
support for Frame Relay and
Moxa C101, M oxa C502,
synchronous Farsync, Cyclades PC300, none
LMC SBE and XPeed
synchronous car ds
for ces PCI-to-CardBus
thinrouter-pcipc BridgetouseIRQ 11 asin none
ThinRouters
ups support for APC Smart UPS none
embedded RADIUS server
USer-manager with web interface nhone
support for Cisco Aironet,
wireless Prismll and Atheroswireless none

cards
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SSH (Secure Shell) Server and Client

Document revision 2.1 (July 5, 2007, 12:16 GMT)
This document applies to MikroTik RouterOS V3.0
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General Information

Summary

SSH Client authenticates server and encrypts traffic between the client and server. You can use SSH just the
same way as telnet - you run the dient, tell it where you want to connect to, give your username and
password, and everything is the same after that. After that you won't be able to tell that you're using SSH.
The SSH feature can be used with various SSH Telnet dients to securely connect to and administrate the
router. Apart form regular password-based authentication, preshared key file may be used to authenticate a
user.

The MikroTik RouterOS supports:

° SSH 1.3, 1.5, and 2.0 protocol standards

* server functions for secure administration of the router

° telnet session termination with 40 bit RSA SSH encryption is supported
* secure ftp is supported

° preshared DAS key authentication

The MikroTik RouterOS has been tested with the following SSH telnet terminals:

* MikroTik RouterOS embedded SSH dient
. PuTTY
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° Secure CRT
* OpenSSH GNU/Linux client

Specifications

Packages required: security
License required: levell

Home menu level: /system ssh
Standards and Technologies: SSH
Hardware usage: Not significant

Additional Documents

. http://www.freessh.org/

SSH Server

Home menu level: /ip service

Description

SSH Server is already up and running after MikroTik router installation. The default port of the service is 22.
You can set a different port number or disable the service if you do not need it. See the System Services

manual for the detailed instructions.

SSH Client

Command name: /system ssh

Property Description

port (integer; default: 22) - which TCP port to use for SSH connection to a remote host
user (text; default: admin) - username for the SSH login

Example

[adm n@M kroTi k] > /system ssh
adm n@92. 168. 0. 1' s passwor d:

MvM MW KKK
MVIVM MVIVM KKK

MW MVUWM MW 111 KKK KKK
MWM MM MW T KKKKK
MvM MW 11l KKK KKK
MvWM MW 111 KKK KKK

M kroTi k Router OGS 3. Obetal0 (c) 1999-2007

Term nal xterm det ect ed,
[adm n@M kroTi k] >

usi ng

SSH Preshated Key

192. 168. 0.1 user=adm n

TTTTTTTTTTT

TTTTTTTTTTT
RRRRRR 000000 TTT 111
RRR RRR OO0 OO0 TTT 11
RRRRRR 000 00O TTT 11l
RRR RRR 000000 TTT Il

multiline input node

KKK
KKK
KKK KKK
KKKKK
KKK KKK
KKK KKK

http://ww. m krotik. conl
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Home menu level: /user ssh-keys

Description

You can use DSA keys (only DSA keys are supported) instead of password to log into the router. This
method may be preferred for automated systems that congifure router(s) with SSH protocol using RouterOS
console language. It is also useful if you just don't like remembering dozens of passwords and entering them
to the login prompt all the time.

Property Description

key-owner (read-only: text) - remote user, as specifie in key file
user (name) - local user to associate the key with

Command Description

import - import a DSA key file (name) - filename to import the SSH key from (name) - local user
to associate the key with

Notes
Only openssh DSA keys are supported. If you use puttygen, convert generated keys to right type.
Example

Generating the DSA key on a UNIX machine:

sh$ ssh-keygen -t dsa -f ./id_dsa

Generating public/private dsa key pair.

Ent er passphrase (enpty for no passphrase):

Ent er sanme passphrase agai n:

Your identification has been saved in ./id_dsa.

Your public key has been saved in ./id_dsa. pub.

The key fingerprint is:

91: d7: 08: be: b6: al: 67: 5e: 81: 02: cb: 4d: 47: d6: a0: 3b adm n- ssh@eka

Now, after you upload the key file onto the router, you can import it:

[adm n@M kroTi k] user ssh-keys> inport file=id_dsa.pub user=adni n-ssh
[adm n@M kroTi k] user ssh-keys> print

# USER KEY- O\NER

0 adm n-ssh adm n- ssh@eka
[adm n@M kr oTi k] user ssh-keys>
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Telnet Server and Client

Document revision 2.4 (July 5, 2007, 13:33 GMT)
This document applies to MikroTik RouterOS V3.0
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General Information

Summary

MikroTik RouterOS has a build-in Telnet server and dlient features. These two are used to communicate with
other systems over a network.

Specifications

Packages required: system

License required: levell

Home menu level: /system, /ip service
Standards and Technologies: Telnet (RFEC 854)
Hardware usage: Not significant

Telnet Server
Home menu level: /ip service

Description
Telnet protocol is intended to provide a fairly general, bi-directional, eight-bit byte oriented communications
facility. The main goal is to allow a standard method of interfacing terminal devices to each other.

MikroTik RouterOS implements industry standard Telnet server. It uses port 23, which must not be disabled
on the router in order to use the feature.

You can enable/disable this service or allow the use of the service to certain IP addresses. See the System
Services manual for the detailed instructions.

Telnet Client
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Command name: /system telnet

Description

MikroTik RouterOS telnet dient is used to connect to other hosts in the network via Telnet protocol.

Property Description

(IP address) - IP address of the Telnet server to connect to

(port; default: 23) - TCP port to connect to (if differs from the standard TCP port 23). May be
useful to connect to SMTP or HTTP servers for debugging purposes

Example

An example of Telnet connection:

[adm n@M kroTi k] > systemtel net 172.16.0.1
Trying 172.16.0. 1. ..

Connected to 172.16.0. 1.

Escape character is '"]'.

M kroTi k v2.9
Logi n: adm n

Passwor d:
MWM MW KKK TTTTTTTTTTT KKK
MVIW MVIW KKK TTTTTTTTTTT KKK
MW MWW MW |11 KKK KKK RRRRRR 000000 TTT 111 KKK KKK
MWM MM MW |1 KKKKK RRR RRR 00O OOCO TTT 111 KKKKK
MW MW 111 KKK KKK RRRRRR 00 00O TTT Il KKK KKK
MW MW 11l KKK KKK RRR RRR 000000 TTT 111 KKK KKK
M kroTi k RouterGsS 2.9 (c) 1999-2004 http://ww. m kroti k. cont

Ter mi nal unknown detected, using single |ine input node
[adm n@M kroTi k] >
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Description
General Information

Summary

The following Manual discusses IP address management and the Address Resolution Protocol settings. IP
addresses serve as identification when communicating with other network devices using the TCP/IP version
4 protocol. In turn, communication between devices in one physical network proceeds with the help of
Address Resolution Protocol and ARP addresses.

Specifications

Packages required: system

License required: level1

Home menu level: /ip address, /ip arp

Standards and Technologies. | Pv4, ARP
Hardware usage: Not significant

IP Addressing
Home menu level: /ip address

Description
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IP addresses serve for a general host identification purposes in IP networks. Typical (IPv4) address consists
of four octets. For proper addressing the router also needs the network mask value, id est which bits of the
complete IP address refer to the address of the host, and which - to the address of the network. The
network address value is calculated by binary AND operation from network mask and IP address values. It's
also possible to specify IP address followed by slash "/" and the amount of bits that form the network
address.

In most cases, it is enough to specify the address, the netmask, and the interface arguments. The network
prefix and the broadcast address are calculated automatically.

It is possible to add multiple IP addresses to an interface or to leave the interface without any addresses
assigned to it. In case of bridging or PPPOE connection, the physical interface may bot have any address
assigned, yet be perfectly usable. Putting an IP address to a physical interface included in a bridge would
mean actually putting it on the bridge interface itself. You can use /ip address print detail to see to which
interface the address belongs to.

MikroTik RouterOS has following types of addresses:

* Static - manually assigned to the interface by a user
» Dynamic - automatically assigned to the interface by DHCP or an estabilished PPP connections

Property Description

actual-interface (read-only: name) - name of the actual interface the logical one is bound to. For
example, if the physical interface you assigned the address to, is included in a bridge, the actual
interface will show that bridge.

address (IP address) - |P address

broadcast (IP address; default: 255.255.255.255) - broadcasting |P address, calculated by default
from an | P address and a network mask

disabled (yes| no; default: no) - specifies whether the address is disabled or not
inter face (name) - interface name the IP addressis assigned to

netmask (IP address; default: 0.0.0.0) - delimits network address part of the |P address from the
host part

network (IP address; default: 0.0.0.0) - IP address for the network. For point-to-point links it
should be the address of the remote end

Notes

You cannot have two different IP addresses from the same network assigned to the router. Exempli gratia,
the combination of IP address 10.0.0.1/24 on the etherl interface and IP address 10.0.0.132/24 on the
ether2 interface is invalid (unless both interfaces are bridged together), because both addresses belong to
the same network 10.0.0.0/24. Use addresses from different networks on different interfaces.

Example

[adm n@M kroTi k] ip address> add address=10.10. 10. 1/ 24 i nt er f ace=et her 2
[adm n@M kroTi k] ip address> print
Fl ags: X - disabled, I - invalid, D - dynamic
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#  ADDRESS NETWORK BROADCAST | NTERFACE
0 2.2.2.1/24 2.2.2.0 2.2.2.255 et her 2
1 10. 5. 7. 244/ 24 10.5.7.0 10.5. 7. 255 et herl
2 10. 10. 10. 1/ 24 10. 10.10.0 10. 10. 10. 255 et her 2

[adm n@M kroTi k] ip address>

Address Resolution Protocol
Home menu level: /ip arp

Description

Even though IP packets are addressed using IP addresses, hardware addresses must be used to actually
transport data from one host to another. Address Resolution Protocol is used to map OSI level 3 IP addreses
to OSI level 2 MAC addreses. Router has a table of currently used ARP entries. Normally the table is built
dynamically, but to increase network security, it can be partialy or completely built statically by means of
adding static entries.

Property Description

address (IP address) - IP address to be mapped
interface (name) - interface name the IP address is assigned to
mac-address (MAC address; default: 00:00:00:00:00:00) - MAC address to be mapped to

Notes

Maximal number of ARP entries is 8192.

If ARP feature is turned off on the interface, i.e., arp=disabled is used, ARP requests from clients are not
answered by the router. Therefore, static arp entry should be added to the clients as well. For example, the
router's IP and MAC addresses should be added to the Windows workstations using the arp command:

C\> arp -s 10.5.8.254 00-aa-00-62-c6-09
If arp property is set to reply-only on the interface, then router only replies to ARP requests. Neighbour

MAC addresses will be resolved using /ip arp statically, but there will be no need to add the router's MAC
address to other hosts' ARP tables.

Example

[adm n@M kroTi k] ip arp> add address=10. 10. 10. 10 i nterface=et her2 mac- addr ess=06 \
\... :21:00:56:00: 12

[admi n@M kroTi k] ip arp> print

F

lags: X - disabled, | - invalid, H- DHCP, D - dynanic
# ADDRESS MAC- ADDRESS | NTERFACE
0D22.22 00: 30: 4F: 1B: B3: D9 et her2
1 D 10.5.7.242 00: AO: 24: 9D: 52: A4 etherl
2 10. 10. 10. 10 06: 21: 00: 56: 00: 12 et her2

[adm n@M kroTi k] ip arp>

If static arp entries are used for network security on an interface, you should set arp to 'reply-only' on that
interface. Do it under the relevant /interface menu:

[adm n@M kroTi k] ip arp> /interface ethernet set ether2 arp=reply-only
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[admi n@M kroTi k] ip arp> print
Flags: X - disabled, | - invalid, H- DHCP, D - dynanic

#  ADDRESS MAC- ADDRESS | NTERFACE
0 D 10.5.7.242 00: AO: 24: 9D: 52: A4 etherl
1 10. 10. 10. 10 06: 21: 00: 56: 00: 12 et her 2

[adm n@M kroTi k] ip arp>

Proxy-ARP feature

Description

A router with properly configured proxy ARP feature acts like a transparent ARP proxy between directly
connected networks. Gonsider the following network diagram:
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Suppose the host A needs to communicate to host C. To do this, it needs to know host's C MAC address. As
shown on the diagram above, host A has /24 network mask. That makes host A to believe that it is directly
connected to the whole 192.168.0.0/24 network. When a computer needs to communicate to another one
on a directly connected network, it sends a broadcast ARP request. Therefore host A sends a broadcast ARP
request for the host C MAC address.

Broadcast ARP requests are sent to the broadcast MAC address FF:FF:FF:FF:FF:FF. Since the ARP request is
a broadcast, it will reach all hosts in the network A, incuding the router R1, but it will not reach host C,
because routers do not forward broadcasts by default. A router with enabled proxy ARP knows that the host
C is on another subnet and will reply with its own MAC adress. The router with enabled proxy ARP always
answer with its own MAC address if it has a route to the destination.
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This behaviour can be usefull, for example, if you want to assign dial-in (ppp, pppoe, pptp) clients IP
addresses from the same address space as used on the connected LAN.

Example

(onsider the following configuration:

1]

Internet

I Internet
| Gatewa
Sarver 10.0.0.
10.0.02
interface eth-L AN
E{[B = I:II*nDetD Eﬂ&N MikroTik address T0.0.0. 217§/’
o Router | —
dynamic interfaces
pppoe-inX
RSN QI ISHHS ¥ V. addresses 10.0.0.217/32
& xx,
= i ., !
II J __.,-
ptnﬁj
Workstation 10.0.0.231

10.0.0.2230

The MikroTik Router setup is as follows:

adm n@J kroTi k] ip arp> /interface ethernet print
Fl ags: X - disabled, R - running
# NAME MIU  IVAC- ADDRESS ARP
0 R eth-LAN 1500 00: 50: 08: 00: 00: F5 proxy-arp
[adm n@M kroTi k] ip arp> /interface print
Flags: X - disabled, D - dynamc, R - running

# NAME TYPE MU
0 et h- LAN et her 1500
1 prisml prism 1500
2 D pppoe-in25 pppoe-in
3 D pppoe-in26 pppoe-in
[adm n@M kroTi k] ip arp> /ip address print
Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10.0.0.217/24 10.0.0.0 10. 0. 0. 255 et h- LAN
1 D 10.0.0.217/32 10. 0. 0. 230 0.0.0.0 pppoe- i n25
2 D 10.0.0. 217/ 32 10. 0. 0. 231 0.0.0.0 pppoe-i n26

[admi n@M kroTik] ip arp> /ip route print

Flags: X - disabled, A - active, D - dynam c,

C - connect, S - static, r - rip, b - bgp, o - ospf, m- me,

B - bl ackhole, U - unreachable, P - prohibit

# DST- ADDRESS PREF- SRC G GATEVWAY DI S I NTE. ..
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0O0AS 0.0.0.0/0

1 ADC 10.0.0.0/24 10. 0. 0. 217
2 ADC 10.0.0.230/32 10. 0. 0. 217
3 ADC 10.0.0.231/32 10. 0. 0. 217
[admi n@M kroTi k] ip arp>

Troubleshooting

Description

* Router shows that the IP address is invalid

Check whether the interface, the address is assigned to, is present, enabled and running.

r 10.0.0.1

[ecleola)

et h- LAN
et h- LAN
pppoe-i n25
pppoe-i n26
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Document revision 2.4 (September 7, 2007, 8:37 GMT)
This document applies to MikroTik RouterOS V3.0
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General Information

Summary

The following manual surveys the IP routes management, equal-cost multi-path (ECMP) routing technique,
and policy-based routing.

Specifications

Packages required: system

License required: level1

Home menu level: /ip route

Standards and Technologies. | P (REC 791)
Hardware usage: Not significant

Description

MikroTik RouterOS has following types of routes:

» dynamic routes - automatically created routes for networks, which are directly accessed
through an interface. They appear automatically, when adding a new | P address. Dynamic
routes are also added by routing protocols.

* static routes - user-defined routes that specify the router which can forward traffic to the
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specified destination network. They are useful for specifying the default gateway. The gateway
for static routes may be checked (with either ARP or ICMP protocol) for reachability, so that
different gateways with different priorities (costs) may be assigned for one destination network
to provide failover.

ECMP (Equal Cost Multi-Path) Routing

This routing mechanism enables packet routing along multiple paths with equal cost and ensures load
balancing. With ECMP routing, you can use more than one gateway for one destination network (this
approach may also be configured to provide failover). With ECMP, a router potentially has several available
next hops towards a given destination. A new gateway is chosen for each new source/destination IP pair. It
means that, for example, one FTP connection will use only one link, but new connection to a different server
will use another link. ECMP routing has another good feature - single connection packets do not get
reordered and therefore do not kill TCP performance.

The ECMP routes can be created by routing protocols (RIP or OSPF), or by adding a static route with
multiple gateways, separated by a comma (e.g., /ip route add gateway=192.168.0.1,192.168.1.1). The
routing protocols may create multipath dynamic routes with equal cost automatically, if the cost of the
interfaces is adjusted propery. For more information on using routing protocols, please read the
corresponding Manual.

Policy-Based Routing

It is a routing approach where the next hop (gateway) for a packet is chosen, based on a policy, which is
configured by the network administrator. In RouterOS the procedure the follwing:

° mark the desired packets, with a routing-mark

° choose a gateway for the marked packets

Note! In routing process, the router decides which route it will use to send out the packet. Afterwards,
when the packet is masqueraded, its source address is taken from the prefsrc field.

Routes
Home menu level: /ip route

Description

In this submenu you can configure Static, Equal Cost Multi-Path and Policy-Based Routing and see the
routes.

Property Description

bgp-as-path (text) - manual value of BGP's as-path for outgoing route
bgp-atomic-aggr egate (yes | no) - indication to receiver that it cannot "deaggregate” the prefix

bgp-communities (multiple choice: integer) - administrative policy marker, that can travel through
different autonomous systems
* internet - communities value 0
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bgp-local-pref (integer) - local preference value for aroute

bgp-med (integer) - a BGP attribute, which provides a mechanism for BGP speakers to convey to
an adjacent AS the optimal entry point into the local AS

bgp-origin (incomplete | igp | egp) - the origin of the route prefix

bgp-prepend (integer: 0..16) - number which indicates how many times to prepend AS NAME to
AS PATH
check-gateway (arp | ping; default: ping) - which protocol to use for gateway reachability

distance (integer: 0..255) - administrative distance of the route. When forwarding a packet, the
router will use the route with the lowest administrative distance and reachable gateway

dst-address (IP addressnetmask; default: 0.0.0.0/0) - destination address and network mask, where
netmask is number of bits which indicate network number. Used in static routing to specify the
destination which can be reached, using a gateway

* 0.0.0.0/0 - any network

gateway (IP address) - gateway host, that can be reached directly through some of the interfaces.
Y ou can specify multiple gateways separated by acomma™," for ECMP routes

pref-src (IP address) - source | P address of packets, leaving router viathis route
* 0.0.0.0 - pref-src is determined automatically

routing-mark (name) - a mark for packets, defined under /ip firewall mangle. Only those packets
which have the according routing-mark, will be routed, using this gateway

scope (integer: 0..255) - a value which is used to recursively lookup the nexthop addresses.
Nexthop islooked up only through routes that have scope <= target-scope of the nexthop

tar get-scope (integer: 0..255) - a value which is used to recursively lookup the next-hop addresses.
Each nexthop address selects smallest value of target-scope from all routes that use this nexthop
address. Nexthop islooked up only through routes that have scope <= target-scope of the nexthop

Notes

You can specify more than one or two gateways in the route. Moreover, you can repeat some routes in the
list several times to do a kind of cost setting for gateways.

Example

To add two static routes to networks 10.1.12.0/24 and 0.0.0.0/0 (the default destination address) on a
router with two interfaces and two IP addresses:

[adm n@M kroTi k] ip route> add dst-address=10. 1. 12. 0/ 24 gat eway=192. 168. 0. 253
[adm n@M kroTi k] ip route> add gateway=10.5.8.1

[adm n@M kroTi k] ip route> print

Flags: X - disabled, A - active, D - dynam c,

C - connect, S - static, r - rip, b - bgp, o - ospf, m- me,

B - bl ackhole, U - unreachable, P - prohibit

# DST- ADDRESS PREF- SRC G GATEWAY DI S INTE. ..
0 AS 10.1.12.0/24 r 192. 168. 0. 253 Local
1 ADC 10.5.8.0/24 Publ i c
2 ADC 192.168.0.0/24 Local
3AS 0.0.0.0/0 r 10.5.8.1 Publ i c
[adm n@M kroTi k] ip route>
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Policy Rules
Home menu level: /ip routerule
Property Description

action (drop | unreachable | lookup; default: unreachable) - action to be processed on packets
matched by thisrule:

* drop - silently drop packet

 unreachable - reply that destination host is unreachable

* lookup - lookup route in given routing table

dst-address (1P addressnetmask) - destination | P address/mask
interface (name; default: " ") - interface through which the gateway can be reached

routing-mark (name; default: " ") - mark of the packet to be mached by this rule. To add a routing
mark, use '/ip firewall mangle’ commands

src-address (1P addressnetmask) - source IP address/mask
table (name; default: " ") - routing table, created by user

Notes

You can use policy routing even if you use masquerading on your private networks. The source address will
be the same as it is in the local network. In previous versions of RouterOS the source address changed to
0.0.0.0

It is impossible to recognize peer-to-peer traffic from the first packet. Only already established connections
can be matched. That also means that in case source NAT is treating Peer-to-Peer traffic differently from the
regular traffic, Peer-to-Peer programs will not work (general application is policy-routing redirecting regular
traffic through one interface and Peer-to-Peer traffic - through another). A known workaround for this
problem is to solve it from the other side: making not Peer-to-Peer traffic to go through another gateway,
but all other useful traffic go through another gateway. In other words, to specify what protocols (HTTP,
DNS, POP3, etc.) will go through the gateway A, leaving all the rest (so Peer-to-Peer traffic also) to use the
gateway B (it is not important, which gateway is which; it is only important to keep Peer-to-Peer together
with all traffic except the specified protocols)

Example

To add the rule specifying that all the packets from the 10.0.0.144 host should lookup the mt routing table:

[adm n@ kroTi k] ip firewall mangle add action=mark-routing newrouting-mark=nt \
\'... chai n=prerouting

[adm n@M kroTi k] ip route> add gat eway=10. 0. 0. 254 routi ng- mar k=mt

[adm n@M kroTik] ip route rul e> add src-address=10.0. 0. 144/ 32 \

\... table=nt action=l ookup
[adm n@J kroTi k] ip route rule> print
Fl ags: X - disabled, I - invalid

0 src-address=192. 168. 0. 144/ 32 acti on=l ookup t abl e=nt
[adm n@M kroTik] ip route rul e>

Application Examples
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Static Equal Cost Multi-Path routing

(onsider the following situation where we have to route packets from the network 192.168.0.0/24 to 2
gateways - 10.1.0.1 and 10.1.1.1:

15PN 1572)

IF address: T0.7.0.7/28 \ / IP address: T0.1.1.1/28
Eill'bps \\ / 4Mbps
Interface: Public1 *, Interface: Public2

IP address: 10.1.0.2/28 A IP address: 10.1.1.2/28
="
[ECMP-Router]

inferface: Local
IFP address: 192.168.0.1/24

Note that the ISP1 gives us 2Mbps and ISP2 - 4Mbps so we want a traffic ratio 1:2 (1/3 of the
source/destination IP pairs from 192.168.0.0/24 goes through ISP1, and 2/3 through ISP2).

IP addresses of the router:

[adm n@CMP- Rout er] ip address> print

Fl ags: X - disabled, | - invalid, D - dynamic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 192. 168. 0. 254/ 24 192.168.0.0 192. 168. 0. 255 Local
1 10. 1. 0. 2/ 28 10.1.0.0 10.1.0. 15 Public1l
2 10.1.1.2/28 10.1.1.0 10.1.1.15 Publ i c2

[adm n@CMP- Router] ip address>

Add the default routes - one for ISP1 and 2 for ISP2 so we can get the ratio 1:3:

[adm n@CMP- Router] ip route> add gateway=10.1.0.1,10.1.1.1,10.1.1.1
[adm n@CMP- Router] ip route> print

Flags: X - disabled, A - active, D - dynam c,

C - connect, S - static, r - rip, b - bgp, o - ospf

# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 ADC 10.1.0.0/28 Publicl
1 ADC 10.1.1.0/28 Publ i c2
2 ADC 192.168.0.0/ 24 Local
3 ASO0.0.0.0/0 r 10.1.0.1 Publicl
r 10.1.1.1 Publ i c2
r 10.1.1.1 Publ i c2
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[adm n@CMP- Router] ip route>
Standard Policy-Based Routing with Failover

This example will show how to route packets, using an administrator defined policy. The policy for this setup
is the following: route packets from the network 192.168.0.0/24, using gateway 10.0.0.1, and packets
from network 192.168.1.0/24, using gateway 10.0.0.2. If GW_1 does not respond to pings, use
GW_Backup for network 192.168.0.0/24, if GW_2 does not respond to pings, use GW_Backup also for
network 192.168.1.0/24 instead of GW_2.

The setup:

.-"'f_d_ = %EH
; [GW_Backup]
/ ——
| P 10.0.0.1 [GW_E]

i —
f,f”’ [GW_1] Network IP: 10.0.0.3
|' ==F 10.0.0.0/24
\ IP: 10.0.0.2

Interface: Public
[PB-Router] IF address: 10.0.0.7/24

Inferface: Locall fimm | inferface: Local?

IP address: 192.168.0.1/24 ’___,,f’f "‘HH IF address: 192.168.1.1/24

(onfiguration of the IP addresses:

[adm n@B- Router] ip address> print
Fl ags: X - disabled, | - invalid, D- dynanic
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#  ADDRESS NETWORK BROADCAST | NTERFACE

0 192.168.0.1/24 192.168.0.0 192.168.0.255 Local 1

1 192.168.1.1/24 192.168.1.0 192.168.1.255 Local 2

2 10.0.0.7/24 10.0.0.0 10. 0. 0. 255 Publ i c
[adm n@B- Router] ip address>

To achieve the described result, follow these configuration steps:

1. Mark packets from network 192.168.0.0/24 with a new-routing-mark=net1, and packets from
network 192.168.1.0/24 with a new-routing-mark=net2:

[admi n@B- Router] ip firewall mangl e> add src-address=192. 168. 0. 0/ 24 \
\... action=mark-routing newrouting-mark=netl chai n=prerouting
[adm n@B- Router] ip firewall mangl e> add src-address=192. 168. 1. 0/ 24 \
\... action=mark-routing newrouting-mark=net2 chai n=prerouting
[adm n@B-Router] ip firewall mangle> print
Flags: X - disabled, | - invalid, D - dynamc

0 chain=prerouting src-address=192. 168. 0. 0/ 24 acti on=nar k-routi ng

new r out i ng- mar k=net 1

1 chai n=prerouting src-address=192. 168. 1. 0/ 24 acti on=nmar k-routi ng
new- r out i ng- mar k=net 2
[adm n@B-Router] ip firewall nangle>

2. Route packets from network 192.168.0.0/24 to gateway GW_1 (10.0.0.2), packets from network
192.168.1.0/24 to gateway GW_2 (10.0.0.3), using the according packet marks. If GW_1 or GW_2 fails
(does not reply to pings), route the respective packets to GW_Main (10.0.0.1):

[adm n@B- Router] ip route> add gat eway=10.0.0.2 routing-nmark=net1 \
\'... check- gat eway=pi ng

[adm n@B- Router] ip route> add gateway=10.0. 0.3 routing- nmark=net2 \
\'... check- gat eway=pi ng

[adm n@B- Router] ip route> add gateway=10.0.0.1

[adm n@B- Router] ip route> print

Fl ags: X - disabled, A - active, D - dynamic,

C - connect, S - static, r - rip, b - bgp, o - ospf

# DST- ADDRESS PREFSRC G GATEWAY DI STANCE | NTERFACE
0 ADC 10.0.0.0/ 24 10.0.0.7 Publ i c
1 ADC 192. 168.0. 0/ 24 192.168.0. 1 Local 1
2 ADC 192.168. 1.0/ 24 192.168.1.1 Local 2
3 ASO0.0.0.0/0 r 10.0.0.2 Publ i c
4 ASO0.0.0.0/0 r 10.0.0.3 Publ i c
5 AS0.0.0.0/0 r 10.0.0.1 Publ i c
[adm n@B- Router] ip route>
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ARLAN 655 Wireless Client Card

Document revision 1.2 (September 7, 2007, 8:37 GMT)
This document applies to MikroTik RouterOS V3.0
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Description

General Information

Summary

The MikroTik RouterOS supports Arlan 655 Wireless Interface client cards. This card fits in the ISA expansion

slot and provides transparent wireless communications to other network nodes.

Specifications

Packages required: arlan
Licenserequired: level4

Home menu level: /interface arlan
Hardware usage: Not significant

Installation

Example

To add the driver for Arlan 655 adapter, do the following:

[adm n@M kroTi k] > dri ver add nane=arl an i 0=0xD000
[ adnmi n@M kr oTi k] > driver print
Flags: | - invalid, D - dynamc

# DRI VER IRQ IO
0 D Real Tek 8139
1 Arlan 655 0xD000

[adm n@M kroTi k] driver>

| SDN- PROTOCCL
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Wireless Interface Configuration
Home menu level: /interface arlan

Description

The wireless card status can be obtained from the two LEDs: the Status LED and the Activity LED.

Status Activity Description
ARLAN 655 isfunctional but
Amber Amber nonvolatile memory is not
configured
Blinking Green Don't Care Aaﬁljbﬁ‘)l\l( A65RerX)lil rni%(?teegﬁcllyt)o
Green Off Normal idle state
Green Green Flash Normal active state
Red Amber Hardwarefailure
Red Red Radio failure

Property Description

add-name (text; default: test) - card name (optional). Must contain less than 16 characters.

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol
setting

bitrate (1000 | 2000 | 354 | 500; default: 2000) - datarate in Kbit/s

frequency (2412 | 2427 | 2442 | 2457 | 2465; default: 2412) - channel frequency in MHz
mac-addr ess (MAC address) - Media Access Control address

mtu (integer; default: 1500) - Maximum Transmission Unit

name (name; default: arlanN) - assigned interface name

sid (integer; default: 0x13816788) - System Identifier. Should be the same for all nodes on the
radio network. Must be an even number with maximum length 31 character

tma-mode (yes | no; default: no) - Networking Registration Mode:
* yes- ARLAN
* no- NON ARLAN

Example

[adm n@M kroTi k] > interface print
Flags: X - disabled, D - dynamc, R - running

# NANVE TYPE MIU
0 R outer et her 1500
1 X arlanl arl an 1500

[adm n@M kroTi k] interface> enable 1
[adm n@M kroTi k] > interface print
Flags: X - disabled, D - dynamc, R - running
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# NANVE TYPE MU
0 R outer et her 1500
1 R arlanl arl an 1500

More configuration and statistics parameters can be found under the /interface arlan menu:

[adm n@M kroTi k] interface arlan> print
Flags: X - disabled, R - running
0 R name="arl anl" mt u=1500 mac-address=00: 40: 96: 22: 90: C8 ar p=enabl ed
frequency=2412 bitrate=2000 tna-nmode=no card-nane="test"
si d=0x13816788

[adm n@M kroTi k] interface arl an>

You can monitor the status of the wireless interface:

[adm n@M kroTi k] interface arlan> nonitor 0
regi stered: no
access-poi nt: 00: 00: 00: 00: 00: 00
backbone: 00: 00: 00: 00: 00: 00

[adm n@M kroTi k] interface arl an>

Suppose we want to configure the wireless interface to accomplish registration on the AP with a sid
0x03816788. To do this, it is enough to change the argument value of sid to 0x03816788 and
tma-mode to yes:
[adm n@M kroTi k] interface arlan> set 0 si d=0x03816788 t nma- node=yes
[adm n@M kroTi k] interface arlan> nonitor 0
regi stered: yes

access-point: 00: 40: 88: 23: 91: F8
backbone: 00: 40: 88: 23: 91: F9

[adm n@M kroTi k] interface arl an>

Troubleshooting

Description

Keep in mind, that not all combinations of I/O base addresses and IRQs may work on particular
motherboard. It is recommended that you choose an IRQ not used in your system, and then try to find an
acceptable I/O base address setting. As it has been observed, the IRQ 5 and I/O 0x300 or 0x180 will work in
most cases.

° The driver cannot be loaded because other device uses the requested IRQ.
Try to set different IRQ using the DIP switches.

° The requested I/0 base address cannot be used on your motherboard.
Try to change the I/O base address using the DIP switches.

* The pc interface does not show up under the interfaces list
Obtain the required license for 2.4/5GHz Wireless Client feature.

* The wireless card does not register to the Access Point
Check the cabling and antenna alignment.
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Interface Bonding

Document revision 1.2 (Segptember 10, 2007, 14:35 GMT)
This document applies to MikroTik RouterOS V3.0
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Bonding two Eoip tunnels

General Information

Summary

Bonding is a technology that allows to aggregate multiple ethernet-like interfaces into a single virtual link,
thus getting higher data rates and providing failover.

Quick Setup Guide

Let us assume that we have 2 NICs in each router (Routerl and Router2) and want to get maximum data
rate between 2 routers. To make this possible, follow these steps:

1. Make sure that you do not have IP addresses on interfaces which will be enslaved for bonding
interface!

2. Add bonding interface on Router1:

[adm n@outerl] interface bondi ng> add sl aves=et her1, et her2

And on Router2;:
[adm n@Rout er2] interface bondi ng> add sl aves=et her1, et her 2

3. Add addresses to bonding interfaces:
[adm n@outerl] ip address> add address=172. 16.0. 1/ 24 interface=bondi ngl

[adm n@outer2] ip address> add address=172. 16. 0. 2/ 24 i nt erface=bondi ngl

4.  Test the link from Routerl:

[adm n@outerl] interface bonding> /pi 172.16.0.2
172.16.0.2 ping timeout
172.16.0.2 ping timeout
172.16.0.2 ping timeout
172.16.0.2 64 byte ping:
172.16.0.2 64 byte ping:

ttl =64 tine=2 ns
ttl =64 tine=2 ns
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Note that bonding interface needs a couple of seconds to get connectivity with its peer.

Specifications

Packages required: system

License required: level1

Home menu level: /interface bonding
Standards and Technologies. None
Hardware usage: Not significant

Related Documents

o Linux Ethernet Bonding Driver mini-howto

Description

To provide a proper failover, you should specify link-monitoring parameter. It can be:

° MII (Media Independent Interface) typel or type2 - Media Independent Interface is an abstract layer
between the operating system and the NIC which detects whether the link is running (it performs also
other functions, but in our case this is the most important).

° ARP - Address Resolution Protocol periodically (for arp-interval time) checks the link status.

link-monitoring is used to check whether the link is up or not.

Property Description

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol for
the interface
* disabled - the interface will not use ARP

* enabled - the interface will use ARP
* proxy-arp - the interface will use the ARP proxy feature
* reply-only - the interface will only reply to the requests originated to its own IP addresses.
Neighbour MAC addresses will be resolved using /ip arp statically set table only
arp-interval (time; default: 00:00:00.100) - time in milliseconds which defines how often to
monitor ARP requests

arp-ip-targets (IP address, default: "") - IP target address which will be monitored if
link-monitoring is set to arp. Y ou can specify multiple IP addresses, separated by comma
down-delay (time; default: 00:00:00) - if a link failure has been detected, bonding interface is
disabled for down-delay time. Vaue should be a multiple of mii-interval
lacp-rate (1sec | 30secs; default: 30secs) - Link Aggregation Control Protocol rate specifies how
often to exchange with LACPDUSs between bonding peer. Used to determine whether link is up or
other changes have occured in the network. LACP tries to adapt to these changes providing failover.
link-monitoring (arp | mii-typel | mii-type2 | none; default: none) - method to use for monitoring
thelink (whether it is up or down)

e arp - uses Address Resolution Protocol to determine whether the remote interface is reachable
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* mii-typel - uses Media Independent Interface typel to determine link status. Link status
determenation relies on the device driver. If bonding shows that the link status is up, when it
should not be, then it means that this card don't support this possibility.

* mii-type2 - uses MII type2 to determine link status (used if mii-typel is not supported by the
NIC)

* none - no method for link monitoring isused. If alink fails, it isnot considered as down (but no
traffic passes through it, thus).

mac-addr ess (read-only: MAC address) - MAC address of the bonding interface

mii-interval (time; default: 00:00:00.100) - how often to monitor the link for failures (parameter
used only if link-monitoring is mii-typel or mii-type2)

mode (802.3ad | active-backup | balance-alb | balance-rr | balance-tlb | balance-xor | broadcast;
default: balance-rr) - interface bonding mode. Can be one of:

» 802.3ad - IEEE 802.3ad dynamic link aggregation. In this mode, the interfaces are aggregated
in a group where each slave shares the same speed. If you use a switch between 2 bonding
routers, be sure that this switch supports |IEEE 802.3ad standard. Provides fault tolerance and
load balancing.

* active-backup - provides link backup. Only one slave can be active at a time. Another slave
becomes active only, if first onefails.

* balance-alb - adaptive load balancing. It includes balance-tlb and received traffic is also
balanced. Device driver should support for setting the mac address, then it is active. Otherwise
balance-alb doesn't work. No special switch isrequired.

* balance-rr - round-robin load balancing. Slaves in bonding interface will transmit and receive
datain sequential order. Provides load balancing and fault tolerance.

 balance-tlb - Outgoing traffic is distributed according to the current load on each Save.
Incoming traffic is received by the current slave. If receiving slave fails, then another slave
takes the MAC address of the failed slave. Doesn't require any special switch support.

* balance-xor - Use XOR policy for transmit. Provides only failover (in very good quality), but
not load balancing, yet.

* broadcast - Broadcasts the same data on all interfaces at once. This provides fault tolerance but
slows down traffic throughput on some slow machines.
mtu (integer: 68..1500; default: 1500) - Maximum Transmit Unit in bytes
name (name) - descriptive name of bonding interface

primary (name; default: none) - Interface is used as primary output media. If primary interface
fails, only then others slaves will be used. This value works only with mode=active-backup

slaves (name) - at least two ethernet-like interfaces separated by a comma, which will be used for
bonding

up-delay (time; default: 00:00:00) - if alink has been brought up, bonding interface is disabled for
up-delay time and after thistimeit is enabled. Value should be a multiple of mii-interval

Notes

Link failure detection and failover is working significantly better with expensive network cards, for example,
made by Intel, then with more cheap ones. For example, on Intel cards failover is taking place in less than a
second after link loss, while on some other cards, it may require up to 20 seconds. Also, the Active load
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balancing (mode=balance-alb) does not work on some cheap cards.

Application Examples

Bonding two Eoip tunnels

Assume you need to configure the MikroTik router for the following network setup, where you have two
offices with 2 ISP for each. You want combine links for getting double speed and provide failover:
—

___f Inmternet
'

We are assuming that connections to Internet through two ISP are configured for both routers.

° (onfiguration on routers
° on Officel

[admi n@fficel]l] > /interface print
Flags: X - disabled, D - dynam c, R - running

# NAMVE TYPE Mru
0 Rispl et her 1500
1 R isp2 et her 1500
[admi n@fficel]l] > /ip address print
Fl ags: X - disabled, | - invalid, D- dynanic

# ADDRESS NETWORK BROADCAST | NTERFACE

0 1.1.1.1/24 1.1.1.0 1.1.1.255 i sp2

1 10. 1. 0. 111/ 24 10.1.0.0 10. 1. 0. 255 i spl

* on Office2

[adm n@ffice2] interface> print
Fl ags: X - disabled, D - dynamic, R - running

# NANME TYPE Mru
0 Risp2 et her 1500
1 Rispl et her 1500
[admi n@ffice2] interface> /ip add print

Flags: X - disabled, | - invalid, D - dynamc

# ADDRESS NETWORK BROADCAST | NTERFACE

0 2.2.2.1/24 2.2.2.0 2.2.2.255 i sp2

1 10.1.0.112/24 10.1.0.0 10. 1. 0. 255 i spl

° Eoip tunnel confguration
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° for Officel through ISP1

[adm n@fficel] > interface eoip add renote-address=10.1.0.112 tunnel -i d=2
. mac- addr ess=FE: FD: 00: 00: 00: 04
[adm n@fficel] > interface eoip print
Flags: X - disabled, R - running
0 R name="eoi p-tunnel 2" nt u=1500 nac- addr ess==FE: FD: 00: 00: 00: 04 ar p=enabl ed
\... renote-address=10.1.0.112 tunnel -id=2

* for Office2 through ISP1

[adm n@ffice2] > interface eoip add renpte-address=10.1.0.111 tunnel -i d=2
\'... mac-address=FE: FD: 00: 00: 00: 02

[admi n@ffice2] > interface eoip print

Fl ags: X - disabled, R - running

0 R name="eoi p-tunnel 2" nm u=1500 nac- addr ess=FE: FD: 00: 00: 00: 02 ar p=enabl ed
\... renote-address=10.1.0.111 tunnel -id=2

° for Officelthrough ISP2

[adm n@fficel]l] > interface eoi p add renote-address=2.2.2.1 tunnel-id=1
... mac-addr ess=FE: FD: 00: 00: 00: 03
[adm n@fficel] interface eoip> print
Flags: X - disabled, R - running
0 R nane="eoi p-tunnel 1" ntu=1500 nac-addr ess=FE: FD: 00: 00: 00: 03 ar p=enabl ed
renot e- address=2.2.2. 1 tunnel -id=1

1 R name="eoi p-tunnel 2" ntu=1500 nmac- addr ess=FE: FD: 00: 00: 00: 04 ar p=enabl ed
renot e- addr ess=10. 1. 0. 112 tunnel -i d=2

° for Office2through ISP2

[adm n@ffice2] > interface eoip add renote-address=1.1.1.1 tunnel -id=1
. mac- addr ess=FE: FD: 00: 00: 00: 01
[adm n@ffice2] interface eoip> print
Flags: X - disabled, R - running
0 R nanme="eoi p-tunnel 1" nt u=1500 nac- addr ess=FE: FD: 00: 00: 00: 01 ar p=enabl ed
renot e-address=1.1.1.1 tunnel -id=1

1 R name="eoi p-tunnel 2" ntu=1500 mac- addr ess=FE: FD: 00: 00: 00: 02 ar p=enabl ed
renot e- addr ess=10. 1. 0. 111 tunnel -i d=2

* Bonding confguration
* for Officel

[adm n@fficel] interface bondi ng> add sl aves=eoi p-tunnel 1, eoi p-tunnel 2
[adm n@fficel] interface bondi ng> print
Flags: X - disabled, R - running
0 R nane="bondi ngl" ntu=1500 nac- addr ess=00: 0C: 42: 03: 20: E7 ar p=enabl ed
sl aves=eoi p-tunnel 1, eoi p-tunnel 2 node=bal ance-rr pri mary=none
| i nk- moni t ori ng=none ar p-i nterval =00: 00: 00. 100 arp-i p-targets=""
mi-interval =00: 00: 00. 100 down- del ay=00: 00: 00 up- del ay=00: 00: 00
| acp-rat e=30secs
[adm n@fficel] ip address> add address=3. 3. 3. 1/ 24 interface=bondi ngl
[adm n@fficel] ip address> print

Fl ags: X - disabled, | - invalid, D - dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 1.1.1.1/24 1.1.1.0 1.1.1.255 i sp2
1 10. 1. 0. 111/ 24 10.1.0.0 10. 1. 0. 255 i spl
2 3.3.3.1/ 24 3.3.3.0 3.3.3.255 bondi ngl
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° for Office2

[adm n@ffice2] interface bondi ng> add sl aves=eoi p-tunnel 1, eoi p-tunnel 2
[adm n@ffice2] interface bondi ng> print
Flags: X - disabled, R - running
0 R nane="bondi ngl" ntu=1500 nac- addr ess=00: 0C: 42: 03: 20: E7 ar p=enabl ed
sl aves=eoi p-t unnel 1, eoi p-tunnel 2 node=bal ance-rr pri mary=none
| i nk- moni t ori ng=none ar p-i nterval =00: 00: 00. 100 arp-i p-targets=""
mi-interval =00: 00: 00. 100 down- del ay=00: 00: 00 up- del ay=00: 00: 00
| acp-rat e=30secs
[adm n@ffice2] ip address> add address=3. 3. 3.2/ 24 interface=bondi ngl
[adm n@ffice2] ip address> print

Flags: X - disabled, | - invalid, D - dynamc

#  ADDRESS NETWORK BROADCAST | NTERFACE
0 2.2.2.1/ 24 2.2.2.0 2.2.2.255 i sp2

1 10.1.0. 112/ 24 10.1.0.0 10. 1. 0. 255 i spl

2 3.3.3.2/24 3.3.3.0 3.3.3.255 bondi ngl
[admi n@ffice2] ip address> /ping 3.3.3.1

3.3.3.1 64 byte ping: ttl=64 tinme=2 nms

3.3.3.1 64 byte ping: ttl=64 tinme=2 s

2 packets transmtted, 2 packets received, 0% packet |oss
mudtnpmmawhm<:ﬂ2m2
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CISCO/Aironet 2.4GHz 11Mbps Wireless Interface

Document revision 1.3 (February 6, 2008, 2:56 GMT)
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General Information

Summary

The MikroTik RouterOS supports the following CISCO/Aironet 2.4GHz Wireless ISA/PCI/PC Adapter
hardware:

* Aironet ISA/PCI/PC4800 2.4GHz DS 11Mbps Wireless LAN Adapters (100mWwW)

° Aironet ISA/PCI/PC4500 2.4GHz DS 2Mbps Wireless LAN Adapters (100mW)

* CISCO AIR-PCI340 2.4GHz DS 11Mbps Wireless LAN Adapters (30mW)

*  CISCO AIR-PCI/PC350/352 2.4GHz DS 11Mbps Wireless LAN Adapters (100mW)

Specifications

Packages required: wireless

License required: level4

Home menu level: /interface pc

Standards and Technologies. | EEE802.11b
Hardware usage: Not significant

Additional Documents

. CISCO Aironet 350 Series

For more information about the CISCO/Aironet PCI/ISA adapter hardware please see the relevant User's
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Guides and Technical Reference Manuals in PDF format:

° 710-003638a0.pdffor PCI/ISA 4800 and 4500 series adapters
° 710-004239B0.pdffor PC 4800 and 4500 series adapters

Documentation about CISCO/Aironet Wireless Bridges and Access Points can be found in archives:

* AP48MAN.exe for AP4800 Wireless Access Point
° BR50MAN.exe for BR500 Wireless Bridge

Wireless Interface Configuration
Home menu level: /interface pc

Description

CISCO/Aironet 2.4GHz card is an interface for wireless networks operating in IEEE 802.11b standard. If the
wireless interface card is not registered to an AP, the green status led is blinking fast. If the wireless
interface card is registered to an AP, the green status led is blinking slow. To set the wireless interface for
working with an access point (register to the AP), typically you should set the following parameters:

° The service set identifier. It should match the ssid of the AP. Can be blank, if you want the wireless
interface card to register to an AP with any ssid. The ssid will be received from the AP, if the AP is
broadcasting its ssid.

° The data-rate of the card should match one of the supported data rates of the AP. Data rate 'auto'
should work in most cases.

Loading the Driver for the Wireless Adapter

PCI and PC (PCMCIA) cards do not require a 'manual’ driver loading, since they are recognized automatically
by the system and the driver is loaded at the system startup.

The ISA card requires the driver to be loaded by issuing the following command:

[ adm n@M kroTi k] > dri ver add name=pc-isa i 0=0x180
[adm n@M kroTi k] > driver print

Flags: | - invalid, D - dynanic
# DRI VER IRQ 10O MEMORY | SDN- PROTOCCOL
0 D PCl NE2000
1 Ai ronet | SAxx00 0x180

[adm n@M kroTi k] driver>
There can be several reasons for a failure to load the driver:

* The driver cannot be loaded because other device uses the requested IRQ.
Try to set different IRQ using the DIP switches.

° The requested I/0 base address cannot be used on your motherboard
Try to change the I/O base address using the DIP switches

Property Description
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apl (MAC address) - forces association to the specified access point
ap2 (MAC address) - forces association to the specified access point
ap3 (MAC address) - forces association to the specified access point
ap4 (MAC address) - forces association to the specified access point
arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol

beacon-period (integer: 20..976; default: 100) - Specifies beaconing period (applicable to ad-hoc
mode only)

card-type (read-only: text) - your CISCO/Aironet adapter model and type
client-name (text; default: ") - client name
data-rate (1Mbit/s | 2Mbit/s | 5.5Mbit/s | 11Mbit/s | auto; default: 1M bit/s) - datarate in Mbit/s

fragmentation-threshold (integer: 256..2312; default: 2312) - this threshold controls the packet
size at which outgoing packets will be split into multiple fragments. If a single fragment transmit
error occurs, only that fragment will have to be retransmitted instead of the whole packet. Use alow
Setting in areas with poor communication or with agreat deal of radio interference

frequency - Channel Frequency in MHz (applicable to ad-hoc mode only)

join-net (time; default: 10) - an amount of time,during which the interface operating in ad-hoc
mode will try to connect to an existing network rather than create a new one
* 0 - do not create own network

long-retry-limit (integer: 0..128; default: 16) - specifies the number of times an unfragmented
packet isretried beforeit is dropped

mode (infrastructure | ad-hoc; default: infrastructure) - operation mode of the card
modulation (cck | default | mbok; default: cck) - modulation mode
* cck - Complementary Code Keying
» mbok - M-ary Bi-Orthogonal Keying
mtu (integer: 256..2048; default: 1500) - Maximum Transmission Unit
name (name) - descriptive interface name

rts-threshold (integer: 0..2312; default: 2312) - determines the packet size at which the interface
issues a request to send (RTS) before sending the packet. A low value can be useful in areas where
many clients are associating with the access point or bridge, or in areas where the clients are far
apart and can detect only the access point or bridge and not each other

rx-antenna (both | default | left | right; default: both) - receive antennas

short-retry-limit (integer: 0..128; default: 16) - specifies the number of times a fragmented packet
isretried beforeit is dropped

ssid1 (text; default: tsunami) - establishes the adapter's service set identifier This value must match
the SSID of the system in order to operate in infrastructure mode

ssid2 (text; default: " ") - service set identifier 2

ssid3 (text; default: " ") - service set identifier 3

tx-antenna (both | default | left | right; default: both) - transmit antennas
tx-power (1]5]20 |50 |100; default: 100) - transmit power in mwW

world-mode (yes | no; default: no) - if set, client adapter automatically inherit channel
configuration properties directly from the access point to which they associate. This feature enables
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auser to use a client adapter around the world while still maintaining regulatory compliance

Example

Interface informational printouts

[adm n@M kroTi k] > interface print
Flags: X - disabled, D - dynamc, R - running

# NAME TYPE MruU
0 Retherl et her 1500
1 X ether2 et her 1500
2 X pcl pc 1500
[adm n@M kroTi k] interface> set 2 name aironet
[adm n@M kroTi k] interface> enabl e aironet
[adm n@M kroTi k] > interface print
Fl ags: X - disabled, D - dynamic, R - running
# NAVE TYPE Mru
0 Retherl et her 1500
1 X ether2 et her 1500
2 R aironet pc 1500
[adm n@M kroTi k] > interface pc
[adm n@M kroTi k] interface pc> print
Fl ags: X - disabled, R - running
0 R nanme="aironet" ntu=1500 nac- addr ess=00: 40: 96: 29: 2F: 80 ar p=enabl ed

client-name="" ssidl="tsunam " ssid2="" ssid3="" node=infrastructure

dat a-rate=1Moit/s frequency=2437MHz nodul ati on=cck t x- power =100

ap1=00: 00: 00: 00: 00: 00 ap2=00: 00: 00: 00: 00: 00 ap3=00: 00: 00: 00: 00: 00

ap4=00: 00: 00: 00: 00: 00 rx-ant enna=ri ght tx-antenna=ri ght beacon-peri od=100
long-retry-limt=16 short-retry-limt=16 rts-threshol d=2312

fragnment ati on-t hreshol d=2312 j oi n-net =10s car d-t ype=PC4800A 3. 65

[adm n@M kroTi k] interface pc>

Interface status monitoring

[adm n@M kroTi k] interface pc> nonitor O
synchroni zed: no
associ ated: no
error-nunber: 0

[adm n@M kroTi k] interface pc>
Example

Suppose we want to configure the wireless interface to accomplish registration on the AP with a ssid 'mt'.
We need to change the value of ssid property to the corresponding value.

To view the results, we can use monitor feature.

[adm n@M kroTi k] interface pc> set 0 ssidl nt
[adm n@M kroTi k] interface pc> nonitor O
synchroni zed: yes
associ ated: yes
frequency: 2412MHz
data-rate: 11Moit/s
ssid: "nmt"
access-point: 00:02: 6F: 01: 5D: FE
access- poi nt - name: ""
signal -quality: 132
si gnal -strength: -82
error-nunber: 0
[adm n@M kroTi k] interface pc>

Troubleshooting
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Description

Keep in mind, that not all combinations of I/O base addresses and IRQs may work on particular
motherboard. It is recommended that you choose an IRQ not used in your system, and then try to find an
acceptable I/O base address setting. As it has been observed, the IRQ 5 and I/O 0x300 or 0x180 will work in
most cases.

* The driver cannot be loaded because other device uses the requested IRQ.
Try to set different IRQ using the DIP switches.

* The requested I/0 base address cannot be used on your motherboard.
Try to change the I/O base address using the DIP switches.

° The pc interface does not show up under the interfaces list
Obtain the required license for 2.4/5GHz Wireless Client feature.

° The wireless card does not register to the Access Point
Check the cabling and antenna alignment.

Application Examples

Point-to-Multipoint Wireless LAN

Let us consider the following network setup with CISCO/Aironet Wireless Access Point as a base station and
MikroTik Wireless Router as a dlient:
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R

Viireless
Accesspoint =< Internst
ssid: mt
frequency; 24472 Internet
address 10.1.1.250/24 'y Gateway
'y
2.4GHz \ 10.1.1.254
Wyireless Metwork 11Mbps
10.1.1.0/24 ! | |
Y interface aironet
| ssid1: mt
YWireless Router i mode: infrastruchure
[mikrotilk] address 10.1.1.12/24

interface Local
address 192 168 0 254724

Local Mebwork
192 168.0.0/24

YWyorkstation Laptop
192.168.0.1 192 168.0.2

The access point is connected to the wired network's HUB and has IP address from the network 10.1.1.0/24.
The minimum configuration required for the AP is:

1. Setting the Service Set Identifier (up to 32 alphanumeric characters). In our case we use ssid "mt".
2. Setting the allowed data rates at 1-11Mbps, and the basic rate at 1Mbps.

3. Choosing the frequency, in our case we use 2442MHz.
4

(For CISCO/Aironet Bridges only) Set Configuration/Radio/Extended/Bridge/mode=access_point. If you
leave it to 'bridge_only', it wont register clients.

S.  Setting the identity parameters Configuration/Ident: Inaddr, Inmask, and Gateway. These are required
if you want to access the AP remotely using telnet or http.

The IP addresses assigned to the wireless interface should be from the network 10.1.1.0/24:

[adm n@M kroTi k] ip address> add address 10.1.1.12/24 interface aironet
[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynamc
#  ADDRESS NETWORK BROADCAST | NTERFACE
0 10.1.1.12/24 10.1.1.0 10.1. 1. 255 ai ronet
1 192. 168. 0. 254/ 24  192.168.0.0 192. 168. 0. 255 Local

[adm n@M kroTi k] ip address>

The default route should be set to the gateway router 10.1.1.254 (! not the AP 10.1.1.250 !):
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[adm n@M kroTi k] ip route> add gateway=10.1. 1. 254

[adm n@M kroTi k] ip route> print

Flags: X - disabled, A - active, D - dynam c,

C - connect, S - static, r - rip, b - bgp, o - ospf, m- me,

B bl ackhol e, U - unreachable, P - prohibit
# DST- ADDRESS PREF- SRC G GATEVAY DI STANCE | NTER. . .
0 ASO0.0.0.0/0 r 10.1.1.254 1 ai r onet
1 ADC 192.168. 0.0/ 24 192. 168. 0. 254 r 0.0.0.0 0 Local
2 ADC 10.1.1.0/24 10.1.1.12 r 0.0.0.0 0 ai r onet

[adm n@M kroTi k] ip route>
Point-to-Point Wireless LAN

Point-to-Point links provide a convenient way to connect a pair of clients on a short distance.

Let us consider the following point-to-point wireless network setup with two MikroTik wireless routers:

T

|Nternet

. Internet
interface Public I\ Wirslers Router Gateway

address'l[].'].'l.’lif?élmj [wnet_gw] =" 52,
_______ PR .

interface pc1

Y
ssid1: b_link , 2.4GHz
mode: ad-hoc \K']']MbDS
address 192 16811 .2/30 \\ intertacs. aironet

Wireless Metwork  Wireless Router
192 16811 .0/30 [mikrotik]

mode: ad-hoc
address 192 162.11.1/30

interface Local
address 192 163.0.254/24

i ssid1: b_link

Local Metworlk
192 168.0.0/24

Wyorkstation Laptop
19216801 19216802

To establish a point-to-point link, the configuration of the wireless interface should be as follows:

* A unique Service Set Identifier should be chosen for both ends, say "mt"
° A channel frequency should be selected for the link, say 2412MHz
* The operation mode should be set to ad-hoc

° One of the units (slave) should have wireless interface property join-net set to Os (never create a
network), the other unit (master) should be set to 1s or whatever, say 10s. This will enable the master
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unit to create a network and register the slave unit to it.

The following command should be issued to change the settings for the pc interface of the master unit:

n@ kroTi K]
... bitrate=auto
[ adm n@M kr oTi k]

[ adm interface pc> set 0 npde=ad- hoc ssidl=nt frequency=2442MHz \
\

i nterface pc>

For 10 seconds (this is set by the property join-net) the wireless card will look for a network to join. The
status of the card is not synchronized, and the green status light is blinking fast. If the card cannot find a
network, it creates its own network. The status of the card becomes synchronized, and the green status led
becomes solid.

The monitor command shows the new status and the MAC address generated:

[adm n@M kroTi k] interface pc> nonitor O

synchroni zed: yes
associ ated: yes
frequency: 2442MHz
data-rate: 11Moit/s
ssid: "nmt"
access-poi nt: 2E: 00: B8: 01: 98: 01
access- poi nt - nane: ""
signal -quality: 35
si gnal -strength: -62
error-nunmber: 0

[adm n@M kroTi k] interface pc>

The other router of the point-to-point link requires the operation mode set to ad-hoc, the System Service
Identifier set to 'mt, and the channel frequency set to 2412MHz. If the cards are able to establish RF
connection, the status of the card should become synchronized, and the green status led should become
solid immediately after entering the command:

[adm n@wmnet _gw] interface pc> set 0 npbde=ad-hoc ssidl=b_|ink frequency=2412M+#z \

\... bitrate=auto
[adm n@wmet _gw] interface pc> nonitor O

synchroni zed: yes
associ ated: no
frequency: 2442Mz
data-rate: 11Moit/s
ssid: "b_link"

access- poi nt:
access- poi nt - nane:

2E: 00: B8: 01: 98: 01

signal -quality: 131
signal -strength: -83
error-nunber: 0

[ adm n@wmet _gwi

i nterface pc>

As we see, the MAC address under the access-point property is the same as on the first router.

If desired, IP addresses can be assigned to the wireless interfaces of the pint-to-point linked routers using a
smaller subnet, say 30-bit one:

[adm n@M kr oTi k]
[ adm n@M kr oTi k]

i p address> add address 192.168. 11. 1/ 30 interface aironet
i p address> print

Flags: X - disabled, |I - invalid, D - dynamc
# ADDRESS NETWORK BROADCAST | NTERFACE
0 192.168.11. 1/ 30 192.168.11.0 192.168.11.3 ai ronet
1 192. 168. 0. 254/ 24 192.168.0.0 192. 168. 0. 255 Local

[adm n@M kroTi k] ip address>

The second router will have address 192.168.11.2. The network connectivity can be tested by using ping or
bandwidth test:
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[adm n@wmnet _gw] ip address> add address 192.168.11.2/30 interface aironet
[adm n@wmet _gw] ip address> print

Fl ags: X - disabled, I - invalid, D - dynanic
#  ADDRESS NETVORK BROADCAST | NTERFACE
0 192.168.11.2/30 192.168. 11. 0 192.168. 11. 3 ai r onet
1 10.1.1.12/ 24 10.1.1.0 10.1.1. 255 Publ i c

[adm n@wmnet _gw] ip address> /ping 192.168.11.1

192.168.11.1 64 byte ping: ttl=255 time=3 ns

192.168.11.1 64 byte ping: ttl=255 time=1 ns

192.168.11.1 64 byte ping: ttl=255 tine=1 ns

4 packets transmtted, 3 packets received, 25% packet | oss

round-trip mn/avg/mex = 1/1.5/3 s

[adm n@wmet _gw] interface pc> /tool bandw dth-test 192.168.11.1 protocol tcp

status: running
rx-current: 4.61Mops

r x- 10- second- aver age: 4. 25Mps
rx-total -average: 4.27Mps

[adm n@wmet _gw] interface pc> /tool bandw dth-test 192.168.11.1 protocol udp size 1500

status: running
rx-current: 5.64Mps

rx- 10- second- aver age: 5. 32Mops
rx-total -average: 4.87Mps

[adm n@wmet _gw] interface pc>
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Cyclades PC300 PCI Adapters

Document revision 1.3 (February 6, 2008, 2:58 GMT)
This document applies to MikroTik RouterOS V3.0
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General Information

Summary

The MikroTik RouterOS supports the following Cydades PC300 Adapter hardware:

* RSV/V.35 (RSV models) with 1 or 2 RS-232/V.35 interfaces on standard DB25/M.34 connector, 5Mbps,
internal or external clock

° T1/E1 (TE models) with 1 or 2 T1/E1/G.703 interfaces on standard RJ48C connector, Full/Fractional,
internal or external dock

° X.21 (X21 models) with 1 or 2 X.21 on standard DB-15 connector, 8Mbps, internal or external clock

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface cyclades

Standards and Technologies: X.21, X.35, TI/E1/G.703, Frame Relay, PPP, Cisco-HDLC
Hardware usage: Not significant

Synchronous Interface Configuration
Home menu level: /interface cyclades

Description

You can install up to four Cycdades PC300 PCI Adapters in one PC box, if you have so many adapter slots
and IRQs available.
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The Cydades PC300/RSV Synchronous PCI Adapter comes with a V.35 cable. This cable should work for all
standard modems, which have V.35 connections. For synchronous modems, which have a DB-25 connection,
you should use a standard DB-25 cable.

(onnect a communication device, e.g., a baseband modem, to the V.35 port and turn it on. The MikroTik
driver for the Cydades Synchronous PCI Adapter allows you to unplug the V.35 cable from one modem and
plug it into another modem with a different dock speed, and you do not need to restart the interface or
router.

Property Description

chdlc-keepalive (time; default: 10s) - Cisco-HDL C keepalive interval in seconds
clock-rate (integer; default: 64000) - internal clock rate in bps
clock-sour ce (internal | external | tx-internal; default: external) - source clock

frame-relay-dce (yes | no; default: no) - specifies whether the device operates in Data
Communication Equipment mode. The value yesis suitable only for T1 models

frame-relay-Imi-type (ans | ccitt; default: ansi) - Frame Relay Line Management Interface
Protocol type

framing mode (CRC4 | D4 | ESF | Non-CRC4 | Unframed; default: ESF) - for TI/E1 channels only.
The frame mode:

* CRC4 - Cyclic Redundancy Check 4-bit (E1 Signaling, Europe)

* D4 - Fourth Generation Channel Bank (48 Voice Channelson 2 T-1sor 1 T-1c)
» ESF - Extended Superframe Format

* Non-CRC4 - plain Cyclic Redundancy Check

» Unframed - do not check frame integrity

line-build-out (0dB | 7.5dB | 15dB | 22.5dB; default: 0) - for T1 channels only. Line Build Out
Signal Level.

line-code (AMI | B8ZS | HDB3 | NRZ; default: B8ZS) - for TL/EL channels only. Line modulation
method:

* AMI - Alternate Mark Inversion

* B8ZS - Binary 8-Zero Substitution

* HDB3 - High Density Bipolar 3 Code (ITU-T)

* NRZ - Non-Return-To-Zero
line-protocol (cisco-hdlc | frame-relay | sync-ppp; default: sync-ppp) - line protocol
media-type (E1| T1| V24 | V35 | X21; default: V35) - the hardware media used for thisinterface
mtu (integer; default: 1500) - Maximum Transmission Unit for the interface
name (name; default: cycladesN) - descriptive interface name

rx-sensitivity (long-haul | short-haul; default: short-haul) - for TI/E1 channels only. Numbers of
active channels (up to 32 for E1 and up to 24 for T1)

Troubleshooting
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Description

* The cyclades interface does not show up under the interfaces list
Obtain the required license for synchronous feature

° The synchronous link does not work
Check the V.35 cabling and the line between the modems. Read the modem manual

RSV/V.35 Synchronous Link Applications

Example

Let us consider the following network setup with MikroTik Router connected to a leased line with baseband
modems and a CISCO router at the other end:

@
interface Ethernetd

= address 10.1.1.12/24

Interface Sernald
address 1.1.1.2/32

Baseband Modern CISC0 V.3

aEsd m ii_lii'-'/

interface cyclades“l [MIkI’DTII{] Baseband Modem
address 1.1.1.1/32

interface ether?
address 10.0.0.254/24

av

10.0.0 0524

interface ether?
address 192 168.0.25424

LAMN
192.168.0 024

The driver for the Cydades PC300/RSV Synchronous PCI Adapter should load automatically. The interface
should be enabled according to the instructions given above. The IP addresses assigned to the cydades
interface should be as follows:

[adm n@M kroTi k] ip address> add address=1.1.1.1/32 interface=cycl adesl
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[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynamc
#  ADDRESS NETWORK BROADCAST | NTERFACE
0 10. 0. 0. 219/ 24 10.0.0.0 10. 0. 0. 255 et herl
1 1.1.1.1/32 1.1.1.1 1.1.1.1 cycl ades1
2 192. 168. 0. 254/ 24  192.168.0.0 192.168.0.255 ether2
[adm n@M kroTi k] ip address> /ping 1.1.1.2
1.1.1.2 64 byte ping: ttl=255 tine=12 ns
1.1.1.2 64 byte ping: ttl=255 tine=8 ns
1.1.1.2 64 byte ping: ttl=255 tine=7 s
3 packets transmtted, 3 packets received, 0% packet |oss
round-trip mn/avg/ max = 7/9.0/12 ns
[adm n@M kroTi k] ip address> /tool flood-ping 1.1.1.2 size=1500 count =50
sent: 50
recei ved: 50
mn-rtt: 1
avg-rtt: 1
max-rtt: 9

[adm n@M kroTi k] ip address>

Note that for the point-to-point link the network mask is set to 32 bits, the argument network is set to the
IP address of the other end, and the broadcast address is set to 255.255.255.255. The default route should
be set to gateway router 1.1.1.2:

[adm n@M kroTi k] ip route> add gateway=1.1.1.2 interface=cycl adesl

[adm n@M kroTi k] ip route> print
Flags: X - disabled, A - active, D - dynamc

C - connect, S - static, r - rip, b - bgp, o - ospf, m- mme,

B - bl ackhole, U - unreachable, P - prohibit

# DST- ADDRESS PREF- SRC G GATEVAY DI STANCE | NTER. . .
0OAS 0.0.0.0/0 r 1.1.1.2 1 cycl ades1
1 ADC 10.0.0.0/24 10. 0. 0. 219 r 0 etherl

2 ADC 192.168.0.0/24 192.168.0.254 r 0 et her 2

3 ADC 1.1.1.2/32 1.1.1.1 r 0 cycl ades1

[adm n@M kroTi k] ip route>

The configuration of the CISCO router at the other end (part of the configuration) is:

Cl SCO#show runni ng- confi g
Bui | di ng configuration..

Current configuration:

=
i nterface EthernetO

description connected to Ethernet LAN
i p address 10.1.1.12 255. 255. 255.0

|

interface Serial0
description connected to M kroTi k
ip address 1.1.1.2 255.255. 255. 252

serial restart-delay 1
I

ip cl assl ess
ip route 0.0.0.0 0.0.0.0 10.1.1.254
I

end
Cl SCO#
Send pi ng packets to the M kroTik router

CISCO#ping 1.1.1.1

Type escape sequence to abort.

Sendi ng 5, 100-byte ICWP Echos to 1.1.1.1, tineout is 2 seconds:
I

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/ 32/ 40 ns
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Driver Management
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This document applies to MikroTik RouterOS V3.0

Table of Contents

Table of Contents

Summary
Loading Device Drivers

Description
Property Description
Notes
Example

Removing Device Drivers
Description

Notes on PCMCIA Adapters
Description
Notes

Troubleshooting

Description
General Information

Summary

Device drivers represent the software interface part of installed network devices. Some drivers are included
in the system software package and some in additional feature packages.

For complete list of supported devices and respective device driver nhames please consult the 'Related

Documents' section.

The device drivers for PCI, miniPCI, PC (PCMCIA) and CardBus cards are loaded automatically. Other
network interface cards (most ISA and PCI ISDN cards) require the device drivers to be loaded manually

using the /driver add command.

Users cannot add their own device drivers, only drivers included in the Mikrotik RouterOS software packages
can be used. If you need a support for a device, which hasn't a driver yet, you are welcome to suggest it at

suggestion page on our web site.
Home menu level: /driver

Standards and Technologies. PCI, | SA, PCMCI A, miniPCI, CardBus

Hardware usage: Not significant
Loading Device Drivers
Home menu level: /driver

Description
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In order to use network interface card which has a driver that is not loaded automatically, exempli gratia
NE2000 compatible ISA card, you need to add driver manually. This is accomplished by issuing add
command under the driver submenu level.

To see system resources occupied by the installed devices, use the [system resource io print and

/system resource irq print commands.

Property Description

io (integer) - input-output port base address

irq (integer) - interrupt request number

isdn-protocol (euro | german; default: euro) - line protocol setting for ISDN cards

memory (integer; default: 0) - shared memory base address
name (name) - driver name

Notes
Not all combinatios of irq and io base addresses might work on your particular system. It is recommended,
that you first find an acceptable irq setting and then try different i/o base addresses.

If you need to specify hexadecimal values instead of decimal for the argument values, put 0x before the
number.

To see the list of available drivers, issue the /driver add name ? command.
The resource list shows only those interfaces, which are enabled.

Typical io values for ISA cards are 0x280, 0x300 and 0x320
Example

To view the list of available drivers, do the following:

[admi n@M kroTi k] driver> add name ?
3c509 c¢101 |ance ne2k-isa pc-isa
[adm n@M kroTi k] driver> add nane

To see system resources occupied by the devices, use the /system resource io print and /system
resource irq print commands:

[adm n@M kroTi k] system resource> io print
RANGE OMNER

PORT-

0x20- 0x3F API C

0x40- OX5F timer

0x60- OX6F keyboard
0x80- Ox8F DVA

0xA0- 0xBF API C

0xC0- 0xDF DVA

0xF0- OxFF FPU

0x100- 0x13F [ prism_cs]
0x180- Ox1BF [ ori noco_cs]
0x1F0- Ox1F7 I DE 1
0x3D4- 0x3D5 [ cgal
0x3F6- 0x3F6 I DE 1
0x3F8- Ox3FF serial port
0xCF8- OxCFF [PCl conf1]
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0x1000- Ox10FF [ Nat i onal Sem conductor Corporation DP83815 (MacPhyter) Et...
0x1000- 0x10FF et herl

0x1400- Ox14FF [ Nat i onal Sem conductor Corporation DP83815 (MacPhyter) Et...
0x1400- Ox14FF et her 2

0x1800- 0x18FF PCl device 100b: 0511 (National Sem conductor Corporation)]
0x1C00- 0x1C3F PCl device 100b: 0510 (National Sem conductor Corporation)]
0x1C40- 0x1C7F PCl device 100b: 0510 (National Sem conductor Corporation)]
0x1C80- 0x1CBF PCl device 100b: 0515 (National Sem conductor Corporation)]
0x1CCO- 0x1CCF Nat i onal Seni conduct or Cor porati on SCx200 | DE]

0x4000- 0x40FF PCl CardBus #01]

0x4400- 0x44FF PCl Car dBus #01]

0x4800- 0x48FF PCl Car dBus #05]

0x4C00- 0x4CFF PCl Car dBus #05]

[adm n@M kroTi k] system resource> irq print
Fl ags: U - unused

[ RQ OANER
1 keyboard
2 AP| C
U3
4 serial port
U>5
U 6
U7
U8
9 et herl
10 ether2
11 [Texas Instruments PCl 1250 PC card Cardbus Controll er]
11 [Texas Instrunents PCl 1250 PC card Cardbus Controller (#2)]
11 [prisn2_cs]
11 [orinoco_cs]
12 [usb-ohci]
U 13

14 |1DE 1

[adm n@M kroTi k] system resource>

Suppose we need to load a driver for a NE2000 compatible ISA card. Assume we had considered the
information above and have checked avalable resources in our system. To add the driver, we must do the
following:

dmi n@M kroTi k] driver> add name=ne2k-i sa i 0=0x280
m n@ kroTi k] driver> print
s: | - invalid, D - dynanic
DRI VER IRQ 10O MEMORY | SDN- PROTOCCL
D Real Tek 8139
D Intel EtherExpressPro
D PClI NE2000
| SA NE2000 280
4 Moxa C101 Synchronous C8000
[adm n@M kroTi k] driver>

[a
[ ad
Fl a
#
0
1
2
3

Removing Device Drivers

Description
You can remove only statically loaded drivers, id est those which do not have the D flag before the driver
name. The device drivers can be removed only if the appropriate interface has been disabled.

To remove a device driver use the /driver remove command. Unloading a device driver is useful when you
swap or remove a network device - it saves system resources by avoiding to load drivers for removed
devices.

The device driver needs to be removed and loaded again, if some parameters (memory range, i/o base
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address) have been changed for the network interface card.

Notes on PCMCIA Adapters

Description

Currently only the following PCMCIA-ISA and PCMCIA-PCI adapters are tested to comply with MikroTik
RouterOS:

° RICOH PCMCIA-PCI Bridge with R5C475 II or RC476 II chip (one or two PCMCIA ports)
° CISCO/Aironet PCMCIA adapter (ISA and PCI versions) for CISCO/Aironet PCMCIA cards only

Other PCMCIA-ISA and PCMCIA-PCI adapters might not function properly.

Notes

The Ricoh adapter might not work properly with some older motherboards. When recognized properly by the
BIOS during the boot up of the router, it should be reported under the PCI device listing as "PCI/CardBus
bridge". Try using another motherboard, if the adapter or the PCMCIA card are not recognized properly.

The maximum number of PCMCIA ports for a single system is equal to 8. If you will try to install 9 or more
ports (no matter one-port or two-port adapters), no one will be recognized.

Troubleshooting

Description

° My router shows that the ISA interface is invalid
The system cannot load driver for the card. Try to specify different IO or IRQ number
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Ethernet Interfaces
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This document applies to MikroTik RouterOS V3.0
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Description

General Information

Summary

MikroTik RouterOS supports various types of Ethernet Interfaces. The complete list of supported Ethernet
NICs can be found in the Device Driver List.

Specifications

Packages required: system

License required: level1

Home menu level: /interface ethernet

Standards and Technologies: | EEE 802.3
Hardware usage: Not significant

Additional Documents

o http://www.ethermanage.com/ethernet/ethernet.html

o http://www.dcs.gla.ac.uk/~liddellj/nct/ethernet_protocol.html

Ethernet Interface Configuration

Home menu level: /interface ethernet
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Property Description

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol

auto-negotiation (yes | no; default: yes) - when enabled, the interface "advertises' its maximum
capabilities to achieve the best connection possible

cable-setting (default | short | standard; default: default) - changes the cable length setting (only
applicable to NS DP83815/6 cards)

* default - suport long cables
« short - support short cables
* standard - same as default

disable-running-check (yes | no; default: yes) - disable running check. If this value is set to 'no’,
the router automatically detects whether the NIC is connected with a device in the network or not

full-duplex (yes | no; default: yes) - defines whether the transmission of data appears in two
directions simultaneously

mac-address (MAC address) - set the Media Access Control number of the card

mdix-enable (yes | no) - whether the MDI/X auto crosscable correction feature is enabled for the
port (if applicable)

mtu (integer; default: 1500) - Maximum Transmission Unit

name (name; default: etherN) - assigned interface name, whrere 'N' is the number of the ethernet
interface

speed (10 Mbps | 100 Mbps | 1 Gbps) - sets the data transmission speed of the interface. By default,
this value is the maximal data rate supported by the interface

Command Description

blink (name) - blink the port's LEDs for about 10 seconds. Useful if you want to discover, which of
the physical Ethernet portsis named as specified

reset-mac (name) - set the MAC address of the NIC to the factory default setting

Notes

When disable-running-check is set to no, the router automatically detects whether the NIC is connected
to a device in the network or not. When the remote device is not connected (the leds are not blinking), the
route which is set on the specific interface, becomes invalid.

Example

[admi n@M kroTi k] > interface print
Flags: X - disabled, D - dynamc, R - running
# NAME

TYPE MIU
0 Xetherl et her 1500
[adm n@ kroTi k] > interface enable etherl
[adm n@M kroTi k] > interface print
Flags: X - disabled, D - dynamc, R - running
# NAME TYPE MIU
0 Retherl et her 1500

[adm n@M kroTi k] > interface ethernet
[adm n@M kroTi k] interface ethernet> print
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Fl ags: X - disabled, R - running
# NAME MIU  MAC- ADDRESS ARP
0 Retherl 1500 00:0C: 42:03: 00: F2 enabl ed
[adm n@M kroTi k] interface ethernet> print detai
Fl ags: X - disabled, R - running
0 R nanme="ether1" ntu=1500 mac-address=00: 0C: 42: 03: 00: F2 ar p=enabl ed
di sabl e-runni ng- check=no aut o- negoti ati on=yes full - dupl ex=yes
cabl e-setti ngs=default ndi x-enabl e=yes speed=100Mops
[adm n@M kroTi k] interface ethernet>

Monitoring the Interface Status
Command name: /interface ethernet monitor

Property Description

auto-negotiation (done | incomplete) - fast link pulses (FLP) to the adjacent link station to
negotiate the SPEED and MODE of the link. Both stations choose the maximal speed boh support.

* done - negotiation done
* incomplete - negotiation failed

default-cable-setting (read-only: short | standard) - default cable length setting (only applicable to
NS DP83815/6 cards)

* short - support short cables
* standard - same as default

full-duplex (yes | no) - whether transmission of data occurs in two directions simultaneously
rate (10 Mbps | 100 Mbps | 1 Gbps) - the actual data rate of the connection

status (link-ok | no-link | unknown) - status of the interface, one of the:
* link-ok - the card is connected to the network

* no-link - the card is not connected to the network (cableis not plugged in or faulty)
» unknown - the connection is not recognized (if the card does not report connection status)

Notes

See the IP_Addresses and ARP section of the manual for information how to add IP addresses to the
interfaces.

Example

[adm n@M kroTi k] interface ethernet> nonitor etherl, ether2
status: |ink-ok |ink-ok
aut o- negoti ati on: done done
rate: 100Mops 100Mops
full -dupl ex: yes yes
def aul t - cabl e-setting: standard standard

Troubleshooting

Description
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° Interface monitor shows wrong information
In some very rare cases it is possible that the device driver does not show correct information, but it
does not affect the NIC's performance (of course, if your card is not broken)
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FarSync X.21 Interface
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Synchronous Link Applications
MikroTik router to MikroTik router
MikroTik router to MikroTik router P2P using X.21 line
MikroTik router to Cisco router using X.21 line
MikroTik router to MikroTik router using Frame Relay

General Information

Summary

The MikroTik RouterOS supports FarSync T-Series X.21 synchronous adapter hardware. These cards provide
versatile high performance connectivity to the Internet or to corporate networks over leased lines.

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface farsync

Standards and Technologies: X.21, Frame Relay, PPP
Hardware usage: Not significant

Additional Documents
. http://www.farsite.co.uk
Synchronous Interface Configuration

Home menu level: /interface farsync

Description
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You can change the interface name to a more descriptive one using the set command. To enable the
interface, use the enable command.

Property Description

clock-rate (integer; default: 64000) - the speed of internal clock

clock-sour ce (external | internal; default: external) - clock source

disabled (yes | no; default: yes) - shows whether the interface is disabled

frame-relay-dce (yes | no; default: no) - operate in Data Communications Equipment mode
frame-relay-Imi-type (ans | ccitt; default: ans) - Frame Relay Local Management I nterface type
hdlc-keepalive (time; default: 10s) - Cisco HDL C keepalive period in seconds

line-protocol (cisco-hdlc | frame-relay | sync-ppp; default: sync-ppp) - line protocol

media-type (V24 | V35 | X21; default: V35) - type of the media

mtu (integer; default: 1500) - Maximum Transmit Unit

name (name; default: farsyncN) - assigned interface name

Example

[adm n@M kroTi k] interface farsync> print
Flags: X - disabled, R - running
0 nane="farsyncl" mt u=1500 |i ne-protocol =sync-ppp nedi a-type=V35
cl ock-rat e=64000 cl ock-source=ext ernal chdl c-keepalive=10s
frame-rel ay-1 m -type=ansi frane-rel ay-dce=no

1 nane="farsync2" m u=1500 | i ne-protocol =sync- ppp nedi a-type=V35
cl ock-rat e=64000 cl ock-sour ce=ext ernal chdl c-keepal i ve=10s
frame-rel ay-1 m -type=ansi frane-rel ay-dce=no

[adm n@M kroTi k] i nterface farsync>

You can monitor the status of the synchronous interface:

[adm n@M kroTi k] interface farsync> nonitor 0
card-type: T2P FarSync T-Series
state: running
firmware-id: 2
firmnvare-version: 0.7.0
physi cal - medi a: V35
cabl e: detected
cl ock: not-detected
i nput -si gnal s: CTS
out put -si gnal s: RTS DIR
[adm n@M kroTi k] interface farsync>

Troubleshooting

Description

° The farsync interface does not show up under the interface list
Obtain the required license for synchronous feature

° The synchronous link does not work
Check the cabling and the line between the modems. Read the modem manual
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Synchronous Link Applications

MikroTik router to MikroTik router

Let us consider the following network setup with two MikroTik routers connected to a leased line with
baseband modems:

Internet

interface Public
address 10.1.1.12424

Tl vd =

Baseband Moderm

v.in .
interface farsync MlikeraTik

_ _ address 1.1.1.1/32 ’ _____________
interface ether? — interface ether
address 10.0.0.254/24 address 192 168.0.254724
AN LAMN
10.0.0024 192.168.00/24

The interface should be enabled according to the instructions given above. The IP addresses assigned to
the synchronous interface should be as follows:

[adm n@M kroTi k] ip address> add address=1.1.1.1/32 interface=farsyncl \
\... network=1.1.1. 2 broadcast=255. 255. 255. 255

[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynamc

#  ADDRESS NETWORK BROADCAST | NTERFACE
0 10.0.0. 254/ 24 10. 0. 0. 254 10. 0. 0. 255 et her 2

1 192. 168. 0. 254/ 24  192.168.0.254 192.168.0.255 etherl

2 1.1.1.1/32 1.1.1.2 255. 255. 255. 255 farsyncl
adm n@J kroTi k] ip address> /ping 1.1.1.2

1.1.2 64 byte ping: ttl=255 tinme=31 ns

1.1.2 64 byte ping: ttl=255 tinme=26 ns

1.1.2 64 byte ping: ttl=255 tinme=26 ns

packets transmtted, 3 packets received, 0% packet |oss
ound-trip mn/avg/ max = 26/27.6/31 ns

adm n@M kroTi k] i p address>

[
1
1
1
3
:
[
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Note that for the point-to-point link the network mask is set to 32 bits, the argument network is set to the
IP address of the other end, and the broadcast address is set to 255.255.255.255. The default route should
be set to the gateway router 1.1.1.2:

[adm n@M kroTi k] ip route> add gateway 1.1.1.2

[admi n@M kroTi k] ip route> print
Flags: X - disabled, A - active, D - dynanic,

C - connect, S - static, r - rip, b - bgp, o - ospf, m- me,
B - bl ackhole, U - unreachable, P - prohibit
# DST- ADDRESS PREF- SRC G GATEVWAY DI STANCE | NTER. . .
0OAS 0.0.0.0/0 r 1.1.1.2 1 farsyncl
1 ADC 10.0.0.0/24 10. 0. 0. 254 r 0 et her 2
2 ADC 192.168.0.0/24 192.168.0.254 r 0 etherl
3 ADC 1.1.1.2/32 1.1.1.1 r 0 farsyncl
[adm n@M kroTi k] ip route>

The configuration of the MikroTik router at the other end is similar:

[adm n@M kroTi k] ip address> add address=1.1.1.2/32 interface=fsync \
\... network=1.1.1.1 broadcast=255. 255. 255. 255
[adm n@M kroTi k] ip address> print

Fl ags: X - disabled, I - invalid, D - dynanmic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10.1.1.12/ 24 10.1.1.12 10.1.1. 255 Publ i c

1 1.1.1.2/32 1.1.1.1 255. 255. 255. 255 fsync
[adm n@M kroTi k] ip address> /ping 1.1.1.1
1.1.1.1 64 byte ping: ttl=255 tine=31 ns
1.1.1.1 64 byte ping: ttl=255 tine=26 ns
1.1.1.1 64 byte ping: ttl=255 tine=26 ns
3 packets transmtted, 3 packets received, 0% packet |oss
round-trip m n/avg/ max = 26/27.6/31 ns
[adm n@M kroTi k] ip address>

MikroTik router to MikroTik router P2P using X.21 line

(onsider the following example:

Headquarters Remaote
famynzi Oiffi
1112032 Ice
e netwoi=1.1.1.1
farmynct
1.1.1.1/32
network=1.1.1.2

II..-—-
—

=

The default value of the property clock-source must be changed to internal for one of the cards. Both
cards must have media-type property set to X21.

IP address configuration on both routers is as follows (by convention, the routers are named hq and office
respectively):
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[adm n@q] ip address> pri

Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWWORK BROADCAST | NTERFACE
0 192. 168.0. 1/ 24 192.168.0.0 192. 168. 0. 255 et her1
1 1.1.1.1/32 1.1.1.2 1.1.1.2 farsyncl

[adm n@q] ip address>
[adm n@ffice] ip address>

Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWWORK BROADCAST | NTERFACE
0 10.0.0. 112/ 24 10.0.0.0 10. 0. 0. 255 et her1
1 1.1.1.2/32 1.1.1.1 1.1.1.1 farsyncl

[adm n@ffice] ip address>
MikroTik router to Cisco router using X.21 line

Assume we have the following configuration:

MT
router

famynci
1111724
line-protocol=cisco hdo

ID |SD D senald
router

The configuration of MT router is as follows:

[adm n@M kroTi k] interface farsync> set farsyncl |ine-protocol =cisco-hdlc \
\... nedia-type=X21 cl ock-source=i nter nal

[adm n@M kroTi k] interface farsync> enable farsyncl

[adm n@M kroTi k] interface farsync> print
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Flags: X - disabled, R - running
0 R name="farsyncl" ntu=1500 | i ne-protocol =ci sco-hdl c nedi a-type=X21
cl ock-rat e=64000 cl ock-source=i nternal chdl c-keepalive=10s
frame-rel ay-1m -type=ansi frane-rel ay-dce=no

1 X nanme="farsync2" ntu=1500 |i ne-protocol =sync-ppp nedi a-type=V35
cl ock-rat e=64000 cl ock-sour ce=ext ernal chdl c-keepal i ve=10s
frame-rel ay-1m -type=ansi frane-rel ay-dce=no
[adm n@M kroTi k] interface farsync>
[adm n@M kroTi k] interface farsync> /ip address add=address=1.1.1.1/24 \
\... interface=farsyncl

The essential part of the configuration of Cisco router is provided below:

interface Serial 0

ip address 1.1.1.2 255.255.255.0
no i p route-cache

no i p nroute-cache

no fair-queue

|

i p classless

iproute 0.0.0.0 0.0.0.0 1.1.1.1

MikroTik router to MikroTik router using Frame Relay

(onsider the following example:

Headquarters

H I_ —
ji=
=

The default value of the property clock-source must be changed to internal for one of the cards. This
card also requires the property frame-relay-dce set to yes. Both cards must have media-type property
set to X21 and the line-protocol set to frame-relay.

Now we need to add pvc interfaces:

[admi n@q] interface pvc> add dlci =42 interface=farsyncl
[admi n@q] interface pvc> print
Fl ags: X - disabled, R - running
# NAVE MIU DLCl | NTERFACE

0 X pvcl 1500 42 farsyncl
[adm n@nqg] interface pvc>

Similar routine has to be done also on office router:
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[adm n@ffice] interface pvc> add dlci =42 interface=farsyncl
[adm n@ffice] interface pvc> print
Flags: X - disabled, R - running
# NAME MIU DLCl | NTERFACE
0 X pvcl 1500 42 farsyncl
[adm n@ffice] interface pvc>

Finally we need to add IP addresses to pvc interfaces and enable them.

On the hq router:

[adm n@q] interface pvc> /ip addr add address 2.2.2.1/24 interface pvcl
[admi n@q] interface pvc> /ip address print

Fl ags: X - disabled, | - invalid, D - dynanmic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10.0.0. 112/ 24 10.0.0.0 10. 0. 0. 255 et her1l
1 192.168.0. 1/ 24 192.168.0.0 192. 168. 0. 255 et her 2
2 2.2.2.1/ 24 2.2.2.0 2.2.2.255 pvcl

[adm n@q] interface pvc> enable 0O
[adm n@q] interface pvc>

and on the office router:

[adm n@ffice] interface pvc> /ip addr add address 2.2.2.2/24 interface pvcl
[admi n@ffice] interface pvc> /ip address print

Fl ags: X - disabled, | - i1nvalid, D- dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10. 0. 0. 112/ 24 10.0.0.0 10. 0. 0. 255 et herl
1 2.2.2.2/24 2.2.2.0 2.2.2.255 pvcl

[adm n@ffice] interface pvc> enable O
[adm n@ffice] interface pvc>

Now we can monitor the synchronous link status:

[admi n@q] interface pvc> /ping 2.2.2.2

2.2.2.2 64 byte ping: ttl=64 tinme=20 ns

2.2.2.2 64 byte ping: ttl=64 tinme=20 ns

2.2.2.2 64 byte ping: ttl=64 tinme=21 ns

2.2.2.2 64 byte ping: ttl=64 tinme=21 ns

4 packets transmtted, 4 packets received, 0% packet |oss
round-trip nln/avg/nax = 20/20.5/21 s

[adm n@q] interface pvc> /interface farsync nmonitor O

card-type: T2P FarSync T-Series
state: runni ng-normal |y
firmvare-id: 2
firmvare-version: 1.0.1
physi cal : X 21
cabl e: detected
cl ock: detected
i nput - si gnal s: CTS
out put - si gnal s: RTS, DTR
[adm n@q] interface pvc>
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FrameRelay (PVC, Private Virtual Circuit) Interface

Document revision 1.2 (February 6, 2008, 2:56 GMT)
This document applies to MikroTik RouterOS V3.0

Table of Contents

Table of Contents
Genera Information

Summary
Specifications
Description
Additional Documents
Configuring Frame Relay Interface
Description
Property Description
Notes
Frame Relay Configuration
Example with Cyclades Interface
Example with MOXA Interface
Example with MikroTik Router to MikroTik Router
Troubleshooting

Description

General Information

Summary

Frame Relay is a multiplexed interface to packet switched network and is a simplified form of Packet
Switching similar in principle to X.25 in which synchronous frames of data are routed to different
destinations depending on header information. Frame Relay uses the synchronous HDLC frame format.

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface pvc

Standards and Technologies: Frame Relay (RFC1490)
Hardware usage: Not significant

Description

To use Frame Relay interface you must have already working synchronous interface. Please read how to set
up your synchronous boards with MikroTik RouterOS first.

Additional Documents
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o Frame Relay Forum

o http://www2.rad.com/networks/1994/fram rel/frame.htm

Configuring Frame Relay Interface
Home menu level: /interface pvc

Description
To configure frame relay, at first you should set up the synchronous interface, and then the PVC interface.

Property Description

dlci (integer; default: 16) - Data Link Connection Identifier assigned to the PV C interface
interface (name) - Frame Relay interface

mtu (integer; default: 1500) - Maximum Transmission Unit of an interface

name (name; default: pvcN) - assigned name of the interface

Notes

A DLCI is a channel number (Data Link Connection Identifier) which is attached to data frames to tell the
network how to route the data. Frame Relay is "statistically multiplexed"”, which means that only one frame
can be transmitted at a time but many logical connections can co-exist on a single physical line. The DLCI
allows the data to be logically tied to one of the connections so that once it gets to the network, it knows
where to send it.

Frame Relay Configuration

Example with Cyclades Interface

Let us consider the following network setup with MikroTik router with Cyclades PC300 interface connected to
a leased line with baseband modems and a Cisco router at the other end.

[adm n@M kroTi k] ip address> add interface=pvcl address=1.1.1.1/24
[adm n@M kroTi k] ip address> print

Fl ags: X - disabled, I - invalid, D - dynanic
#  ADDRESS NETVORK BROADCAST | NTERFACE
0 1.1.1.1/24 1.1.1.0 1.1.1.255 pvcl

[adm n@M kroTi k] ip address>
PVC and Cyclades interface configuration

° Cyclades

[adm n@M kroTi k] interface cycl ades> print
Flags: X - disabled, R - running
0 R nanme="cycl ades1" ntu=1500 | i ne-protocol =frane-relay nedi a-type=V35
cl ock-rat e=64000 cl ock-source=external |ine-code=B8ZS framn ng- nbde=ESF
| i ne-bui | d-out=0dB rx-sensitivity=short-haul frame-relay-Im-type=ans
frame-rel ay-dce=no chdl c- keepal i ve=10s
[adm n@M kroTi k] interface cycl ades>
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¢ PVC

[admi n@M kroTi k] interface pvc> print
Fl ags: X - disabled, R - running
# NAME MIU DLCl | NTERFACE
0 R pvcil 1500 42 cycl ades1
[adm n@M kroTi k] interface pvc>

° Cisco router setup
Cl SCO# show runni ng-config

Bui | di ng configuration..

Current configuration...

-
i p subnet-zero

no i p domai n-| ookup
frame-relay swtching
|

interface Ethernet0

description connected to Ethernet LAN
i p address 10.0. 0. 254 255. 255. 255. 0
|

interface Serial O

description connected to |nternet
no i p address

encapsul ation franme-relay | ETF
serial restart-delay 1
frame-relay | ni-type ansi
frame-relay intf-type dce

I

interface Serial 0.1 point-to-point
ip address 1.1.1.2 255.255.255.0
no arp frame-rel ay

frame-relay interface-dlci 42

!
end.

Send ping to MikroTik router
Cl SCO#ping 1.1.1.1

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICWP Echos to 1.1.1.1, tinmeout is 2 seconds:
1

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/ 31/ 32 ns
Cl sco#

Example with MOXA Interface

Let us consider the following network setup with MikroTik router with MOXA C502 synchronous interface
connected to a leased line with baseband modems and a Cisco router at the other end.

[adm n@M kroTi k] ip address> add interface=pvcl address=1.1.1.1/24
[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWORK BROADCAST | NTERFACE
0 1.1.1.1/24 1.1.1.0 1.1.1.255 pvcl

[adm n@M kroTi k] ip address>
PVC and Moxa interface configuration

° Moxa
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[adm n@M kroTi k] interface npbxa-c502> print
Flags: X - disabled, R - running
0 R nanme="nobxal" ntu=1500 | i ne-protocol =frane-relay cl ock-rate=64000
cl ock-source=external frame-relay-Im-type=ansi frane-rel ay-dce=no
ci sco- hdl c- keepal i ve-i nt erval =10s

1 X nane="noxa-c502-2" ntu=1500 |i ne-protocol =sync-ppp cl ock-rat e=64000
cl ock-source=external frane-relay-Inm-type=ansi frame-rel ay-dce=no
ci sco- hdl c- keepal i ve-i nt erval =10s

[adm n@M kroTi k] interface noxa-c502>

* PVC

[adm n@M kroTi k] interface pvc> print
Flags: X - disabled, R - running
# NAMVE MIU DLCl | NTERFACE
0 R pvcl 1500 42 noxal
[adm n@M kroTi k] interface pvc>

Cl SCO router setup
Cl SCO# show runni ng-config
Bui | di ng configuration...

Current configuration...

ip subnet - zero

no i p donai n-1 ookup
frame-relay sw tching
|

interface Ethernet0

description connected to EthernetLAN
i p address 10.0. 0. 254 255. 255. 255. 0

|

interface Serial O
description connected to |nternet
no i p address
encapsul ation frame-relay | ETF
serial restart-delay 1
frame-relay | m-type ansi
frame-relay intf-type dce

|

interface Serial0.1 poi nt -t 0- poi nt
ip address 1.1.1.2 255.255.255.0
no arp frame-rel ay

frame-relay interface-dlci 42
!

end.
Send ping to M kroTi k router
ClSCO#ping 1.1.1.1

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICMP Echos to 1.1.1.1, tineout is 2 seconds:
111l

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/31/32 s
Cl SCo#

Example with MikroTik Router to MikroTik Router

Let us consider the following example:
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R1 R2
IP address: 4.4.4.1/24 IP address: 4.4.4.2/24

In this example we will use two Moxa C101 synchronous cards.

Do not forget to set line-protocol for synchronous interfaces to frame-relay. To achieve proper result,
one of the synchronous interfaces must operate in DCE mode:

[admi n@ 1] interface nbxa-cl01> set O frame-rel ay-dce=yes
[admi n@1] interface nbxa-cl101> print
Fl ags: X - disabled, R - running
0 R name="noxa-cl101-1" ntu=1500 | i ne-protocol =franme-relay cl ock-rate=64000
cl ock-source=external frame-relay-Im-type=ansi frane-rel ay-dce=yes
ci sco- hdl c- keepal i ve-i nt erval =10s i gnor e-dcd=no
[adm n@ 1] interface nbxa-cl1l01>

Then we need to add PVC interfaces and IP addresses.

On the R1:

[adm n@1] interface pvc> add dl ci =42 interface=noxa-c101-1
[admi n@1] interface pvc> print
Flags: X - disabled, R - running
# NAMVE MIU DLCl | NTERFACE
0 X pvcl 1500 42 noxa- c101-1
[adm n@1] interface pvc> /ip address add address=4.4.4.1/24 interface=pvcl

on the R2:

[adm n@2] interface pvc> add dl ci =42 interface=npbxa-c101-1
[admi n@2] interface pvc> print
Fl ags: X - disabled, R - running
# NAME MIU DLCl | NTERFACE
0 X pvcl 1500 42 nmoxa- c101-1
[admi n@2] interface pvc> /ip address add address 4.4.4.2/24 interface=pvcl

Finally, we must enable PVC interfaces:

[admi n@1] interface pvc> enable pvcl
[admi n@ 1] interface pvc>
[admi n@2] interface pvc> enable pvcl
[adm n@2] interface pvc>

Troubleshooting

Description

* I cannot ping through the synchronous frame relay interface between MikroTik router and
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a Cisco router
Frame Relay does not support address resolving and IETF encapsulation should be used. Please check
the configuration on the Cisco router

Page 88 of 480
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



General Interface Settings

Document revision 1.3 (Segptember 10, 2007, 12:57 GMT)
This document applies to MikroTik RouterOS V3.0

Table of Contents

Table of Contents

Summary

Description
Interface Status

Property Description

Example
Traffic Monitoring

Description
Property Description
Notes

Example

General Information

Summary

MikroTik RouterOS supports a variety of Network Interface Cards as well as some virtual interfaces (like
Bonding, Bridge, VLAN etc.). Each of them has its own submenu, but there is also a list of all interfaces
where some common properties can be configured.

Description
The Manual describes general settings of MikroTik RouterQOS interfaces.

Interface Status
Home menu level: /interface
Property Description

mtu (integer) - maximum transmission unit for the interface (in bytes)
name (text) - the name of the interface

type (read-only: arlan | bonding | bridge | cyclades | eoip | ethernet | farsync | ipip | isdn-client |
isdn-server | 12tp-client | 12tp-server | moxa-c101 | moxa-c502 | mtsync | pc | ppp-client | ppp-server |
pppoe-client | pppoe-server | pptp-client | pptp-server | pvc | radiolan | sbe | vian | wavelan | wireless
| xpeed) - interface type

Example

To see the list of all available interfaces:
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[adm n@M kroTi k] interface> print
Flags: X - disabled, D - dynamc, R - running

# NANE TYPE MruU
0 Retherl et her 1500
1 R bridgel bri dge 1500
2 R ether2 et her 1500
3 R wanl w an 1500
[adm n@M kroTi k] interface>

Traffic Monitoring
Command name: /interface monitor-traffic

Description
The traffic passing through any interface can be monitored.

Property Description

recelved-bits-per-second (read-only: integer) - number of bits that interface has received in one
second

received-packets-per-second (read-only: integer) - number of packets that interface has received
in one second

sent-bits-per-second (read-only: integer) - number of bits that interface has sent in one second

sent-packets-per-second (read-only: integer) - number of packets that interface has sent in one
second

Notes

One or more interfaces can be monitored at the same time.

To see overall traffic passing through all interfaces at time, use aggregate instead of interface name.
Example

Multiple interface monitoring:

/interface nonitor-traffic etherl, aggregate
recei ved- packet s- per - second: 11
recei ved- bi t s- per-second: 4. 39bps 6. 19kbps
sent - packet s- per-second: 16 17
sent - bi t s- per-second: 101kbps 101kbps
-- [Qquit|D dunmp| Gz pause]
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GPRS PCMCIA

Document revision 1.1 (February 6, 2008, 2:56 GMT)
This document applies to MikroTik RouterOS V3.0

Table of Contents

Table of Contents

How to make a GPRS connection
Description
Example

How to make a GPRS connection

Description

Let us consider a situation that you are in a place where no internet connection is available, but you have
access to your mobile network provider. In this case you can connect MikroTik router to your mobile phone
provider using GPRS (General Packet Radio Service) and so establish an internet connection.

Example

* Plug the GPRS PCMCIA card (with your SIM card) into the router, turn on the router and after it has
started, see if a new port has appeared. In this case it is the seriall port which is our GPRS device:

[adm n@M kroTi k] port> print

# NAMVE USED- BY BAUD- RATE
0 serialO Seri al Consol e 115200
1 seriall 9600

[adm n@M kr oTi k] port>

* Enter the pin code from serial-terminal (in this case, PIN code is 3663) :

/system serial -term nal seriall

AT+CPI N="3663"

Now you should see OK on your screen. Wait for about 5 seconds and see if the green led started to
blink. Press Ctrl+Q to quit the serial-terminal.

° Change remote-address in /ppp profile, in this case to 212.93.96.65 (you should obtain it from your
mobile network operator):
I ppp profile set default renote-address=212.93. 96. 65

° Add a ppp dlient:

/interface ppp-client add di al - conmand=ATD phone=*99*** 1# \
\... nmodeminit="AT+CGDCONT=1,\"I P\" , \"internet\"" port=seriall

* Now enable the interface and see if it is connected:

[adm n@M kroTi k] interface ppp-client> enable 0
[adm n@M kroTi k] interface ppp-client> no 0
status: dialing...
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status: |ink established

status: authenticated
uptinme: Os
idle-tinme: Os

status: authenticated
uptinme: 1s
idle-tinme: 1s

status: connected
uptinme: 2s
ide-tine: 2s
[adm n@M kroTi k] interface ppp-client>

Check the IP addresses:
[adm n@M kroTi k] ip address> print
Fl ags: X - disabled, I - invalid, D - dynamic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 192. 168. 0. 5/ 24 192.168.0.0 192. 168. 0. 255 et herl
1 D 10. 40. 205. 168/ 32 212.93. 96. 65 0.0.0.0 ppp-out 1

[adm n@M kroTi k] ip address>
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ISDN Dial-out
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General Information

Summary

The MikroTik router can act as an ISDN dient for dialing out, or as an ISDN server for accepting incoming
calls. The dial-out connections may be set as dial-on-demand or as permanent connections (simulating a
leased line). The remote IP address (provided by the ISP) can be used as the default gateway for the
router.

Specifications

Packages required: isdn, ppp

License required: level1

Home menu level: /interface isdn-server, /interface isdn-client
Standards and Technologies: PPP (REC 1661)

Hardware usage: Not significant
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Additional Documents

o PPP over ISDN
. RFC3057 - ISDN Q.921-User Adaptation Layer

ISDN Hardware and Software Installation
Command name: /driver add

Description

Please install the ISDN adapter into the PC accordingly the instructions provided by the adapter
manufacturer.

Appropriate packages have to be downloaded from MikroTik web page http://www.mikrotik.com. After all,
the ISDN driver should be loaded using the /driver add command.

MikroTik RouterOS supports passive PCI adapters with Siemens chipset:

° Eicon. Diehl Diva - diva

° Sedlbauer Speed - sedlbauer

° ELSA Quickstep 1000 - quickstep
* NETjet - netjet

* Teles - teles

* Dr. Neuhaus Niccy - niccy

* AVM - avm

o Gazel - gazel

° HFC 2BDS0 based adapters - hfc
° W6692 based adapters - w6692

For example, for the HFC based PCI card, it is enough to use /driver add name=hfc command to get the
driver loaded.

Note! ISDN ISA adapters are not supported!

Property Description

isdn-protocol (euro | german; default: euro) - data channel protocol
name (name) - name of the driver

ISDN Channels

ISDN channels are added to the system automatically when the ISDN card driver is loaded. Each channel
corresponds to one physical 64K ISDN data channel.
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The list of available ISDN channels can be viewed using the /isdn-channels print command. The channels
are named channell, channel2, and so on. E.g., if you have two ISDN channels, and one of them
currently used by an ISDN interface, but the other available, the output should look like this:

[adm n@ kr oTi k] isdn-channel s> print
Fl ags: X - disabled, E - exclusive

# NANVE CHANNEL DIR . TYPE PHONE
0 channel 1 0
1 channel 2 1

[adm n@M kr oTi k] isdn-channel s>

ISDN channels are very similar to PPP serial ports. Any number of ISDN interfaces can be configured on a
single channel, but only one interface can be enabled for that channel at a time. It means that every ISDN
channel is either available or used by an ISDN interface.

MSN and EAZ numbers

In Euro-ISDN a subscriber can assign more than one ISDN number to an ISDN line. For example, an ISDN
line could have the numbers 1234067 and 1234068. Each of these numbers can be used to dial the ISDN
line. These numbers are referred to as Multiple Subscriber Numbers (MSN).

A similar, but separate concept is EAZ numbering, which is used in German ISDN networking. EAZ number
can be used in addition to dialed phone number to specify the required service.

For dial-out ISDN interfaces, MSN/EAZ number specifies the outgoing phone number (the calling end). For
dial-in ISDN interfaces, MSN/EAZ number specifies the phone number that will be answered. If you are
unsure about your MSN/EAZ numbers, leave them blank (it is the default).

For example, if your ISDN line has numbers 1234067 and 1234068, you could configure your dial-in server
to answer only calls to 1234068 by specifying 1234068 as your MSN number. In a sense, MSN is just your
phone number.

ISDN Client Interface Configuration
Home menu level: /interface isdn-client

Description

The ISDN dient is used to connect to remote dial-in server (probably ISP) via ISDN. To set up an ISDN
dial-out connection, use the ISDN dial-out configuration menu under the submenu.

Property Description

add-default-route (yes | no; default: no) - add default route to remote host on connect

allow (multiple choice: mschap2, mschapl, chap, pap; default: mschap2, mschapl, chap, pap) -
the protocol to alow the client to use for authentication

bundle-128K (yes | no; default: yes) - use both channels instead of just one
dial-on-demand (yes | no; default: no) - use dialing on demand

|2-protocol (hdic | x75i | X75ui | x75bui; default: hdlc) - level 2 protocol to be used
mru (integer; default: 1500) - Maximum Receive Unit
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msn (integer; default: " ") - MSN/EAZ of ISDN line provided by the line operator
mtu (integer; default: 1500) - Maximum Transmission Unit

name (name; default: isdn-outN) - interface name

password (text) - password that will be provided to the remote server

phone (integer; default: " ") - phone number to dial

profile (name; default: default) - profile to use when connecting to the remote server
use-peer-dns (yes | no; default: no) - use or not peer DNS

user (text) - user name that will be provided to the remote server

Example

ISDN dlient interfaces can be added using the add command:

[adm n@M kroTi k] interface isdn-client> add nsn="142" user="test" \

\... password="test" phone="144" bundl e- 128K=no

[adm n@M kroTi k] interface isdn-client> print

Fl ags: X - disabled, R - running

0 X name="isdn-out1" ntu=1500 nru=1500 msn="142" user="test"

password="test" profil e=default phone="144" |2-protocol =hdl c
bundl e- 128K=no di al - on- demand=no add- def aul t - r out e=no use- peer - dns=no

[adm n@M kroTi k] interface isdn-client>

ISDN Server Interface Configuration
Home menu level: /interface isdn-client

Description
ISDN server is used to accept remote dial-in connections form ISDN clients.

Property Description

authentication (pap | chap | mschapl | mschap2; default: mschap2, mschapl, chap, pap) - used
authentication

bundle-128K (yes | no; default: yes) - use both channels instead of just one
[2-protocol (hdic | x75i | X75ui | x75bui; default: hdlc) - level 2 protocol to be used
mru (integer; default: 1500) - Maximum Receive Unit

msn (integer; default: " ") - MSN/EAZ of ISDN line provided by the line operator
mtu (integer; default: 1500) - Maximum Transmission Unit

name (name; default: isdn-inN) - interface name

phone (integer; default: " ") - phone number to dial

profile (name; default: default) - profile to use when connecting to the remote server

Example

ISDN server interfaces can be added using the add command:

[adm n@M kroTi k] interface isdn-server> add nsn="142" bundl e- 128K=no
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[adm n@M kroTi k] interface isdn-server> print
Flags: X - disabled, R - running
0 X name="isdn-inl" ntu=1500 nru=1500 nmsn="142"
aut henti cati on=nschap2, chap, pap profil e=default | 2-protocol =x75bui
bundl e- 128K=no
[adm n@M kroTi k] interface isdn-server>

ISDN Examples

ISDN Dial-out

Dial-out ISDN connections allow a local router to connect to a remote dial-in server (ISP's) via ISDN.

Let's assume you would like to set up a router that connects your local LAN with your ISP via ISDN line. First
you should load the corresponding ISDN card driver. Supposing you have an ISDN card with a
W6692-based chip:

[admi n@M kroTi k] > /driver add nanme=w6692
Now additional channels should appear. Assuming you have only one ISDN card driver loaded, you should
get following:

[adm n@M kr oTi k] isdn-channel s> print
Fl ags: X - disabled, E - exclusive

# NAMVE CHANNEL DR . TYPE PHONE
0 channel 1 0
1 channel 2 1

[ adm n@M kr oTi k] i sdn-channel s>

Suppose you would like to use dial-on-demand to dial your ISP and automatically add a default route to it.
Also, you would like to disconnect when there is more than 30s of network inactivity. Your ISP's phone
number is 12345678 and the user name for authentication is ‘john'. Your ISP assigns IP addresses
automatically. Add an outgoing ISDN interface and configure it in the following way:

[admi n@n krotik]> /interface isdn-client add nanme="i sdn-i sp" phone="12345678"
user ="j ohn" passwor d="31337!)" add-default-route=yes dial - on-demand=yes
[adm n@ kroTi k] > /interface isdn-client print
Fl ags: X - disabled, R - running
0 X name="isdn-isp" ntu=1500 nru=1500 msn="" user="j ohn" password="31337!)"
profil e=default phone="12345678" | 2-prot ocol =hdl ¢ bundl e- 128K=no
di al - on- demand=yes add- def aul t -r out e=yes use- peer - dns=no

(Gonfigure PPP profile.
[adm n@M kr oTi k] ppp profile> print
Flags: * - default
0 * name="defaul t" use-conpressi on=default use-vj-conpressi on=def aul t
use-encrypti on=default only-one=default change-tcp-nmss=yes
1 * name="defaul t-encryption” use-conpressi on=def aul t
use-vj - conpr essi on=defaul t use-encrypti on=yes onl y- one=def aul t
change-t cp- nes=yes
[adm n@M kroti k] ppp profile> set default idle-tineout=30s

If you would like to remain connected all the time, i.e., as a leased line, then set the idle-timeout to Os.

All that remains is to enable the interface:

[adm n@M kroTi k] /interface set isdn-isp disabl ed=no

You can monitor the connection status with the following command:
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[adm n@ kroTi k] /interface isdn-client nmonitor isdn-isp
ISDN Dial-in

Dial-in ISDN connections allow remote clients to connect to your router via ISDN.

Let us assume you would like to configure a router for accepting incoming ISDN calls from remote dlients.
You have an Ethernet card connected to the LAN, and an ISDN card connected to the ISDN line. First you
should load the corresponding ISDN card driver. Supposing you have an ISDN card with an HFC chip:

[adm n@M kroTi k] /driver add name=hfc

Now additional channels should appear. Assuming you have only one ISDN card driver loaded, you should
get the following:

[adm n@M kr oTi k] isdn-channel s> print
Fl ags: X - disabled, E - exclusive

# NANVE CHANNEL DR . TYPE PHONE
0 channel 1 0
1 channel 2 1

[adm n@M kr oTi k] i sdn-channel s>

Add an incoming ISDN interface and configure it in the following way:

[adm n@M kroTi k] interface isdn-server> add nsn="7542159" \
\... authenticati on=chap, pap bundl e- 128K=no
[adm n@M kroTi k] interface |sdn-server> print
Fl ags: X - disabl ed
0 X nanme="isdn-inl" nmtu=1500 nru=1500 nmsn="7542159" aut henti cati on=chap, pap
profil e=default |2-protocol =hl dc bundl e- 128K=no

Configure PPP settings and add users to router's database.

[adm n@M kroTi k] ppp profile> print
Fl ags: * - default
0 * name="defaul t" use-conpressi on=default use-vj-conpressi on=def aul t
use-encrypti on=default only-one=default change-tcp-nmss=yes

1 * nane="defaul t-encryption" use-conpressi on=def aul t
use-vj - conpr essi on=defaul t use-encrypti on=yes onl y- one=def aul t
change-t cp- nes=yes
[adm n@M kroti k] ppp profile> set default idle-tineout=5s |ocal-address=10.99.8.1 \
\... renote-address=10.9.88.1

Add user 'john' to the router's user database. Assuming that the password is '31337!)":
[adm n@M kroTi k] ppp secret> add nane=j ohn password="31337!)" service=i sdn
[ adm n@M kroTi k] ppp secret> print
Fl ags: X - disabl ed
# NAME SERVI CE CALLER-| D PASSWORD PROFI LE REMOTE- ADDRESS

0 john i sdn 31337!) default
[adm n@M kroTi k] ppp secret>

Check the status of the ISDN server interface and wait for the call:

[adm n@M kroTi k] interface isdn-server> nonitor isdn-inl

status: Wiiting for call...

ISDN Backup

Backup systems are used in specific cases, when you need to maintain a connection, even if a fault occurs.
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For example, if someone cuts the wires, the router can automatically connect to a different interface to
continue its work. Such a backup is based on an utility that monitors the status of the connection -
netwatch, and a script, which runs the netwatch.

This is an example of how to make simple router backup system. In this example we'll use an ISDN
connection for purpose to backup a standard Ethernet connection. You can, however, use instead of the
ISDN connection anything you need - PPP, for example. When the Ethernet fail (the router nr.1 cannot ping
the router nr.2 to 2.2.2.2 (see picture) the router nr.1 will establish an ISDN connection, so-called backup
link, to continue communicating with the nr. 2.

You must keep in mind, that in our case there are just two routers, but this system can be extended to
support more different networks.

The backup system example is shown in the following picture:

DST-ADDRESS/GATEWAY

1.1.1.0/24 10.0.0.125
S
S
S
Router 1 backup backup = Router 2
ﬁ 3.3.3.1/32 3.3.3.254/32 etharz
Client 10.0.0125
|= T ether2 etheari etheari
l 1112|E=8| 2221 2222 =
— o =, =,
FI-.E— =X = KK
DEFALLT GATEWAY DST-ADDRESS/GATEWAY DST-ADDRESS/GATEWAY
1142 0.0.0.0/0 2222 0.0.0.0/0 10.0.0.1

1.1.1.0/24 2221

In this case the backup interface is an ISDN connection, but in real applications it can be substituted by a
particular connection. Follow the instructions below on how to set up the backup link:

*  Atfirst, you need to set up ISDN connection. To use ISDN, the ISDN card driver must be loaded:
[adm n@M kroTi k] driver> add nanme=hfc

The PPP connection must have a new user added to the routers one and two:
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[adm n@M kroti k] ppp secret> add nane=backup passwor d=backup servi ce=i sdn

An ISDN server and PPP profile must be set up on the second router:

[adm n@M kroTi k] ppp profile> set default |ocal -address=3. 3. 3. 254
r enot e- address=3. 3. 3. 1
[adm n@M kroTi k] interface isdn-server> add nane=backup msn=7801032

An ISDN client must be added to the first router:

[adm n@M kroTi k] interface isdn-client>
add nane=backup user="backup" passwor d="backup"” phone=7801032 nsn=7542159

* Then, you have to set up static routes
Use the /ip route add command to add the required static routes and comments to them. Comments
are required for references in scripts.
The first router:

[adm n@ kroti k] ip route> add gateway=2.2.2.2 coment="routel"

The second router:
[adm n@M kroti k] ip route> add gateway=2.2.2.1 coment="routel" dst-address=1.1.1.0/24

° And finally, you have to add scripts.
Add scripts in the submenu /system script using the following commands:
The first router:

[adm n@M kroti k] system script> add nane=connecti on_down \

\... source={/interface enabl e backup; /ip route set routel gateway=3. 3. 3. 254}
[adm n@M kroti k] system script> add nanme=connecti on_up \
\... source={/interface disable backup; /ip route set routel gateway=2.2.2.2}

The second router:
[admi n@ kroti k] system script> add name=connecti on_down \

\... source={/ip route set routel gateway=3.3.3.1}
[adm n@M kroti k] system script> add nane=connecti on_up \
\... source={/ip route set routel gateway=2.2.2.1}

* To get all above listed to work, set up Netwatch utility. To use netwatch, you need the advanced tools
feature package installed. Please upload it to the router and reboot. When installed, the advanced-tools
package should be listed under the /system package print list.

Add the following settings to the first router:
[adm n@M kroti k] tool netwatch> add host=2.2.2.1 interval =5s \
\... up-script=connection_up down-scri pt=connecti on_down

Add the following settings to the second router:

[admi n@M kroti k] tool netwatch> add host=2.2.2.2 interval =5s \
\... up-script=connection_up down-scri pt=connecti on_down
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Summary

The MikroTik Packet Packer Protocol (M3P) optimizes the data rate usage of links using protocols that have a
high overhead per packet transmitted. The basic purpose of this protocol is to better enable wireless
networks to transport VoIP traffic and other traffic that uses small packet sizes of around 100 bytes.

M3P features:

° enabled by a per interface setting
° other routers with MikroTik Discovery Protocol enabled will broadcast M3P settings
° significantly increases bandwidth availability over some wireless links by approximately four times

* offer configuration settings to customize this feature

Specifications

Packages required: system
License required: level1

Home menu level: /ip packing
Standards and Technologies: M3P
Hardware usage: Not significant

Description

The wireless protocol IEEE 802.11 and, to a lesser extent, Ethernet protocol have a high overhead per
packet as for each packet it is necessary to access the media, check for errors, resend in case of errors
occured, and send network maintenance messages (network maintenance is applicable only for wireless).
The MikroTik Packet Packer Protocol improves network performance by aggregating many small packets into
a big packet, thereby minimizing the network per packet overhead cost. The M3P is very effective when the

Page 101 of 480
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



average packet size is 50-300 bytes the common size of VoIP packets.

Features:

° may work on any Ethernet-like media
° is disabled by default for all interfaces

° when older version on the RouterOS are upgraded from a version without M3P to a version with
discovery, current wireless interfaces will not be automatically enabled for M3P

° small packets going to the same MAC level destination (regardless of IP destination) are collected
according to the set configuration and aggregated into a large packet according to the set size

° the packet is sent as soon as the maximum aggregated-packet packet size is reached or a maximum
time of 15ms (+/-5ms)

Setup
Home menu level: /ip packing

Description

M3P is working only between MikroTik routers, which are discovered with MikroTik Neighbor Discovery
Protocol (MNDP). When M3P is enabled router needs to know which of its neighbouring hosts have enabled
M3P. MNDP is used to negotiate unpacking settings of neighbours, therefore it has to be enabled on
interfaces you wish to enable M3P. Consult MNDP manual on how to do it.

Property Description

aggregated-size (integer; default: 1500) - the maximum aggregated packet's size
interface (name) - interface to enable M3P on
packing (none | ssimple | compress-all | compress-headers; default: simple) - specifies the packing
mode
* none - no packing is applied to packets

» simple - aggregate many small packets into one large packet, minimizing network overhead per
packet

» compress-headers - further increase network performance by compressing IP packet header
(consumes more CPU resources)

» compress-all - increase network performance even more by using header and data compression
(extensive CPU usage)

unpacking (none | simple | compress-all | compress-headers; default: simple) - specifies the
unpacking mode

* none - accept only usual packets

» simple - accept usual packets and aggregated packets without compression

» compress-headers - accept all packets except those with payload compression

e compress-all - accept all packets
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Notes

Level of packet compression increases like this: none -> simple -> compress-headers ->
compress-all.

When router has to send a packet it choses minimum level of packet compression from what its own
packing type is set and what other router's unpacking type is set. Same is with aggregated-size setting
- minimum value of both ends is actual maximum size of aggregated packet used.

aggregated-size can be bigger than interface MTU if network device allows it to be (i.e., it supports
sending and receiving frames bigger than 1514 bytes)

Example

To enable maximal compression on the etherl interface:

[admi n@M kroTi k] ip packi ng> add interface=etherl packi ng=conpress-all \
\'... unpacki ng=conpress-al |
[adm n@M kroTi k] ip packing> print
Fl ags: X - disabl ed
# | NTERFACE PACKI NG UNPACKI NG AGCREGATED- SI ZE
0 et herl conpr ess-al | conpr ess-al | 1500

[adm n@M kroTi k] ip packi ng>
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MOXA C101 Synchronous Interface

Document revision 1.3 (February 6, 2008, 2:58 GMT)
This document applies to MikroTik RouterOS V3.0
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General Information

Summary

The MikroTik RouterOS supports MOXA C101 Synchronous 4Mb/s Adapter hardware. The V.35 synchronous
interface is the standard for VSAT and other satellite modems. However, you must check with the satellite
system supplier for the modem interface type.

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface moxa-c101

Standards and Technologies: Cisco/HDL C-X.25 (REC 1356), Frame Relay (RFC1490), PPP
(REC-1661), PPP (RFC-1662)

Hardware usage: Not significant

Description

You can install up to four MOXA C101 synchronous cards in one PC box, if you have so many slots and IRQs
available. Assuming you have all necessary packages and licenses installed, in most cases it should to be
done nothing at that point (all drivers are loaded automatically). However, if you have a non Plug-and-Play
ISA card, the corresponding driver requires to be loaded.
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MOXA C101 PCI variant cabling

The MOXA C101 PCI requires different from MOXA C101 ISA cable. It can be made using the following table:

Additional Documents

DB25f Signal Direction V.35m
4 RTS ouT C
5 CTS IN D
6 DSR IN E
7 GND - B
8 DCD IN F
10 TxDB ouT S
11 TxDA ouT P
12 RxDB IN T
13 RxDA IN R
14 TxCB IN AA
16 TXCA IN Y

20 DTR ouT H

22 RxCB IN X

23 RxCA IN V
short 9 and 25 pin

For more information about the MOXA C101 synchronous 4Mb/s adapter hardware please see:

° http://www.moxa.com/product/sync/C101.htm - the product on-line documentation

° C101 SuperSync Board User's Manual the user's manual in PDF format

Synchronous Interface Configuration

Home menu level: /interface moxa-c101

Description

Moxa c101 synchronous interface is shown under the interfaces list with the name moxa-c101-N

Property Description

cisco-hdlc-keepalive-interval (time; default: 10s) - keepalive period in seconds

clock-rate (integer; default: 64000) - speed of internal clock
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clock-source (external | internal | tx-from-rx | tx-internal; default: external) - clock source
frame-relay-dce (yes | no; default: no) - operate or not in DCE mode

frame-relay-Imi-type (ans | ccitt; default: ansl) - Frame-relay Local Management I nterface type:
e ans - set LMI typeto ANSI-617d (also known as Annex A)

* ccitt - set LMI typeto CCITT Q933a (also known as Annex A)

ignore-dcd (yes | no; default: no) - ignore or not DCD

line-protocol (cisco-hdic | frame-relay | sync-ppp; default: sync-ppp) - line protocol name
mtu (integer; default: 1500) - Maximum Transmit Unit

name (name; default: moxa-c101-N) - interface name

Notes

If you purchased the MOXA C101 Synchronous card from MikroTik, you have received a V.35 cable with it.
This cable should work for all standard modems, which have V.35 connections. For synchronous modems,
which have a DB-25 connection, you should use a standard DB-25 cable.

The MikroTik driver for the MOXA C101 Synchronous adapter allows you to unplug the V.35 cable from one
modem and plug it into another modem with a different dock speed, and you do not need to restart the
interface or router.

Example

[adm n@M kroTi k] interface> noxa-c101
[adm n@M kroTi k] interface nobxa-cl101> print
Flags: X - disabled, R - running
0 R name="noxa-c101-1" ntu=1500 | i ne-protocol =sync-ppp cl ock-rate=64000
cl ock-source=external frame-relay-Im-type=ansi frane-rel ay-dce=no
ci sco- hdl c- keepal i ve-i nt erval =10s i gnor e- dcd=no
[adm n@M kroTi k] interface noxa-cl101>

You can monitor the status of the synchronous interface:

[adm n@M kroTi k] interface noxa-cl101> nonitor 0
dtr: yes
rts: yes
cts: no
dsr: no
dcd: no
[adm n@M kroTi k] interface noxa-cl101>

(onnect a communication device, e.g., a baseband modem, to the V.35 port and turn it on. If the link is
working properly the status of the interface is:

[adm n@M kroTi k] interface noxa-c101> nmonitor O
dtr: yes
rts: yes
cts: yes
dsr: yes
dcd: yes
[adm n@M kroTi k] interface noxa-cl01>

Troubleshooting
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Description

* The synchronous interface does not show up under the interfaces list
Obtain the required license for synchronous feature

° The synchronous link does not work
Check the V.35 cabling and the line between the modems. Read the modem manual

Synchronous Link Application Examples

MikroTik Router to MikroTik Router

Let us consider the following network setup with two MikroTik Routers connected to a leased line with
baseband modems:

|nternet

Interface Fublic
address 10.1.1.12/24

interface moxa

Baseband Modem MikroTik 13 gddress 1.1.1.2/32

Heaad w dbaEd m ’

V.35 MilkroTik Baseband Modem

Interface wan
address 1.1.1.1/32

iNnterface ether?
address 10.0.0.254/24

Interface ether
address 192 168.0.254/24

LAMN
192 168.0.0/24

LASMN
10.0.0.0/24

The driver for MOXA C101 card should be loaded and the interface should be enabled according to the
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instructions given above. The IP addresses assigned to the synchronous interface should be as follows:

[adm n@M kroTi k] ip address> add address=1.1.1.1/32 interface=wan \

\... network=1.1.1.2 broadcast =255. 255. 255. 255

[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWWORK BROADCAST | NTERFACE
0 10. 0. 0. 254/ 24 10. 0. 0. 254 10. 0. 0. 255 et her 2

1 192. 168. 0. 254/ 24 192. 168. 0. 254 192. 168. 0. 255 et herl
2 1.1.1.1/32 1.1.1.2 255. 255. 255. 255 wan
adm n@ kroTi k] ip address> /ping 1.1.1.2
.1.1.2 64 byte pin | =255 ti me=31 ns
.1.1.2 64 byte pin | =255 ti me=26 ns
.1.1.2 64 byte ping: | =255 ti me=26 ns

packets transmtted, 3 packets received, 0% packet |oss
ound-trip mn/avg/ max = 26/27.6/31 ns
[adm n@M kroTi k] ip address>

[ dr
1 g: tt
1 g: tt
1 tt
3
r

The default route should be set to the gateway router 1.1.1.2:

[adm n@M kroTi k] ip route> add gateway 1.1.1.2
[adm n@M kroTi k] ip route> print
Flags: X - disabled, A - active, D - dynam c,

C - connect, S - static, r - rip, b - bgp, o - ospf, m- me,
B - bl ackhole, U - unreachable, P - prohibit
# DST- ADDRESS PREF- SRC G GATEVWAY DI STANCE | NTER. . .
0AS 0.0.0.0/0 r 1.1.1.2 1 wan
1 ADC 10.0.0.0/24 10. 0. 0. 254 r 0 et her 2
2 ADC 192.168.0.0/24 192. 168. 0. 254 r 0 et herl
3 ADC 1.1.1.2/32 1.1.1.1 r 0 wan
[adm n@M kroTi k] ip route>

The configuration of the MikroTik router at the other end is similar:

[adm n@M kroTi k] ip address> add address=1.1.1.2/32 interface=npxa \
\... network=1.1.1.1 broadcast =255. 255. 255. 255
[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWWORK BROADCAST | NTERFACE
0 10.1.1.12/ 24 10.1.1.12 10.1. 1. 255 Publ i c
1.1.1.2/32 1.1.1.1 255. 255. 255. 255 npbxa

1

[adm n@M kroTi k] ip address> /ping 1.1.1.1

1.1.1.1 64 byte ping: ttl=255 tine=31 ns

1.1.1.1 64 byte ping: ttl=255 tine=26 ns

1.1.1.1 64 byte ping: ttl=255 tine=26 ns

3 packets transmtted, 3 packets received, 0% packet |oss
round-trip mn/avg/ max = 26/27.6/31 ns

[adm n@M kroTi k] ip address>

MikroTik Router to Cisco Router

Let us consider the following network setup with MikroTik Router connected to a leased line with baseband
modems and a CISCO router at the other end:
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Internet

interface Ethernetd
address 10.1.1.12/24

interface Senalld
CSC0 address 1.1.1.2/32

Easeband Modem V.38
V35 | :
e MikroTik Baseband Modem
address 1.1.1.1/32 2 ’
iNnterface ether? | == —— Interface ether
address 10.0.0.254/24 / address 192 168.0.254/24
LA
10 0.0 0724 192 168.0.0/24

The driver for MOXA C101 card should be loaded and the interface should be enabled according to the
instructions given above. The IP addresses assigned to the synchronous interface should be as follows:
[adm n@M kroTi k] ip address> add address 1.1.1.1/32 interface wan \

\... network 1.1.1.2 broadcast 255.255.255. 255
[adm n@M kroTi k] ip address> print

Fl ags: X - disabled, | - invalid, D - dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10. 0. 0. 254/ 24 10. 0. 0. 254 10. 0. 0. 255 et her 2
1 192. 168. 0. 254/ 24 192. 168. 0. 254 192. 168. 0. 255 etherl
2 1.1.1.1/32 1.1.1.2 255. 255. 255. 255 wan

[adm n@M kroTi k] ip address> /ping 1.1.1.2

1.1.1.2 64 byte ping: ttl=255 tinme=31 ns

1.1.1.2 64 byte ping: ttl=255 tinme=26 ns

1.1.1.2 64 byte ping: ttl=255 tinme=26 ns

3 packets transmtted, 3 packets received, 0% packet |oss

round-trip mn/avg/ max = 26/27.6/31 ns

[adm n@M kroTi k] ip address>

The default route should be set to the gateway router 1.1.1.2:

[ adm n@M kr oTi k]
[ adm n@M kr oTi k]
b

i oute> add gateway 1.1.1.2
i
Fl ags: X - disable

oute> print
A - active, D - dynamc,

= =

p
p
d,
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C - connect, S - static, r - rip, b - bgp, o - ospf, m- me,
B - bl ackhole, U - unreachable, P - prohibit
# DST- ADDRESS PREF- SRC G GATEVAY DI STANCE | NTER. . .
0OAS 0.0.0.0/0 r 1.1.1.2 1 wan
1 ADC 10.0.0.0/24 10. 0. 0. 254 r 0 et her 2
2 ADC 192.168.0.0/24 192. 168. 0. 254 r 0 et her1
3 ADC 1.1.1.2/32 1.1.1.1 r 0 wan

[adm n@M kroTi k] ip route>

The configuration of the Cisco router at the other end (part of the configuration) is:

Cl SCO#show runni ng- confi g
Bui | di ng configuration...

Current configuration:

interface Ethernet0

description connected to Ethernet LAN
ip address 10.1.1.12 255. 255. 255.0

|

interface Serial0

description connected to M kroTi k
ip address 1.1.1.2 255.255. 255. 252
serial restart-delay 1

'p cl assl ess

|
i
ip route 0.0.0.0 0.0.0.0 10.1.1.254
|

end
Cl SCO#

Send ping packets to the MikroTik router:

Cl SCO#ping 1.1.1.1

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 1.1.1.1, tinmeout is 2 seconds:
I

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/32/40 ns
Cl SCo#

Note! Keep in mind that for the point-to-point link the network mask is set to 32 bits, the argument
network is set to the IP address of the other end, and the broadcast address is set to 255.255.255.255.
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MOXA C502 Dual-port Synchronous Interface

Document revision 1.3 (February 6, 2008, 2:58 GMT)
This document applies to MikroTik RouterOS V3.0
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General Information

Summary

The MikroTik RouterOS supports the MOXA C502 PCI Dual-port Synchronous 8Mb/s Adapter hardware. The
V.35 synchronous interface is the standard for VSAT and other satellite modems. However, you must check
with the satellite system supplier for the modem interface type.

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface moxa-c502

Standards and Technologies: Cisco/HDL C-X.25 (RFEC 1356), Frame Relay (RFC1490), PPP
(REC-1661), PPP (RFC-1662)

Hardware usage: Not significant

Description

You can install up to four MOXA C502 synchronous cards in one PC box, if you have so many PCI slots
available. Assuming you have all necessary packages and licences installed, in most cases it should to be
done nothing at that point (all drivers are loaded automatically).
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Additional Documents

For more information about the MOXA C502 Dual-port Synchronous 8Mb/s Adapter hardware please see:

* http://www.moxa.com/product/sync/C502.htm - the product on-line documentation

* C502 Dual Port Sync Board User's Manuall the user's manual in PDF format

Synchronous Interface Configuration
Home menu level: /interface moxa-c502

Description
Moxa c502 synchronous interface is shown under the interfaces list with the name moxa-c502-N

Property Description

cisco-hdlc-keepalive-interval (time; default: 10s) - keepalive period in seconds
clock-rate (integer; default: 64000) - speed of internal clock

clock-source (external | internal | tx-fromerx | tx-internal; default: external) - clock source
frame-relay-dce (yes | no; default: no) - operate or not in DCE mode

frame-relay-Imi-type (ans | ccitt; default: ansi) - Frame-relay Local Management Interface type:
* ans - set LMI typeto ANSI-617d (also known as Annex A)

e ccitt - set LMI typeto CCITT Q933a (also known as Annex A)

ignore-dcd (yes | no; default: no) - ignore or not DCD

line-protocol (cisco-hdlc | frame-relay | sync-ppp; default: sync-ppp) - line protocol name
mtu (integer; default: 1500) - Maximum Transmit Unit

name (name; default: moxa-c502-N) - interface name

Notes

There will be TWO interfaces for each MOXA C502 card since the card has TWO ports.

The MikroTik driver for the MOXA C502 Dual Synchronous adapter allows you to unplug the V.35 cable from
one modem and plug it into another modem with a different clock speed, and you do not need to restart the
interface or router.

Example

[adm n@M kroTi k] interface> noxa-c502
[adm n@M kroTi k] interface npbxa-c502> print
Flags: X - disabled, R - running
0 R nanme="nobxa-c502-1" ntu=1500 | i ne-protocol =sync-ppp cl ock-rat e=64000
cl ock-source=external frame-relay-In-type=ansi frane-rel ay-dce=no
ci sco- hdl c- keepal i ve-i nt erval =10s
1 R nanme="noxa-c502-2" ntu=1500 | i ne-protocol =sync- ppp cl ock-rat e=64000
cl ock-source=external frane-relay-Ini-type=ansi frame-rel ay-dce=no
ci sco- hdl c- keepal i ve-i nt erval =10s
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[adm n@M kroTi k] interface noxa-c502>

You can monitor the status of the synchronous interface:

[adm n@M kroTi k] interface nmoxa-c502> nmonitor 0O

dtr: yes
rts: yes
cts: no
dsr: no
dcd: no

[adm n@M kroTi k] interface noxa-c502>

(onnect a communication device, e.g., a baseband modem, to the V.35 port and turn it on. If the link is
working properly the status of the interface is:

[adm n@M kroTi k] interface noxa-c502> nmonitor 0

dtr: yes
rts: yes
cts: yes
dsr: yes
dcd: yes

[adm n@M kroTi k] interface noxa-c502>

Troubleshooting

Description

° The synchronous interface does not show up under the interfaces list
Obtain the required license for synchronous feature

° The synchronous link does not work
Check the V.35 cabling and the line between the modems. Read the modem manual

Synchronous Link Application Examples

MikroTik Router to MikroTik Router

Let us consider the following network setup with two MikroTik Routers connected to a leased line with
baseband modems:
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Internet

interface Fublic
address 10.1.1.12/24 ;

e

Interface moxa
address 1.1.1.2/32

Adgd dlddd /

V.35 MikroTilk Baseband Modem

interface wan

address 1.1.1.1/32 2 ’

iNnterface ether? | == — INnterface ether
address 10.0.0.254/24 / address 192 168.0.254/24

LAMN

10.0.0.0/24 192.168.0.0/24

The driver for MOXA C502 card should be loaded and the interface should be enabled according to the
instructions given above. The IP addresses assigned to the synchronous interface should be as follows:

[adm n@M kroTi k] ip address> add address=1.1.1.1/32 interface=wan \
\... network=1.1.1.2 broadcast =255. 255. 255. 255

[adm n@M kroTi k] ip address> print

Fl ags: X - disabled, | - invalid, D - dynanic

# ADDRESS NETWORK BROADCAST | NTERFACE
0 10. 0. 0. 254/ 24 10. 0. 0. 254 10. 0. 0. 255 et her 2

1 192. 168. 0. 254/ 24 192. 168. 0. 254 192. 168. 0. 255 etherl

2 1.1.1.1/32 1.1.1.2 255. 255. 255. 255 wan

adm n@ kroTi k] ip address> /ping 1.1.1.2

1.1.2 64 byte ping: ttl=255 time=31 ns

1.1.2 64 byte ping: ttl=255 tinme=26 ns

1.1.2 64 byte ping: ttl=255 tinme=26 ns

packets transmtted, 3 packets received, 0% packet |oss
ound-trip mn/avg/ max = 26/ 27.6/31 ns

adm n@M kroTi k] ip address>

[
1
1
1
3
»
[

The default route should be set to the gateway router 1.1.1.2:

[ adm n@M kr oTi k]
[ adm n@M kr oTi k]
b

i out e> add gateway=1.1.1.2 interface=wan
i
Fl ags: X - disable

oute> print
A - active, D - dynam c,

= =

p
p
d,
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C - connect, S - static, r - rip, b - bgp, o - ospf, m- me,
B - bl ackhole, U - unreachable, P - prohibit
# DST- ADDRESS PREF- SRC G GATEWAY DI STANCE | NTER. . .
0AS 0.0.0.0/0 r 1.1.1.2 1 wan
1 ADC 10.0.0.0/24 10. 0. 0. 254 r 0 et her 2
2 ADC 192.168.0.0/24 192. 168. 0. 254 r 0 et herl
3 ADC 1.1.1.2/32 1.1.1.1 r 0 wan

[adm n@M kroTi k] ip route>

The configuration of the MikroTik router at the other end is similar:

[adm n@M kroTi k] ip address> add address=1.1.1.2/32 interface=noxa \
\... network=1.1.1.1 broadcast=255. 255. 255. 255
[adm n@M kroTi k] ip address> print

Fl ags: X - disabled, I - invalid, D - dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10.1.1.12/24 10.1.1.12 10. 1. 1. 255 Publ i c
1 1.1.1.2/32 1.1.1.1 255. 255. 255. 255 npxa
[admi n@ kroTi k] ip address> /ping 1.1.1.1
1.1.1.1 64 byte ping: ttl=255 tinme=31 ns
1.1.1.1 64 byte ping: ttl=255 tinme=26 ns
1.1.1.1 64 byte ping: ttl=255 tinme=26 ns
3 packets transmtted, 3 packets received, 0% packet |oss
round-trip m n/avg/ max = 26/27.6/31 ns

[adm n@M kroTi k] ip address>

MikroTik Router to Cisco Router

Let us consider the following network setup with MikroTik Router connected to a leased line with baseband

modems and a CISCO router at the other end:

Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
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Internet

interface Ethernet
address 10.1.1.12/24

interface Senalld
C|SC0 address 1.1.1.2/32

Baseband Modem

Adgd dlddd /

V.35 MikroTilk Baseband Modem

interface wan

address 1.1.1.1/32 2 ’

iNnterface ether? | == — INnterface ether
address 10.0.0.254/24 / address 192 168.0.254/24

LAMN

10.0.0.0/24 192.168.0.0/24

The driver for MOXA C502 card should be loaded and the interface should be enabled according to the
instructions given above. The IP addresses assigned to the synchronous interface should be as follows:

[adm n@M kroTi k] ip address> add address=1.1.1.1/32 interface=wan \
\... network=1.1.1.2 broadcast =255. 255. 255. 255

[adm n@M kroTi k] ip address> print

Fl ags: X - disabled, | - invalid, D - dynanic

# ADDRESS NETWORK BROADCAST | NTERFACE
0 10. 0. 0. 254/ 24 10. 0. 0. 254 10. 0. 0. 255 et her 2

1 192. 168. 0. 254/ 24 192. 168. 0. 254 192. 168. 0. 255 etherl

2 1.1.1.1/32 1.1.1.2 255. 255. 255. 255 wan

adm n@ kroTi k] ip address> /ping 1.1.1.2

1.1.2 64 byte ping: ttl=255 time=31 ns

1.1.2 64 byte ping: ttl=255 tinme=26 ns

1.1.2 64 byte ping: ttl=255 tinme=26 ns

packets transmtted, 3 packets received, 0% packet |oss
ound-trip mn/avg/ max = 26/ 27.6/31 ns

adm n@M kroTi k] ip address>

[
1
1
1
3
»
[

The default route should be set to the gateway router 1.1.1.2:

[ adm n@M kr oTi k]
[ adm n@M kr oTi k]
b

i oute> add gateway 1.1.1.2
i
Fl ags: X - disable

oute> print
A - active, D - dynam c,

= =

p
p
d,
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C - connect, S - static, r - rip, b - bgp, o - ospf, m- mre,

B - bl ackhole, U - unreachable, P - prohibit

# DST- ADDRESS PREF- SRC G GATEWAY DI STANCE | NTER. . .
0OAS 0.0.0.0/0 r 1.1.1.2 1 wan

1 ADC 10.0.0.0/24 10. 0. 0. 254 r 0 et her 2
2 ADC 192.168.0.0/24 192. 168. 0. 254 r 0 et her1
3 ADC 1.1.1.2/32 1.1.1.1 r 0 wan

[adm n@M kroTi k] ip route>

The configuration of the Cisco router at the other end (part of the configuration) is:

Cl SCO#show runni ng- confi g
Bui | di ng configuration..

Current configuration:

interface Ethernet0

description connected to Ethernet LAN
ip address 10.1.1.12 255. 255. 255.0

|

interface Serial0
description connected to M kroTi k
ip address 1.1.1.2 255.255. 255. 252

serial restart-delay 1
|

ip cl assl ess
iproute 0.0.0.0 0.0.0.0 10.1.1.254
|

end
Cl Soo#

Send ping packets to the MikroTik router:

ClSCO#ping 1.1.1.1

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 1.1.1.1, tinmeout is 2 seconds:
1

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/32/40 ns
Cl SCo#

Note! Keep in mind that for the point-to-point link the network mask is set to 32 bits, the argument
network is set to the IP address of the other end, and the broadcast address is set to 255.255.255.255.
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PPP and Asynchronous Interfaces

Document revision 1.3 (October 31, 2007, 13:15 GMT)
This document applies to MikroTik RouterOS V3.0
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General Information

Summary

PPP (Point-to-Point Protocol) provides a method for transmitting datagrams over serial point-to-point links.
Physically it relies on COM1 and COM2 ports from standard PC hardware configurations. These appear as
serial0 and seriall automatically. You can add more serial ports to use the router for a modem pool using
these adapters:

* MOXA (http://www.moxa.com) Smartio CP-132 2-port PCI multiport asynchronous board with
maximum of 8 ports (4 cards)

* MOXA (http://www.moxa.com) Smartio C104H, CP-114 or CT-114 4-port PCI multiport asynchronous
board with maximum of 16 ports (4 cards)

* MOXA (http://www.moxa.com) Smartio C168H, CP-168H or CP-168U 8-port PCI multiport
asynchronous board with maximum of 32 ports (4 cards)

° Cyclades (http://www.cydades.com) Cydom-Y Series 4 to 32 port PCI multiport asynchronous board
with maximum of 128 ports (4 cards)
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* Cydades (http://www.cydades.com) Cyclades-Z Series 16 to 64 port PCI multiport asynchronous board
with maximum of 256 ports (4 cards)

* TCL (http://www.thetd.com) DataBooster 4 or 8 port High Speed Buffered PCI Communication
(ontrollers

Specifications

Packages required: ppp

License required: level1

Home menu level: /interface ppp-client, /interface ppp-server
Standards and Technologies: PPP (REC 1661)

Hardware usage: Not significant

Additional Documents

o http://www.ietf.org/rfc/rfc2138.txt?number=2138
o http://www.ietf.org/rfc/rfc2138.txt?number=2139

Serial Port Configuration
Home menu level: /port
Property Description

baud-rate (integer; default: 9600) - data rate of the port

data-bits (7 | 8; default: 8) - number of bits per character transmitted

flow-control (none | hardware | xon-xoff; default: hardwar e) - flow control method
name (name; default: serialN) - port name

parity (none | even | odd; default: none) - character parity check method

stop-bits (1 | 2; default: 1) - number of stop bits after each character transmitted

used-by (read-only: text) - shows the user (if any) of the port. Only unused ports can be used in
PPP setup

Notes

Keep in mind that baud-rate, data-bits, parity, stop-bits and flow control parameters must be the
same for both communicating parties.

Example
[adm n@M kroTi k] > /port print
# NAME USED- BY BAUD- RATE
0 serialO Seri al Consol e 9600
1 dat abooster1 9600
2 dat aboost er 2 9600
3 dat aboost er 3 9600
4 dat aboost er 4 9600
5 dat aboost er5 9600
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6 dat aboost er6 9600
7 dat abooster7 9600
8 dat aboost er 8 9600
9 cycl adesAl 9600
10 cycl adesA2 9600
11 cycl adesA3 9600
12 cycl adesA4 9600
13 cycl adesA5 9600
14 cycl adesA6 9600
15 cycl adesA7 9600
16 cycl adesA8 9600

[adm n@M kroTi k] > set 9 baud-rat e=38400
[adm n@M kroTi k] >

PPP Server Setup
Home menu level: /interface ppp-server

Description

PPP server provides a remode connection service for users. When dialing in, the users can be authenticated
locally using the local user database in the fuser menu, or at the RADIUS server specified in the /ip ppp
settings.

Property Description

authentication (multiple choice: mschap2, mschapl, chap, pap; default: mschap2, mschapl,
chap, pap) - authentication protocol(s)

max-mru (integer; default: 1500) - maximum value of MRU (Maximum Receive Unit) allowed on
thislink. Largest packet that can be received

max-mtu (integer; default: 1500) - maximum value of MTU (Maximum Transmission Unit)
allowed on this link. Maximum packet size to be transmitted

modeme-init (text; default: " ") - modem initialization string. For example, you may use "s11=40" to
improve dialing speed

mrru (integer) - maximum packet size that can be received on the link. If packet is bigger than
tunnel MTU, it will be split into multiple packets. That way it is possible to send full size (1500 or
even 1514) packets over PPTP or L2TP tunnels.

* disabled - disable MRRU on this link
name (name; default: ppp-inN) - interface name for reference

null-modem (no | yes; default: no) - enable/disable null-modem mode (when enabled, no modem
initialization strings are sent)

port (name) - serial port name
profile (name; default: default) - default (fall-back) profile name used for the link
ring-count (integer; default: 1) - number of rings to wait before answering phone

Notes

Specifying MRRU means enabling MP (Multilink PPP) over single link. This protocol is used to split big packets
into smaller ones. Under Windows it can be enabled in Networking tag, Settings button, "Negotiate multi-link
for single link connections”. Their MRRU is hardcoded to 1614. This setting is usefull to overcome PathMTU
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discovery failures. The MP should be enabled on both peers.
Example

You can add a PPP server using the add command:

[adm n@M kroTi k] interface ppp-server> add nane=test port=seriall

[adm n@M kroTi k] interface ppp-server> print

Flags: X - disabled, R - running

0 X name="test" max-nt u=1500 max-nr u=1500 nrru=di sabl ed port=serial 1

aut hent i cati on=pap, chap, mschapl, nschap2 profil e=default nmodeminit=
ri ng- count =1 nul | - rodemno

[adm n@M kroTi k] interface ppp-server> enable 0

[adm n@M kroTi k] interface ppp-server> nonitor test

status: "waiting for call..."

[adm n@M kroTi k] interface ppp-server>

PPP Client Setup

Home menu level: /interface ppp-client

Description
The section describes PPP dlients configuration routines.

Property Description

add-default-route (yes | no; default: no) - add PPP remote address as a default route

allow (multiple choice: mschap2, mschapl, chap, pap; default: mschap2, mschapl, chap, pap) -
the protocol to allow the client to use for authentication

dial-command (text; default: " ATDT") - AT dial command to use. The default one sets tone diling
mode

dial-on-demand (yes | no; default: no) - enable/disable dial on demand

max-mru (integer; default: 1500) - maximum value of MRU (Maximum Receive Unit) allowed on
thislink. Largest packet that can be received

max-mtu (integer; default: 1500) - maximum value of MTU (Maximum Transmission Unit)
allowed on thislink. Maximum packet size to be transmitted

modem-init (text; default: "") - modem initialization strings. You may use "s11=40" to improve
dialing speed
mrru (integer) - maximum packet size that can be received on the link. If packet is bigger than

tunnel MTU, it will be split into multiple packets. That way it is possible to send full size (1500 or
even 1514) packets over PPTP or L2TP tunnels.

* disabled - disable MRRU on thislink
name (name; default: ppp-inN) - interface name for reference

null-modem (no | yes; default: no) - enable/disable null-modem mode (when enabled, no modem
initialization strings are sent)

password (text; default: " ") - P2P user password on the remote server to use for dialout
phone (integer; default: ") - phone number for dialout
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port (name) - serial port

profile (name; default: default) - local profile to use for dialout

use-peer-dns (yes | no; default: no) - use DNS server settings from the remote server
user (text; default: " ") - P2P user name on the remote server to use for dialout

Notes

Additional dient profiles must be configured on the server side for clients to accomplish logon procedure. For

more information see Related Documents section.

PPP dient profiles must match at least partially (local-address and values related to encryption should

match) with corresponding remote server values.

Example

You can add a PPP client using the add command:

[adm n@M kroTi k] interface ppp-client> add nane=test user=test port=seriall \
\... add-default-route=yes
[adm n@M kroTi k] interface ppp-client> print

Fl ags: X -

di sabl ed, R - running

0 X nanme="test" ntu=1500 nru=1500 port=seriall user="test" password=""
profil e=default phone="" tone-dial =yes nmodeminit="" null-nodenrno
di al - on- demand=no add- def aul t -r out e=yes use- peer-dns=no

[adm n@M kroTi k]
[adm n@M kr oTi k]
[ adm n@M kr oTi k]

u

interface ppp-client> enable O
interface ppp-client> nonitor test
i nterface ppp-client> nmonitor O

status: "dialing out..."

[adm n@M kroTi k] interface ppp-client>

PPP Application Example

Client - Server Setup

In this example we will consider the following network setup:

R1

L

it

¢

el XYY

-

R2

BEMVET cliznt
3.3.3.1 3.3.3.2
phons: 132

login: test

P s
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For a typical server setup we need to add one user to the R1 and configure the PPP server.

[adm n@M kroTi k] ppp secret> add nane=t est password=test |ocal -address=3.3.3.1 \
\... renote-address=3.3.3.2
[adm n@M kroTi k] ppp secret> print
Fl ags: X - disabl ed
0 name="test" service=any caller-id="" password="test" profil e=default
| ocal - address=3. 3. 3. 1 renot e- address=3. 3. 3. 2 routes=""

[adm n@M kroTi k] ppp secret> /int ppp-server
[adm n@M kroTi k] I nterface ppp-server> add port=serial 1 di sabl ed=no
[adm n@M kroTi k] interface ppp-server> print
Flags: X - disabled, R - running
0 name="ppp-i nl" ntu=1500 nru=1500 port=seriall
aut hent | cati on=nschap2, nschap1l, chap, pap profil e=default nodeminit=""
ri ng-count =1 nul | - rodem=no

[adm n@M kroTi k] interface ppp-server>

Now we need to setup the dient to connect to the server:

[adm n@M kroTi k] interface ppp-client> add port=serial 1l user=test password=test \
\... phone=132
[adm n@M kroTi k] interface ppp-client> print
Fl ags: X - disabled, R - running
0 X nanme="ppp-outl” ntu=1500 nru=1500 port=seriall user="test"
password="test" profil e=default phone="132" tone-dial =yes
modem i ni t="" nul | - rodenrno di al - on- denmand=no add- def aul t - r out e=no
use- peer - dns=no

[adm n@M kroTi k] interface ppp-client> enable 0

After a short duration of tinme the routers will be able to ping each other
[adm n@M kroTi k] interface ppp-client> /ping 3.3.3.1

3.3.3.1 64 byte ping: ttl=64 time=43 ns

3.3.3.1 64 byte ping: ttl=64 tinme=11 ns

3.3.3.1 64 byte ping: ttl=64 tinme=12 ns

3.3.3.1 64 byte ping: ttl=64 tinme=11 ns

4 packets transmtted, 4 packets received, 0% packet |oss
round-trip mn/avg/ max = 11/19. 2/ 43 s

[adm n@M kroTi k] interface ppp-client>
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RadioLAN 5.8GHz Wireless Interface
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This document applies to MikroTik RouterOS V3.0
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General Information

Summary

The MikroTik RouterOS supports the following RadioLAN 5.8GHz Wireless Adapter hardware:

* RadioLAN ISA card (Model 101)

° RadioLAN PCMCIA card

For more information about the RadioLAN adapter hardware please see the relevant User???s Guides and
Technical Reference Manuals.

Specifications

Packages required: radiolan
Licenserequired: level4

Home menu level: /interface radiolan
Hardware usage: Not significant

Description
Installing the Wireless Adapter
These installation instructions apply to non-Plug-and-Play ISA cards. If You have a Plug-and-Play compliant

system AND PnP OS Installed option in system BIOS is set to Yes AND you have a Plug-and-Play
compliant ISA or PCI card (using PCMCIA or CardBus card with Plug-and-Play compliant adapter), the driver
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should be loaded automatically. If it is not, these instructions may also apply to your system.
The basic installation steps of the wireless adapter should be as follows:

1. Check the system BIOS settings for peripheral devices, like, Parallel or Serial communication ports.
Disable them, if you plan to use IRQ's assigned to them by the BIOS.

2. Use the RLProg.exe to set the IRQ and Base Port address of the RadioLAN ISA card (Model 101).
RLProg must not be run from a DOS window. Use a separate computer or a bootable floppy to run the
RLProg utility and set the hardware parameters. The factory default values of I/O 0x300 and IRQ 10
might conflict with other devices.

Please note, that not all combinations of I/O base addresses and IRQs may work on your motherboard. As it
has been observed, the IRQ 5 and I/O 0x300 work in most cases.

Wireless Interface Configuration
Home menu level: /interface ratiolan

Description

To set the wireless interface for working with another wireless card in a point-to-point link, you should set
the following parameters:

* The Service Set Identifier. It should match the sid of the other card.

° The Distance should be set to that of the link. For example, if you have 6 km link, use distance 4.7 km
- 6.6 km.

All other parameters can be left as default. You can monitor the list of neighbors having the same sid and
being within the radio range.

Property Description

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocoal,
one of the:

« disabled - the interface will not use ARP protocol
* enabled - the interface will use ARP protocol
 proxy-arp - theinterface will be an ARP proxy (see corresponding manual)
* reply-only - the interface will only reply to the requests originated to its own | P addresses, but
neighbor MAC addresses will be gathered from /ip arp statically set table only.
card-name (text) - card name

default-address (MAC address; default: 00:00:00:00:00:00) - MAC address of a host in the radio
network where to send the packet, if it isfor none of the radio clients

default-destination (ap | as-specified | first-ap | first-client | no-destination; default: first-client) -
default destination. It sets the destination where to send the packet if it is not for aclient in the radio
network

distance (0-150m | 10.2km-13.0km | 2.0km-2.9km | 4.7km-6.6km | 1.1km-2.0km | 150m-1.1km |
2.9km-4.7km | 6.6km-10.2km; default: 0-150m) - distance setting for the link
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mac-addr ess (read-only: MAC address) - MAC address

max-retries (integer; default: 1500) - maximum retries before dropping the packet
mtu (integer; default: 1500) - Maximum Transmission Unit

name (name; default: radiolanN) - assigned interface name

rx-diversity (enabled | disabled; default: disabled) - receive diversity

sid (text) - Service Identifier

tx-diversity (enabled | disabled; default: disabled) - transmit diversity

Example

[adm n@M kroTi k] interface radi ol an> print
Fl ags: X - disabled, R - running
0 R nanme="radi ol anl" ntu=1500 nac-address=00: AO: D4: 20: 4B: E7 ar p=enabl ed
car d- nane="00A0D4204BE7" si d="bbbb" default-destination=first-client
def aul t - addr ess=00: 00: 00: 00: 00: 00 di st ance=0- 150m nmax-retri es=15
t x-di versi ty=di sabl ed rx-di versity=di sabl ed
[adm n@M kroTi k] interface radi ol an>

You can monitor the status of the wireless interface:

[adm n@M kroTi k] interface radi ol an> nonitor radiol anl
defaul t: 00: 00: 00: 00: 00: 00
valid: no
[adm n@M kroTi k] interface radiol an>

Here, the wireless interface card has not found any neighbor.

[adm n@M kroTi k] interface radiolan> set 0 sid ba72 di stance 4. 7km 6. 6km

[adm n@M kroTi k] interface radi ol an> print

Flags: X - disabled, R - running

0 R name="radi ol an1" mtu=1500 nac-address=00: AO: D4: 20: 4B: E7 ar p=enabl ed

car d- name="00A0D4204BE7" si d="ba72" default-destinati on=first-client
def aul t - addr ess=00: 00: 00: 00: 00: 00 di st ance=4. 7km 6. 6km nax-retri es=15
t x- di ver si t y=di sabl ed rx-di versity=di sabl ed

[adm n@M kroTi k] interface radi ol an> nmonitor 0

defaul t: 00: AO: D4: 20: 3B: 7F
val id: yes
[adm n@M kroTi k] interface radi ol an>

Now we'll monitor other cards with the same sid within range:

[adm n@M kroTi k] interface radi ol an> nei ghbor radiol anl print
Flags: A - access-point, R - registered, U - registered-to-us,
D - our-defaul t-destination
NAVE ADDRESS ACCESS- POl NT
D 00A0D4203B7F 00: AO: D4: 20: 3B: 7F
[adm n@M kroTi k] interface radi ol an>

You can test the link by pinging the neighbor by its MAC address:

[adm n@M kroTi k] interface radiol an> pi ng 00: a0: d4: 20: 3b: 7f radi ol anl \

\... size=1500 count =50
sent:
successful | y-sent:
max-retries:
average-retries:
mn-retries:

sent :
successful | y-sent:
max-retries:
average-retries:
mn-retries:

OO0OORrREFEr OO0OO0ORR
(RN
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sent: 21

successful | y-sent: 21
max-retries: 0
average-retries: 0
mn-retries: 0

sent: 31

successful l y-sent: 31
max-retries: 0
average-retries: 0
mn-retries: O

sent: 41

successful l y-sent: 41
max-retries: O
average-retries: 0
mn-retries: O

sent: 50

successful | y-sent: 50
max-retries: 0
average-retries: 0
mn-retries: 0

[ adm n@M kr oTi K]

interface radiol an>

Troubleshooting

Description

° The radiolan interface does not show up under the interfaces list
Obtain the required license for RadioLAN 5.8GHz wireless feature

* The wireless card does not obtain the MAC address of the default destination
Check the cabling and antenna alignment

Wireless Network Applications

Point-to-Point Setup with Routing

Let us consider the following network setup:
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racliclan
10.1.0.2/30

racliclani
10.1.0.1/30

distance=6km
sid=ha72

Router2

Router 1

ether
101.1.12/24

etheri
192.168.0.254/24

LAN
192.168.0.0

The minimum configuration required for the RadioLAN interfaces of both routers is:

1. Setting the Service Set Identifier (up to alphanumeric characters). In our case we use SSID "ba72"

2. Setting the distance parameter, in our case we have 6km link.

The IP addresses assigned to the wireless interface of Router#1 should be from the network 10.1.0.0/30,
e.g.:

[adm n@M kroTi k] ip address> add address=10.1.0.1/30 interface=radi ol anl
[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWWORK BROADCAST | NTERFACE
0 10.1.1.12/ 24 10.1.1.0 10.1. 1. 255 et her1
1 10.1.0.1/30 10.1.0.0 10.1.0.3 radi ol anl

[adm n@M kroTi k] ip address>

The default route should be set to the gateway router 10.1.1.254. A static route should be added for the
network 192.168.0.0/24:

[adm n@M kroTi k] ip route> add gateway=10.1.1. 254

conment copy-from disabled distance dst-address netmask preferred-source
[adm n@M kroTi k] ip route> add gateway=10.1. 1. 254 preferred-source=10.1.0.1
[adm n@M kroTi k] ip route> add dst-address=192. 168. 0. 0/ 24 gat eway=10.1.0.2 \
\... preferred-source=10.1.0.1

[adm n@M kroTi k] ip route> print

Flags: X - disabled, A - active, D - dynam c,

C - connect, S - static, r - rip, b - bgp, o - ospf, m- me,

B - bl ackhole, U - unreachable, P - prohibit

# DST- ADDRESS PREF- SRC G GATEWAY DI STANCE | NTER. . .

0AS 0.0.0.0/0 u 10.1.1. 254 1 radi ol anl

1 AS 192.168.0.0/24 r 10.1.0.2 1 radi ol anl

2 ADC 10.1.0.0/30 10.1.0.1 r 0.0.0.0 0 radi ol anl

3 ADC 10.1.1.0/24 10.1.1.12 r 0.0.0.0 0 etherl
[adm n@M kroTi k] ip route>

The Router#2 should have addresses 10.1.0.2/30 and 192.168.0.254/24 assigned to the radiolan and
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Ethernet interfaces respectively. The default route should be set to 10.1.0.1
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Sangoma Synchronous Cards

Document revision 0.5 (February 6, 2008, 2:56 GMT)
This document applies to MikroTik RouterOS V3.0
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General Information

Summary

The MikroTik RouterOS supports the following Sangoma Technologies WAN adapters:

° Sangoma S5141 (dual-port) and S5142 (quad-port) PCI RS232/V.35/X.21 (4Mbit/s - primary port and
512Kbit/s - secondary ones)

° Sangoma S5148 (single-port) and S5147 (dual-port) PCI E1/T1

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface sangoma

Standards and Technologies. X.21, V.35, TI/E1/G.703, Frame Relay, PPP, Cisco-HDLC
Hardware usage: Not significant

Synchronous Interface Configuration
Home menu level: /interface sangoma

Description

With the introduction of 2.8 release, MikroTik RouterOS supports wide range of Sangoma Technologies
WANPIPE cards. These cards provide a router with the ability to communicate over T1, E1, RS232, V.35 and
X.21 links directly, without the need of external CSU/DSU equipment.

Property Description

active-channels (all | integer; default: all) - for T/E1 channels only. Specifies active EL/T1
channel set
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chdlc-keepalive (time; default: 10s) - Cisco-HDLC keepalive interval in seconds
clock-rate (integer; default: 64000) - internal clock rate in bps

clock-source (internal | external; default: external) - specifies whether the card should rely on
supplied clock or generate its own

frame-relay-dce (yes | no; default: no) - specifies whether the device operates in Data
Communication Equipment mode. The value yesis suitable only for T1 models

frame-relay-Imi-type (ans | ccitt; default: ansi) - Frame Relay Line Management Interface
Protocol type

framing mode (CRC4 | D4 | ESF | ESF-JAPAN | Non-CRC4 | Unframed; default: ESF) - for TI/E1
channels only. The frame mode:

* CRC4 - Cyclic Redundancy Check 4-bit (E1 Signaling, Europe)

* D4 - Fourth Generation Channel Bank (48 VVoice Channelson 2 T-1sor 1 T-1¢)
» ESF - Extended Superframe Format

* Non-CRC4 - plain Cyclic Redundancy Check

» Unframed - do not check frame integrity

line-build-out (0dB | 7.5dB | 15dB | 22.5dB | 110ft | 220ft | 330ft | 440ft | 550ft | 660ft | E1-75 |
E1-120; default: 0dB) - for T1/E1 channels only. Line Build Out Signal Level.

line-code (AMI | B8ZS | HDBS3; default: B8ZYS) - for T/EL channels only. Line modulation method:
* AMI - Alternate Mark Inversion

* B8ZS - Binary 8-Zero Substitution

* HDB3 - High Density Bipolar 3 Code (ITU-T)
line-protocol (cisco-hdlc | frame-relay | sync-ppp; default: sync-ppp) - line protocol
media-type (E1 | T1 | RR232 | V35; default: V35) - the hardware media used for thisinterface
mtu (integer; default: 1500) - Maximum Transmission Unit for the interface
name (name; default: sangomaN) - descriptive interface name

Page 131 of 480
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



LMC/SBEI Synchronous Interfaces

Document revision 0.4 (February 6, 2008, 2:56 GMT)
This document applies to MikroTik RouterOS V3.0
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General Information

Summary

The MikroTik RouterOS supports the following Lanmedia Gorp (LMC)/SBE Inc interfaces:

° LMC/SBEI wanPCI-1T3 PCI T3 (also known as DS3, 44.736Mbps)
* LMC/SBEI wanPCI-1T1E1 PCI T1/E1 (also known as DS1 or LMC1200P, 1.544 Mbps or 2.048 Mbps)

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface sbe

Standards and Technologies: T/E1/T3/G.703, Frame Relay, PPP, Cisco-HDLC
Hardware usage: Not significant

Synchronous Interface Configuration
Home menu level: /interface sbe

Description

With the introduction of 2.8 release, MikroTik RouterOS supports popular SBEI wanPCI-1T3 and
wanPCI-1T1E1 cards. These cards provide a router with the ability to communicate over T1, E1 and T3 links
directly, without the need of external CSU/DSU equipment.

Property Description

chdlc-keepalive (time; default: 10s) - specifies the keepalive interval for Cisco HDLC protocol
circuit-type (el | el-cas | el-plain | el-unframed | t1 | t1-unframed; default: €l) - the circuit type
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particular interface is connected to
clock-rate (integer; default: 64000) - internal clock rate in bps

clock-source (internal | external; default: external) - specifies whether the card should rely on
supplied clock or generate its own

crc32 (yes | no; default: no) - Specifies whether to use CRC32 error correction algorithm or not

frame-relay-dce (yes | no; default: no) - specifies whether the device operates in Data
Communication Equipment mode. The value yesis suitable only for T1 models

frame-relay-Imi-type (ans | ccitt; default: ans) - Frame Relay Line Management Interface
Protocol type

line-protocol (cisco-hdlc | frame-relay | sync-ppp; default: sync-ppp) - encapsulated line protocol
long-cable (yes | no; default: no) - specifies whether to use signal phase shift for very long links
mtu (integer: 68..1500; default: 1500) - IP protocol Maximum Transmission Unit

name (name; default: sbeN) - unique interface name.

scrambler (yes | no; default: no) - when enabled, makes the card unintelligible to anyone without a
special receiver

Application Examples

Connecting two MT routers via T1 crossover

In the following example we will configure two routers to talk to each other via T1 link. The routers are
named R1 and R2 with the addresses of 10.10.10.1/24 and 10.10.10.2/24, respectively. Cisco HDLC will be
used as incapsulation protocol and circuit type will be regular T1.

First, we need to configure synchronous interfaces on both routers. Keep in mind, that one of the interfaces
needs to be set to use its internal clock.

° On R1 router:

[adm n@ kroTi k] > /interface sbe set sbel |ine-protocol =cisco-hdlc \

\... clock-source=internal circuit-type=t1l di sabl ed=no

[adm n@1l] > /interface sbe print

Flags: X - disabled, R - running

0 R nanme="sbel" mntu=1500 |i ne-protocol =cisco-hdlc cl ock-rate=64000

cl ock-source=i nternal crc32=no | ong-cabl e=no scranbl er =no
circuit-type=t1l frame-rel ay-Im-type=ansi frane-rel ay-dce=no
chdl c- keepal i ve=10s

[adm n@1] >

° On R2 router:

[adm n@M kroTi k] > /interface sbe set sbel |ine-protocol =cisco-hdlc \

\... circuit-type=t1 disabl ed=no

[adm n@R2] > /interface sbhe print

Fl ags: X - disabled, R - running

0 R nane="sbel" ntu=1500 |i ne-protocol =cisco-hdlc cl ock-rate=64000

cl ock-sour ce=ext ernal crc32=no | ong-cabl e=no scranbl er =no
circuit-type=tl frane-rel ay-Im-type=ansi frame-rel ay-dce=no
chdl c- keepal i ve=10s

[adm n@R2] >

Then, we should assign IP addresses to both interfaces.
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° On R1 router:
[adm n@1l] > /ip address add address=10.10. 10. 1/ 24 interface=shel

* On R2 router:
[admi n@1] > /ip address add address=10.10. 10. 2/ 24 interface=sbhel

Finally, we could test connection by issuing ping command from R1 router:

[admi n@R1] > /ping 10. 10.
10. 10. 10. 2 64 byte ping:

10. 10. 10. 2 64 byte ping:

10. 10. 10. 2 64 byte ping:

10. 10. 10. 2 64 byte ping:

10. 10. 10. 2 64 byte ping:

5 packets transmitted, 5
round-trip mn/avg/ max =
[adm n@R2] >
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233333
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Property Description
Command Description

Example

General Information

Summary

This manual discusses management of Atheros and Prism chipset based wireless NICs that comply with IEEE
802.11 set of standards. These interfaces use radio waves as a physical signal carrier and are capable of
data transmission with speeds up to 108 Mbps (in 5GHz turbo-mode).

MikroTik RouterOS supports the Intersil Prism II PC/PCI, Atheros AR5000, AR5001X, AR5001X+, AR5002X+,
AR5004X+ and AR5006 chipset based cards for working as wireless clients (station mode), wireless bridges
(bridge mode), wireless access points (ap-bridge mode), and for antenna positioning (alignment-only
mode). For furher information about supported wireless adapters, see Device Driver List

MikroTik RouterQOS provides a complete support for IEEE 802.11a, 802.11b and 802.11g wireless networking
standards. There are several additional features implemented for the wireless networking in RouterOS -
WPA/WPA2 (Wi-Fi Protected Access), WEP (Wired Equivalent Privacy), software and hardware AES
encryption, EAP authenticaton, WDS (Wireless Distribution System), DFS (Dynamic Frequency Selection),
Alignment mode (for positioning antennas and monitoring wireless signal), VAP (Virtual Access Point), ability
to disable packet forwarding among clients, Nstreme wireless transmission protocol and others. You can see
the table of features supported by different cards.

The Nstreme protocol is MikroTik proprietary (i.e., incompatible with other vendors) wireless protocol aimed
to improve point-to-point and point-to-multipoint wireless links. Advanced version of Nstreme, called
Nstreme2 works with a pair of wireless cards (Atheros AR5210 and newer MAC chips only) - one for
transmitting data and one for receiving.

Benefits of Nstreme protocol:

* Client polling. Polling reduces media access times, because the card does not need to ensure the air is
"free" each time it needs to transmit data (the polling mechanism takes care of it)

* Very low protocol overhead per frame allowing super-high data rates
° No implied protocol limits on link distance
° No implied protocol speed degradation for long link distances

* Dynamic protocol adjustment depending on traffic type and resource usage
Quick Setup Guide

Let's consider that you have a wireless interface, called wlanl.

° To set it as an Access Point, working in 802.11g standard, using frequency 2442 MHz and Service Set
Identifier test, do the following configuration:

linterface wirel ess set W anl ssid=test frequency=2442 band=2. 4ghz-b/g \
nmode=ap- bri dge di sabl ed=no
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Now your router is ready to accept wireless dlients.

° To make a point-to-point connection, using 802.11a standard, frequency 5805 MHz and Service Set
Identifier p2p, write:

/interface wirel ess set W anl ssid="p2p" frequency=5805 band=5ghz \
node=bri dge di sabl ed=no

The remote interface should be configured to station as showed below.

° To make the wireless interface as a wireless station, working in 802.11a standard and Service Set
Identifier p2p:
/interface wirel ess set W anl ssid="p2p" band=5ghz npde=station di sabl ed=no

Specifications

Packages required: wireless

License required: level4 (station and bridge mode), level5 (station, bridge and AP mode), levelfreq
(more frequencies)

Home menu level: /interface wireless

Standards and Technologies. IEEE802.11a, |EEE802.11b, | EEE802.119g

Hardware usage: Not significant

Description
The Atheros card has been tested for distances up to 20 km providing connection speed up to 17Mbit/s.
With appropriate antennas and cabling the maximum distance should be as far as 50 km.

These values of ack-timeout were approximated from the tests done by us, as well as by some of our
customers:

ack-timeout
range 5GHz 5GHz-turbo 24GHz-G
Okm default default default
5km 52 30 62
10km 85 48 96
15km 121 67 133
20km 160 89 174
25km 203 111 219
30km 249 137 368
35km 298 168 320
40km 350 190 375
45km 405 - -

Please note that these are not the precise values. Depending on hardware used and many other factors
they may vary up to +/- 15 microseconds.
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You can also use dynamic ack-timeout value - the router will determine ack-timeout setting automatically
by sending periodically packets with a different ack-timeout. Ack-timeout values by which ACK frame was
received are saved and used later to determine the real ack-timeout.

The Nstreme protocol may be operated in three modes:
* Point-to-Point mode - controlled point-to-point mode with one radio on each side

« Dual radio Point-to-Point mode (Nstreme2) - the protocol will use two radios on both sides
simultaneously (one for transmitting data and one for receiving), allowing superfast
point-to-point connection

* Point-to-Multipoint - controlled point-to-multipoint mode with client polling (like
AP-controlled TokenRing)

Hardware Notes

The MikroTik RouterOS supports as many Atheros chipset based cards as many free adapter slots are on
your system. One license is valid for all cards on your system. Note that maximal number of PCMCIA
sockets is 8.

Some chipsets are not stable with Atheros cards and cause radio to stop working. MikroTik RouterBoard 200,
RouterBoard 500 series, and systems based on Intel i815 and i845 chipsets are tested and work stable with
Atheros cards. There might be many other chipsets that are working stable, but it has been reported that
some older chipsets, and some systems based on AMD Duron CPU are not stable.

Only AR5212 and newer Atheros MAC chips are stable with RouterBOARD200 connected via RouterBOARD14
four-port MiniPCI-to-PCI adapter. This note applies only to the RouterBOARD200 platform with
Atheros-based cards.

Wireless Interface Configuration
Home menu level: /interface wireless

Description
In this section we will discuss the most important part of the configuration.

Property Description

ack-timeout (integer | dynamic | indoors) - acknowledgement code timeout (transmission
acceptance timeout) in microseconds for acknowledgement messages. Can be one of these:
 dynamic - ack-timeout is chosen automatically

* indoor s - standard constant for indoor usage
adaptive-noise-immunity (yes | no; default: yes) - adjust various receiver parameters dynamically

to minimize interference and noise effect on the signal quality. Only AR6001XL and AR6001GL
and newer Atheros chips support this feature

allow-sharedkey (yes | no; default: no) - allow WEP Shared Key cilents to connect. Note that no
authentication is done for these clients (WEP Shared keys are not compared to anything) - they are
just accepted at once (if access list allows that)
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antenna-gain (integer; default: 0) - antenna gain in dBi. This parameter will be used to calculate
whether your system meets regulatory domain's requirements in your country

antenna-mode (ant-a | ant-b | rxa-txb | txa-rxb; default: ant-a) - which antenna to use for
transmit/receive data:

 ant-a- use only antennaa

* ant-b - use only antenna b

* rxa-txb - use antenna afor receiving packets, use antenna b for transmitting packets

* txa-rxb - use antenna afor transmitting packets, antenna b for receiving packets
area (text; default: "") - string value that is used to describe an Access Point. Connect List on the
Client's side comparing this string value with area-prefix string value makes decision whether allow

a Client connect to the AP. If area-prefix match the entire area string or only the beginning of it the
Client is allowed to connect to the AP

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol
setting
band - operating band
» 2.4ghz-b - IEEE 802.11b
* 2.4ghz-b/g - IEEE 802.11g (supports a so legacy |EEE 802.11b protocol)
* 2.4ghz-g-turbo - IEEE 802.11g using double channel, providing air rate of up to 108 Mbit
 2.4ghz-onlyg - only IEEE 802.11g
* 5ghz - IEEE 802.11a up to 54 Mbit
* 5ghz-turbo - IEEE 802.11a using double channel, providing air rate of up to 108Mbit
» 2ghz-10mhz - variation of IEEE 802.11g with half the band, and, accordingly, twice lower
speed (air rate of up to 27Mbit)
» 2ghz-5mhz - variation of IEEE 802.11g with quarter the band, and, accordingly, four times
lower speed (air rate of up to 13.5Mbit)
* 5ghz-10mhz - variation of IEEE 802.11a with half the band, and, accordingly, twice lower
speed (air rate of up to 27Mbit)
» 5ghz-5mhz - variation of IEEE 802.11a with quarter the band, and, accordingly, four times
lower speed (air rate of up to 13.5Mbit)
basic-rates-a/g (multiple choice: 6Mbps, 9Mbps, 12Mbps, 18Mbps, 24Mbps, 36Mbps, 48Mbps,
54Mbps; default: 6M bps) - basic rates in 802.11a or 802.11g standard. This should be the minimal
speed all the wireless network nodes support (they will not be ableto connect otherwise). It is
recommended to leave this as default
basic-rates-b (multiple choice: 1Mbps, 2Mbps, 5.5Mbps, 11Mbps; default: IM bps) - basic rates in
802.11b mode. This should be the minimal speed all the wireless network nodes support (they will
not be ableto connect otherwise). It is recommended to leave this as default

bur st-time (time; default: disabled) - time in microseconds which will be used to send data without
stopping. Note that no other wireless cards in that network will be able to transmit data during
burst-time microseconds. This setting is available only for AR5000, AR5001X, and AR5001X+
chipset based cards

compression (yes | no; default: no) - if enabled on AP (in ap-bridge or bridge mode), it advertizes
that it is capable to use hardware data compression. If a client, connected to this AP, also supports
and is configured to use the hardware data compression, it requests the AP to use compression. This
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property does not affect clients, which do not support compression.

country (albania | algeria | argentina | armenia | australia | austria | azerbaijan | bahrain | belarus |
belgium | belize | bolvia | brazl | brunel darussalam | bulgaria | canada | chile | china | colombia |
costa rica | croatia | cyprus | czech republic | denmark | dominican republic | ecuador | egypt | el
salvador | estonia | finland | france | france res| georgia | germany | greece | guatemala | honduras |
hong kong | hungary | iceland | india | indonesia | iran | ireland | israel | italy | japan | japanl |
japan2 | japan3 | japan4 | japan5 | jordan | kazakhstan | korea republic | korea republic2 | kuwait |
latvia | lebanon | liechtenstein | lithuania | luxemburg | macau | macedonia | malaysia | mexico |
monaco | morocco | netherlands | new zealand | no_country set | north korea | norway | oman |
pakistan | panama | peru | philippines | poland | portugal | puerto rico | gatar | romania | russia |
saudi arabia | singapore | slovak republic | slovenia | south africa | spain | sweden | switzerland |
syria | taiwan | thailand | trinidad & tobago | tunisia | turkey | ukraine | united arab emirates | united
kingdom | united states | uruguay | uzbekistan | venezuela | viet nam | yemen | zimbabwe; default:
no_country set) - limits wireless settings (frequency and transmit power) to those which are
allowed in the respective country

* NO_country_set - no regulatory domain limitations

default-ap-tx-limit (integer; default: 0) - limits datarate for each wireless client (in bps)
* 0-nolimits

default-authentication (yes | no; default: yes) - specifies the default action on the client's side for
APs that are not in connect list or on the AP's side for clients that are not in access list
* yes - enables AP to register a client if it is not in access list. In turn for client it allows to
associate with AP not listed in client's connect list

default-client-tx-limit (integer; default: 0) - limits each client's transmit data rate (in bps). Works
only if the client isalso aMikroTik Router
* 0-nolimits

default-forwar ding (yes | no; default: yes) - whether to use data forwarding by default or not. If set
to 'no, the registered clients will not be able to communicate with each other

dfssmode (none | radar-detect | no-radar-detect; default: none) - used for APs to dynamically
select frequency at which this AP will operate
* none - do not use DFS

* no-radar-detect - AP scans channel list from "scan-list" and chooses the frequency which is
with the lowest amount of other networks detected

* radar-detect - AP scans channel list from "scan-list” and chooses the frequency which is with
the lowest amount of other networks detected, if no radar is detected in this channel for 60
seconds, the AP starts to operate at this channel, if radar is detected, the AP continues searching
for the next available channel which iswith the lowest amount of other networks detected

disable-running-check (yes | no; default: no) - disable running check. If value is set to 'no', the
router determines whether the card is up and running - for AP one or more clients have to be
registered to it, for station, it should be connected to an AP. This setting affects the records in the
routing table in away that there will be no route for the card that is not running (the same applies to
dynamic routing protocols). If set to 'yes, the interface will always be shown as running

disconnect-timeout (time; default: 3s) - time since the third sending failure ( 3* (hw-retries+1)
packets have been lost) at the lowest datarate only (i.e. since the first time on-fail-retry-time has
been activated), when the client gets disconnected (logged as "extensive data loss")

frame-lifetime (integer; default: O) - frame lifetime in centiseconds since the first sending attempt
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to send the frame. Wireless normally does not drop any packets at al until the client is
disconnected. If there is no need to accumulate packets, you can set the time after which the packet
will be discarded

* 0 - never drop packets until the client is disconnected (default value)

frequency (integer) - operating frequency of the AP (ignored for the client, which always scans
through its scan list regardless of the value set in thisfield)

frequency-mode  (regulatory-domain | manual-tx-power | superchannel;  default:
regulatory-domain) - defines which frequency channelsto alow

* regulatory-domain - use the channels allowed in the selected country at the allowed transmit
power (with the configured antenna-gain deducted) only. Also note that in this mode card will
never be configured to higher power than allowed by the respective regulatory domain

» manual-tx-power - use the channels allowed in the selected country only, but take transmit
power from the tx-power settings

» superchannel - only possible with the Superchannel license. In this mode all hardware
supported channels and transmit power settings are allowed

hide-ssid (yes | no; default: no) - whether to hide ssid or not in the beacon frames:
* yes- ssid is not included in the beacon frames. AP replies only to probe-requests with the given
ssid
* no - ssid is included in beacon frames. AP replies to probe-requests with the given ssid ant to
‘broadcast ssid' (empty ssid)

hw-retries (integer; default: 15) - number of frame sending retries until the transmission is
considered failed. Data rate is decreased upon failure, but if there is no lower rate, 3 sequential
failures activate on-fail-retry-time transmission pause and the counter restarts. The frame is being
retransmitted either until success or until client is disconnected

interface-type (read-only: text) - adapter type and model
mac-address (MAC address) - Media Access Control (MAC) address of the interface

master -interface (name) - physical wireless interface name that will be used by Virtual Access
Point (VAP) interface

max-station-count (integer: 1..2007; default: 2007) - maxima number of clients allowed to
connect to AP. Real life experiments (from our customers) show that 100 clients can work with one
AP, using traffic shaping
mode (alignment-only | ap-bridge | bridge | nstreme-dual-slave | station | station-pseudobridge |
station-pseudobridge-clone | station-wds | wds-slave; default: station) - operating mode:

« alignment-only - thismode is used for positioning antennas (to get the best direction)

* ap-bridge - theinterface is operating as an Access Point

* bridge - the interface is operating as a bridge. This mode acts like ap-bridge with the only
difference being it allows only one client

* nstreme-dual-slave - the interface is used for nstreme-dual mode
* station - theinterface is operating as a wireless station (client)

* station-pseudobridge - wireless station that can be put in bridge. MAC NAT is performed on
al traffic sent over the wireless interface, so that it look like coming from the station's MAC
address regardless of the actual sender (the standard does not allow station to send packets with
different MAC address from its own). Reverse trandation (when replies arrive from the AP to
the pseudobridge station) is based on the ARP table. Non-IP protocols are being sent to the
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default MAC address (the last MAC address, which the station has received a non-1P packet
from). That means that if there is more than one client that uses non-IP protocols (for example,
PPPoE) behind the station, none of them will be able to work correctly

* station-pseudobridge-clone - similar to the station-pseudobridge, but the station will clone
MAC address of a particular device (set in the station-bridge-clone-mac property), i.e. it will
change itsown address to the one of a different device. In case no address is set in the
station-bridge-clone-mac property, the station postpones connecting to an AP until some
packet, with the source MAC address different from any of the router itself, needs to be
transmitted over that interface. It then connects to an AP with the MAC address of the device
that have sent that packet

* station-wds - the interface is working as a station, but can communicate with aWDS peer
» wds-dlave - the interface is working as it would work in ap-bridge mode, but it adapts to its
WDS peer'sfrequency if it is changed
mtu (integer: 68..1600; default: 1500) - Maximum Transmission Unit
name (name; default: wlanN) - assigned interface name

noise-floor-threshold (integer | default: -128..127; default: default) - noise strength in dBm below
which the card will transmit
on-fail-retry-time (time; default: 100ms) - time, after which we repeat to communicate with a
wireless device, if adatatransmission has failed 3 times on the lowest rate
periodic-calibration (default | disabled | enabled; default: default) - to ensure performance of
chipset over temperature and environmental changes, the software performs periodic calibration
periodic-calibration-interval (integer; default: 60) - interfal between periodic recalibrations, in
seconds
preamble-mode (both | long | short; default: both) - sets the synchronization field in a wireless
packet

* long - has a long synchronization field in a wireless packet (128 bits). Is compatible with

802.11 standard

 short - has a short synchronization field in a wireless packet (56 bits). Is not compatible with
802.11 standard. With short preamble mode it is possible to get dightly higher data rates

* both - supports both - short and long preamble

prism-car dtype (30mw | 100mwW | 200mW) - specify the output of the Prism chipset based card

proprietary-extensions (pre-2.9.25 | post-2.9.25; default: post-2.9.25) - the method to insert
additional information (MikroTik proprietary extensions) into the wireless frames. This option is
needed to workaround incompatibility between the old (pre-2.9.25) method and new Intel Centrino
PCI-Express cards
e pre-2.9.25 - include extensions in the form accepted by older RouterOS versions. This will
include the new format as well, so this mode is compatiblewith al RouterOS versions. This
mode is incompatible with wireless clients built on the new Centrino wireless chipset and may
as well be incompatible with some other stations

radio-name (text) - descriptive name of the card. Only for MikroTik devices

rate-set (default | configured) - which rate set to use:
* default - basic and supported-rates settings are not used, instead default values are used

« configured - basic and supported-rates settings are used as configured
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scan-list (multiple choice: integer | default; default: default) - the list of channelsto scan

 default - represents all frequencies, allowed by the regulatory domain (in the respective
country). If no country is set, these frequencies are used - for 2.4GHz mode: 2412, 2417, 2422,
2427, 2432, 2437, 2442, 2447, 2452, 2457, 2462; for 2.4GHz-g-turbo mode: 2437; for 5GHz
mode: 5180, 5200, 5220, 5240, 5260, 5280, 5300, 5320, 5745, 5765, 5785, 5805, 5825; for
5GHz-turbo: 5210, 5250, 5290, 5760, 5800

security-profile (text; default: default) - which security profile to use. Define security profiles
under /interface wireless security-profiles where you can setup WPA or WEP wireless security, for
further details, see the Security Profiles section of this manual

ssid (text; default: MikroTik) - Service Set Identifier. Used to separate wireless networks
supported-rates-a/g (multiple choice: 6Mbps, 9Mbps, 12Mbps, 18Mbps, 24Mbps, 36Mbps,
48Mbps, 54Mbps) - rates to be supported in 802.11a or 802.11g standard

supported-rates-b (multiple choice: 1Mbps, 2Mbps, 5.5Mbps, 11Mbps) - rates to be supported in
802.11b standard

tx-power (integer: -30..30; default: 17) - manually sets the transmit power of the card (in dBm), if
tx-power-mode is set to card rates or all-rates-fixed (see tx-power-mode description below)
tx-power-mode (all-rates-fixed | card-rates | default | manual-table; default: default) - choose the
transmit power mode for the card:

« all-rates-fixed - use one transmit power value for all rates, as configured in tx-power

e card-rates - use transmit power, that for different rates is calculated according the cards
transmit power algorithm, which as an argument takes tx-power value

* default - use the default tx-power

» manual-table - use the transmit powers as defined in /interface wirel ess manual-tx-power-table
update-stats-interval (time) - how often to update (request from the clients) signal strength and
ccq valuesin /interface wireless registration-table

wds-cost-range (integer; default: 50-150) - range, within which the bridge port cost of the WDS
links are adjusted. The calculations are based on the p-throughput value of the respective WDS
interface, which represents estimated approimate rhtoughput on the interface, which is mapped on
the wds-cost-range scale so that bigger p-throughput would correspond to numerically lower port
cost. The cost is recalculated every 20 seconds or when the p-throughput changes more than by
10% since the last recalculation

wds-default-bridge (name; default: none) - the default bridge for WDS interface. If you use
dynamic WDS then it is very useful in cases when wds connection is reset - the newly created
dynamic WDS interface will be put in this bridge

wds-default-cost (integer; default: 100) - default bridge port cost of the WDS links

wds-ignore-ssid (yes | no; default: no) - if set to 'yes, the AP will create WDS links with any other
AP inthisfrequency. If set to 'no’ the ssid values must match on both APs

wds-mode (disabled | dynamic | static) - WDS mode:
* disabled - WDS interfaces are disabled

» dynamic - WDS interfaces are created 'on the fly’
* static - WDS interfaces are created manually

wmm-support (disabled | enabled | required) - whether to allow (or require) peer to use WMM
extensions to provide basic quality of service
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Notes

The IEEE 802.11 standard limitation makes it impossible for wireless cards in station mode to work as
expected when bridged. That means that if you need to create a bridge, you should not use station mode on
that machine. In case you need a bridge on a wireless station, use station-wds mode (may only be used in
the AP supports WDS). Bridging on the AP side works fine.

It is strongly suggested to leave basic rates at the lowest setting possible.
Using compression, the AP can serve approximately 50 clients with compression enabled!
Compression is supported only by Atheros wireless cards.

If disable-running-check value is set to no, the router determines whether the network interface is up
and running - in order to show flag R for AP, one or more dients have to be registered to it, for station, it
should be connected to an AP. If the interface does not appear as running (R), its route in the routing table
is shown as invalid! If set to yes, the interface will always be shown as running.

On Atheros-based cards, encryption (WEP, WPA, etc.) does not work when compression is enabled.

The tx-power default setting is the maximum tx-power that the card can use. If you want to use larger
tx-rates, you are able to set them, but do it at your own risk! Usually, you can use this parameter to
reduce the tx-power.

In general tx-power controlling properties should be left at the default settings. Changing the default setting
may help with some cards in some situations, but without testing, the most common result is degradation of
range and throughput. Some of the problems that may occur are: (1) overheating of the power amplifier
chip and the card which will cause lower efficiency and more data errors; (2) overdriving the amplifier which
will cause more data errors; (3) excessive power usage for the card and this may overload the 3.3V power
supply of the board that the card is located on resulting in voltage drop and reboot or excessive
temperatures for the board.

For different versions of Atheros chipset there are different value range of ack-timeout property:

) ) 5ghz 5ghz-turbo 2ghz-b 2ghz-g
Chipset version
default| max |default| max |default| max |default| max
5000 (5.2GHz only) 30 204 22 102 N/A N/A N/A N/A
5211 (802.11a/b) 30 409 22 204 109 409 N/A N/A
5212 (802.11a/b/g) 25 409 22 204 30 409 52 409

If the wireless interfaces are put in nstreme-dual-slave mode, all configuration will take place in
/interface wireless nstreme-dual submenu, described further on in this manual. In that case,
configuration made in this submenu will be partially ignored. WDS cannot be used together with the
Nstreme-dual.

Some options are not shown by default - use print advanced in the console or press the "Advanced Mode"
button in Winbox to see all the parameters

Example
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This example shows how configure a wireless dlient.

To see current interface settings:

[adm n@M kroTi k] interface wrel ess> print
Flags: X - disabled, R - running
0 name="w anl" m u=1500 mac-addr ess=00: 0C: 42: 18: 5C: 3D ar p=enabl ed
i nterface-type=Atheros AR5413 node=station ssid="M kroTi k" frequency=2412
band=2. 4ghz-b scan-1|i st=default antenna-npde=ant-a wds- node=di sabl ed
wds- def aul t - bri dge=none wds-i gnor e-ssi d=no def aul t - aut henti cati on=yes
def aul t - f or war di ng=yes default-ap-tx-limt=0 default-client-tx-limt=0

hi de- ssi d=no security-profil e=default conpressi on=no

[adm n@M kr oTi k]

Set the ssid to mmt, band to 2.4-b/g and enable the interface. Use the monitor command to see the

connection status.

[ adm n@M kr oTi k]
band=2. 4ghz-b/ g
[adm n@M kr oTi K]

interface wrel ess>

interface wirel ess> set 0 ssid=mt di sabl ed=no \

interface wireless> nonitor w anl

status: connected-to-ess
band: 2.4ghz-g
frequency: 2412MHz
tx-rate: "54Mops"
rx-rate: "54Mops”
ssid: "mm"
bssi d: 00: 0C:. 42: 05: 00: 14
radi o- name: "000C42050014"
signal -strength: -23dBm
t x- si gnal - strengt h: -35dBm
noi se-floor: -96dBm
si gnal -t o-noi se: 73dB
tx-ccq: 79%
rx-ccq: 46%
p-t hr oughput: 28681
overal | -tx-ccq: 79%
authenticated-clients: 1
current-ack-ti meout: 56
wds- | i nk: no
nstrene: no
fram ng- node: none
rout eros-version: "3.0"
| ast-ip: 10.10.10.1
802. 1x- port-enabl ed: yes

conpr essi on:
current-tx-powers:

notify-external -fdb:

[ adm n@M kr oTi k]

no

1Mops: 19(19), 2Mops: 19(19), 5. 5Mops: 19(19),
11Mops: 19(19), 6Mops: 19(19), 9vbps: 19(19),
12Mops: 19(19), 18Mops: 19(19), 24Mops: 19(19),
36Mops: 18(18), 48Vbps: 17(17), 54Mops: 16( 16)
no

interface wrel ess>

The 'ess' stands for Extended Service Set (IEEE 802.11 wireless networking).

Interface Monitor

Command name: /interface wireless monitor [interface name]

Description

With this command you can monitor your link information. It is very useful if you have established a wireless

link and want to monitor its status.

Property Description
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802.1x-port-enabled (read-only: yes | no) - (on station only) whether the data exchange is allowed
with the AP (i.e, whether 802.1x authentication is completed, if needed). Compare
authenti cated-clients and registered-clients

authenticated-clients (read-only: integer) - clients that have successfully completed 802.11
authentication process and have associated with the AP. Normally it is possible to exchange data
with client right after this step, however WPA/WPA2 needs additional 802.1x authentication and
dynamic key exchange procedures that start only after this stage (see registered-clients). For a
wireless station this property relatesto its AP

band - operating band
bssid (read-only: MAC address) - (on station only) MAC address of the AP

compression (read-only: yes | no) - (on station only) whether data compression is enabled for this
interface

current-ack-timeout (read-only: integer) - current value of ack-timeout

current-tx-power s (read-only: text) - current transmit power values for every rate supported by the
link

framing-mode (read-only: text) - (on station only) current framing mode

frequency (read-only: integer) - operating frequency

last-ip (read-only: IP address) - (on station only) source IP address found in the last IP packet
received from the AP

noise-floor (read-only: text) - (on station only) received current noise level

notify-exter nal-fdb (read-only: yes| no) - whether forwarding database is to be generated from the
link's registration table to add known hosts in the local bridge host table (i.e., the associated bridge
port is configured to request this information - its respective external-fdb property is set to auto or
yes)

nstreme (read-only: yes| no) - whether nstreme protocol is used for this link

overall-tx-ccq (read-only: integer) - overal link CCQ, for transmitting to the wireless
infrastructure, not to aome particular peers

p-throughput (read-only: integer) - (on station only) estimated approximate throughput that is
expected on the given link, by taking into account the effective transmit rate and hardware retries.
Calculated once in 5 seconds

radio-name (read-only: text) - (on station only) radio name

registered-clients (read-only: integer) - (on AP only) number of fully authenticated clients, that
have completed not only 802.11 authentication procedures (as specified in the authenticated-clients
propery), but also 802.1x ones. Registered clients are listed in the registration table and are ready
for data exchange

router os-version (read-only: text) - (on station only) RouterOS version installed on the AP

rx-ccq (read-only: integer: 0..100) - (on station only) Client Connection Quality - a value in
percent that shows how effective the receive bandwidth (this value is received from the other end as
this value represents its transmission quality) is used regarding the theoretically maximum available
bandwidth. Mostly it depends from an amount of retransmited wireless frames.

rx-rate (read-only: text) - (on station only) current receive air rate
signal-strength (read-only: text) - (on station only) received signal strength
signal-to-noise (read-only: text) - (on station only) signal to noise ratio
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ssid (read-only: text) - (on station only) SSID

status (read-only: searching-for-frequency | radar-detecting | running-ap | connected-to-ess |
disabled) - interface status

tx-ccq (read-only: integer: 0..100) - (on station only) Client Connection Quality - a value in percent
that shows how effective the transmit bandwidth is used regarding the theoretically maximum
available bandwidth. Mostly it depends from an amount of retransmited wireless frames.

tx-rate (read-only: text) - (on station only) current transmit air rate

tx-signal-strength (read-only: text) - (on station only) received signal strength on the AP side
(availableif the AP is MikroTik RouterOS)

wds-link (read-only: yes | no) - (on station only) whether this link supports WDS (i.e, is in
station-wds mode)

Notes

Most values reported in station mode but absent for AP, are available in the registration table for particular
stations connected to the AP.

Nstreme Settings
Home menu level: /interface wireless nstreme

Description

You can switch a wireless card to the nstreme mode. In that case the card will work only with nstreme
dients.

Property Description

disable-csma (yes | no; default: no) - disable CSMA/CA when polling is used (better performance)
enable-nstreme (yes | no; default: no) - whether to switch the card into the nstreme mode
enable-polling (yes | no; default: yes) - whether to use polling for clients

framer-limit (integer; default: 3200) - maximal frame size

framer-policy (none | best-fit | exact-size | dynamic-size; default: none) - the method how to
combine frames. A number of frames may be combined into a bigger one to reduce the amount of
protocol overhead (and thus increase speed). The card is not waiting for frames, but in case a
number of packets are queued for transmitting, they can be combined. There are several methods of
framing:

* none - do nothing special, do not combine packets (framing is disabled)

* best-fit - put as much packets as possible in one frame, until the framer-limit limit is met, but

do not fragment packets

» exact-size - put as much packets as possible in one frame, until the framer-limit limit is met,
even if fragmentation will be needed (best performance)

» dynamic-size - choose the best frame size dynamically
name (name) - reference name of the interface
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Notes

The settings here (except for enabling nstreme) are relevant only on Access Point, they are ignored for client
devices! The dient automatically adapts to the AP settings.

WDS for Nstreme protocol requires using station-wds mode on one of the peers. Configurations with WDS
between AP modes (bridge and ap-bridge) will not work.

Example
To enable the nstreme protocol on the wlan1 radio with exact-size framing:

[adm n@M kroTi k] interface wirel ess nstreme> print
0 nane="w anl" enabl e- nstrene=no enabl e- pol | I ng=yes di sabl e- csma=no
framer - poli cy=none franer-Iimt=3200
[adm n@M kroTi k] interface wirel ess nstreme> set w anl enabl e- nstrene=yes \
\... franer-policy=exact-size

Nstreme2 Group Settings
Home menu level: /interface wirel ess nstreme-dual

Description

Two radios in nstreme-dual-slave mode can be grouped together to make nstreme2 Point-to-Point
connection. To put wireless interfaces into a nstreme2 group, you should set their mode to
nstreme-dual-slave. Many parameters from /interface wireless menu are ignored, using the nstreme2,
except:

° frequency-mode

° country

* antenna-gain

° tx-power

° tx-power-mode

* antenna-mode

Property Description

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol
setting
disable-csma (yes | no; default: no) - disable CSMA/CA (better performance)

disable-running-check (yes | no) - whether the interface should always be treated as running even
If there is no connection to a remote peer

framer-limit (integer; default: 2560) - maximal frame size
framer-policy (none | best-fit | exact-size; default: none) - the method how to combine frames. A
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number of frames may be combined into one bigger one to reduce the amout of protocol overhead
(and thus increase speed). The card are not waiting for frames, but in case a number packets are
gueued for transmitting, they can be combined. There are several methods of framing:

* none - do nothing special, do not combine packets

* best-fit - put as much packets as possible in one frame, until the framer-limit limit is met, but
do not fragment packets

» exact-size - put as much packets as possible in one frame, until the framer-limit limit is met,
even if fragmentation will be needed (best performance)

mac-addr ess (read-only: MAC address) - MAC address of the transmitting wireless card in the set
mtu (integer: 0..1600; default: 1500) - Maximum Transmission Unit
name (name) - reference name of the interface

rates-a/g (multiple choice: 6Mbps, 9Mbps, 12Mbps, 18Mbps, 24Mbps, 36Mbps, 48Mbps, 54Mbps)
- rates to be supported in 802.11a or 802.11g standard

rates-b (multiple choice: 1Mbps, 2Mbps, 5.5Mbps, 11Mbps) - rates to be supported in 802.11b
standard

remote-mac (MAC address; default: 00:00:00:00:00:00) - which MAC address to connect to (this
would be the remote receiver card's MAC address)

rx-band - operating band of the receiving radio
» 2.4ghz-b - IEEE 802.11b
» 2.4ghz-g - IEEE 802.11g
 2.4ghz-g-turbo - IEEE 802.11g in Atheros proprietary turbo mode (up to 108Mbit)
* 5ghz - IEEE 802.11a up to 54 Mbit
 5ghz-turbo - IEEE 802.11ain Atheros proprietary turbo mode (up to 108M bit)

» 2ghz-10mhz - variation of IEEE 802.11g with half the band, and, accordingly, twice lower
speed (air rate of up to 27Mbit)

» 2ghz-5mhz - variation of IEEE 802.11g with quarter the band, and, accordingly, four times
lower speed (air rate of up to 13.5Mbit)

* 5ghz-10mhz - variation of |IEEE 802.11a with half the band, and, accordingly, twice lower
speed (air rate of up to 27Mbit)

» 5ghz-5mhz - variation of IEEE 802.11a with quarter the band, and, accordingly, four times
lower speed (air rate of up to 13.5Mbit)

rx-frequency (integer; default: 5320) - Frequency to use for receiving frames
rx-radio (name) - which radio should be used for receiving frames

tx-band - operating band of the transmitting radio
» 2.4ghz-b - IEEE 802.11b

» 2.4ghz-g - IEEE 802.11g

 2.4ghz-g-turbo - IEEE 802.11g in Atheros proprietary turbo mode (up to 108Mbit)
» 5ghz - IEEE 802.11a up to 54 Mbit

 5ghz-turbo - IEEE 802.11ain Atheros proprietary turbo mode (up to 108Mbit)

» 2ghz-10mhz - variation of |EEE 802.11g with half the band, and, accordingly, twice lower
speed (air rate of up to 27Mbit)
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» 2ghz-5mhz - variation of IEEE 802.11g with quarter the band, and, accordingly, four times
lower speed (air rate of up to 13.5Mbit)

e 5ghz-10mhz - variation of |IEEE 802.11a with half the band, and, accordingly, twice lower
speed (air rate of up to 27Mbit)

» 5ghz-5mhz - variation of |IEEE 802.11a with quarter the band, and, accordingly, four times
lower speed (air rate of up to 13.5Mbit)

tx-frequency (integer; default: 5180) - Frequency to use for transmitting frames
tx-radio (name) - which radio should be used for transmitting frames

Notes

WDS cannot be used on Nstreme-dual links.

The difference between tx-freq and rx-freq should be about 200MHz (more is recommended) because of
the interference that may occur!

You can use different bands for rx and tx links. For example, transmit in 2.4ghz-g-turbo and receive data,
using 2.4ghz-b band.

Example

To enable the nstreme2 protocol on a router:

1. Having two Atheros based cards which are not used for anything else, to group them into a nstreme
interface, switch both of them into nstreme-dual-slave mode:

[adm n@M kroTi k] interface wirel ess> print

Flags: X - disabled, R - running

0 R name="w anl" mtu=1500 nac-addr ess=00: 0C: 42: 05: 00: 14 ar p=enabl ed
i nterface-type=Atheros AR5413 node=station ssid="M kroTi k"
frequency=2412 band=2. 4ghz-b/ g scan-|i st=default antenna-nmode=ant-a
wds- node=di sabl ed wds- def aul t - bri dge=none wds-i gnore-ssi d=no
def aul t - aut henti cati on=yes def aul t-forwardi ng=yes
default-ap-tx-1imt=0 default-client-tx-limnmt=0 hide-ssid=no
security-profil e=default conpression=no

1 name="w an2" nt u=1500 nac- addr ess=00: 80: 48: 41: AF: 2A ar p=enabl ed
interface-type=At heros AR5413 npde=stati on ssid="M kroTi k" frequency=2412
band=2. 4ghz-b/ g scan-|i st=default antenna-node=ant-a wds- node=di sabl ed
wds- def aul t - bri dge=none wds-i gnor e-ssi d=no def aul t - aut henti cati on=yes
def aul t - f orwar di ng=yes default-ap-tx-limt=0 default-client-tx-limt=0
hi de- ssi d=no security-profil e=default conpressi on=no

[adm n@M kroTi k] interface wirel ess> set 0,1 npde=nstrene-dual -sl ave

2. Then add nstreme2 interface with exact-size framing:

[adm n@M kroTi k] interface wirel ess nstrene-dual > add \
\... framer-policy=exact-size

3. onfigure which card will be receiving and which - transmitting and specify remote receiver card's MAC
address:

[adm n@M kroTi k] interface wirel ess nstrene-dual > print
Fl ags: X - disabled, R - running
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0 X nane="n-stremel" nmtu=1500 mac-addr ess=00: 00: 00: 00: 00: 00 ar p=enabl ed
di sabl e-runni ng- check=no t x-radi o=(unknown) rx-radi o=(unknown)
r enot e- nac=00: 00: 00: 00: 00: 00 t x- band=5CGHz t x-frequency=5180
r x- band=5CGHz rx-frequency=5320 di sabl e-csnma=no
r at es- b=1Mops, 2Mops, 5. 5Mops, 11Mops
r at es- a/ g=6Mops, 9Mops, 12Mops, 18Mops, 24Mops, 36Mops, 48Mops, 54Mops
framer-pol i cy=exact-size framer-|imt=4000

[adm n@M kroTi k] interface wirel ess nstrenme-dual > set 0 di sabl ed=no \

\... tx-radio=wl anl rx-radi o=wl an2 renot e- mac=00: 0C: 42: 05: 0B: 12

[adm n@M kroTi k] interface wirel ess nstrene-dual > print

Fl ags: X - disabled, R - running

0 R nanme="n-stremel" m u=1500 mac-address=00: 0C: 42: 05: 0B: 12 ar p=enabl ed
di sabl e-runni ng- check=no t x-radi o=wl anl rx-radi o=wl an2
r enot e- nac=00: 00: 00: 00: 00: 00 t x- band=5CGHz t x-frequency=5180
r x- band=5GHz rx-frequency=5320 di sabl e-csnma=no
r at es- b=1Mops, 2Mops, 5. 5Mops, 11Mops
r at es- a/ g=6Mops, 9Mops, 12Mops, 18Mops, 24Mops, 36Mops, 48Mops, 54Mops
framer-pol i cy=exact-size framer-|imt=4000

[adm n@J kroTi k] interface wirel ess nstreme-dual >

Registration Table
Home menu level: /interface wireless registration-table

Description

In the registration table you can see various information about currently connected dients. It is used only for
Access Points.

Property Description

802.1x-port-enabled (read-only: yes | no) - whether the data exchange is allowed with the peer
(i.e., whether 802.1x authentication is completed, if needed)

ack-timeout (read-only: integer) - current value of ack-timeout
ap (read-only: yes| no) - whether the connected device is an Access Point or not
ap-tx-limit (read-only: integer) - transmit rate limit on the AP, in bits per second

authentication-type (read-only: none | wpa-psk | wpa2-psk | wpa-eap | wpa2-eap) - authentication
method used for the peer

bytes (read-only: integer, integer) - number of sent and received packet bytes
client-tx-limit (read-only: integer) - transmit rate limit on the AP, in bits per second
compression (read-only: yes | no) - whether data compresson is used for this peer
encryption (read-only: aes-ccm | tkip) - unicast encryption algorithm used

frame-bytes (read-only: integer, integer) - number of sent and received data bytes excluding
header information

frames (read-only: integer, integer) - number of sent and received 802.11 data frames excluding
retransmitted data frames

framing-current-size (read-only: integer) - current size of combined frames
framing-limit (read-only: integer) - maximal size of combined frames

framing-mode (read-only: none | best-fit | exact-size; default: none) - the method how to combine
frames
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group-encryption (read-only: aes-ccm | tkip) - group encryption agorithm used

hw-frame-bytes (read-only: integer, integer) - number of sent and received data bytes including
header information

hw-frames (read-only: integer, integer) - number of sent and received 802.11 data frames
including retransmitted data frames

interface (read-only: name) - interface that client isregistered to
last-activity (read-only: time) - last interface data tx/rx activity

last-ip (read-only: 1P address) - |P address found in the last IP packet received from the registered
client

mac-addr ess (read-only: MAC address) - MAC address of the registered client
nstreme (read-only: yes| no) - whether nstreme protocol is used for this link

p-throughput (read-only: integer) - estimated approximate throughput that is expected to the given
peer, taking into account the effective transmit rate and hardware retries. Calculated once in 5
seconds

packed-bytes (read-only: integer, integer) - number of bytes packed into larger frames for
transmitting/receiving (framing)

packed-frames (read-only: integer, integer) - number of frames packed into larger ones for
transmitting/receiving (framing)

packets (read-only: integer, integer) - number of sent and received network layer packets
radio-name (read-only: text) - radio name of the peer
router os-version (read-only: name) - RouterOS version of the registered client

rx-ccq (read-only: integer: 0..100) - Client Connection Quality - a value in percent that shows how
effective the receive bandwidth is used regarding the theoretically maximum available bandwidth.
Mostly it depends from an amount of retransmited wireless frames.

rx-rate (read-only: integer) - receive datarate

signal-strength (read-only: integer) - average strength of the client signal recevied by the AP
signal-to-noise (read-only: text) - signal to noise ratio

strength-at-rates (read-only: text) - signal strength level at different rates together with time how
long were these rates used

tx-ccq (read-only: integer: 0..100) - Client Connection Quality - a value in percent that shows how
effective the transmit bandwidth is used regarding the theoretically maximum available bandwidth.
Mostly it depends from an amount of retransmited wireless frames.

tx-frames-timed-out (read-only: integer) - number of frames that have been discarded due to
frame-lifetime timeout

tx-rate (read-only: integer) - transmit data rate

tx-signal-strength (read-only: integer) - average power of the AP transmit signal as received by
the client device

uptime (read-only: time) - time the client is associated with the access point

wds (read-only: no | yes) - whether the connected client is using wds or not

wmme-enabled (read-only: yes | no) - whether WMM is used with this peer

Example
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To see registration table showing all clients currently associated with the access point:

[adm n@J kroTi k] interface wirel ess registration-table> print

# | NTERFACE RADI O- NAME VAC- ADDRESS AP SIGNAL... TX-RATE
0 Wl anl 000C42185C3D 00: 0C: 42: 18: 5C. 3D no -38dBm .. 54Mps
[adm n@M kroTi k] interface wirel ess registration-tabl e>

To get additional statistics:

[adm n@M kroTi k] interface wirel ess> registration-table print stats
0 interface=wl anl radi o- nane="000C42185C3D" nac- addr ess=00: 0C: 42: 18: 5C: 3D
ap=no wds=no rx-rate="1Mps" tx-rate="54Mops" packet s=696, 4147
byt es=5589, 96698 franes=696, 4147 frame- byt es=5589, 71816
hw f ranes=770, 4162 hw-frane- byt es=24661, 171784 t x-frames-ti ned- out =0
upt i me=3h50nm85s | ast-activity=2s440ns si gnal - st r engt h=- 38dBm@.Mops
si gnal -t o- noi se=54dB
strengt h- at - r at es=- 38dBm@. Mps 2s440ns, - 37dBm@Mps 3h50nB5s180ns, -
37dBm@. 5Mops 3h50nm23s330ns, - 36dBmal1Mbps 3h45nBs330ns, -
37dBm@®Mops 3h44nl3s340ns, - 36dBm@ 2Mops 3h43nb5s170ns, -
36dBmal8Mbps 3h43mi3s340ns, - 36dBm@24Mops 3h43n25s180ns, -
37dBm@6Mps 3h43nBs130ns, - 42dBm@8Mops 55s180ns, -
41dBm@®4Mops 3s610ns
t X- si gnal - strengt h=-43dBm t x- ccq=66% r x- ccq=88% p-t hr oughput =30119
ack-ti meout =56 nstrene=no fram ng- nbde=none routeros-versi on="3.0"
ap-tx-1imt=0 client-tx-limt=0 802. 1x- port - enabl ed=yes conpressi on=no
wnm enabl ed=no
[adm n@M kroTi k] interface wrel ess>

Connect List
Home menu level: /interface wireless connect-list

Description

The onnect List is a list of rules (order is important), that determine to which AP the station should connect
to.

At first, the station is searching for APs all frequencies (from scan-list) in the respective band and makes a
list of Access Points. If the ssid is set under /interface wireless, the router removes all Access Points from
its AP list which do not have such ssid

If a rule is matched and the parameter connect is set to yes, the station will connect to this AP. If the
parameter says connect=no or the rule is not matched, we jump to the next rule.

If we have gone through all rules and haven't connected to any AP, yet. The router chooses an AP with the
best signal and ssid that is set under /interface wireless.

In case when the station has not connected to any AP, this process repeats from beginning.

Property Description

area-prefix (text) - a string that indicates the beginning from the area string of the AP. If the AP's
area begins with area-prefix, then this parameter returns true

connect (yes| no) - whether to connect to AP that matches thisrule
inter face (name) - name of the wireless interface

mac-address (MAC address) - MAC address of the AP. If set to 00:00:00:00:00:00, all APs are
accepted
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security-profile (name; default: none) - name of the security profile, used to connect to the AP. If
none, then those security profileis used which is configured for the respective interface

signal-range (integer) - signa strength range in dBm. Rule is matched, if the signal from AP is
within thisrange

ssid (text) - the ssid of the AP. If none set, all ssid's are accepted. Different ssids will be
meaningful, if the ssid for the respective interface is set to "

Access List
Home menu level: /interface wirel ess access-list

Description

The access list is used by the Access Point to restrict associations of clients. This list contains MAC addresses
of dients and determines what action to take when client attempts to connect. Also, the forwarding of
frames sent by the dient is controlled. Note that is is an ordered list (i.e., checked from top to bottom).

The association procedure is as follows: when a new dient wants to associate to the AP that is configured on
interface wlanN, an entry with client's MAC address and interface wlanN is looked up sequentially from top
to bottom in the access-list. If such entry is found, action specified in the access list is performed, else
default-authentication and default-forwarding arguments of interface wlanN are taken.

Property Description

ap-tx-limit (integer; default: 0) - limits datarate for thiswireless client (in bps)

* 0-nolimits
authentication (yes | no; default: yes) - whether to accept or to reject this client when it tries to
connect

client-tx-limit (integer; default: 0) - limits this client's transmit data rate (in bps). Works only if the
clientisalso aMikroTik Router

* 0-nolimits
forwarding (yes | no; default: yes) - whether to forward the client's frames to other wireless clients
interface (name) - name of the respective interface
mac-address (MAC address) - MAC address of the client (can be 00:00:00:00:00:00 for any client)
private-algo (104bit-wep | 40bit-wep | none) - which encryption algorithm to use
private-key (text; default: " ") - private key of the client. Used for private-algo

private-pre-shared-key (text) - private preshared key for that station (in case any of the PSK
authentication methods were used)

signal-range (integer) - signa strength range in dBm. Rule is matched, if the signal from AP is
within thisrange

time (time) - ruleis only matched during the specified period of time

Notes

If you have default authentication action for the interface set to yes, you can disallow this node to register at
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the AP's interface wlanN by setting authentication=no for it. Thus, all nodes except this one will be able to
register to the interface wlanN.

If you have default authentication action for the interface set to no, you can allow this node to register at
the AP's interface wlanN by setting authentication=yes for it. Thus, only the specified nodes will be able to
register to the interface wlanN.

Example

To allow authentication and forwarding for the dient 00:01:24:70:3A:BB from the wlan1 interface using WEP
40bit algorithm with the key 1234567890:
[adm n@M kroTi k] interface wirel ess access-list> add nac- address= \
\... 00:01:24:70: 3A: BB i nterface=wl anl private-al go=40bit-wep private-key=1234567890
[adm n@M kroTi k] interface wirel ess access-list> print
Fl ags: X - disabl ed
0 mac- addr ess=00: 01: 24: 70: 3A: BB i nterface=wl anl si gnal -range=-120. 120
aut henti cati on=yes forwardi ng=yes ap-tx-linmt=0 client-tx-limnt=0
privat e- al go=40bi t -wep privat e- key="1234567890" pri vat e- pre-shar ed- key=""
[adm n@M kroTi k] interface wrel ess access-1list>

Info
Home menu level: /interface wirelessinfo

Description
This facility provides you with general wireless interface information.

Property Description

2ghz-b-channels (multiple choice, read-only: 2312, 2317, 2322, 2327, 2332, 2337, 2342, 2347,
2352, 2357, 2362, 2367, 2372, 2412, 2417, 2422, 2427, 2432, 2437, 2442, 2447, 2452, 2457, 2462,
2467, 2472, 2484, 2512, 2532, 2552, 2572, 2592, 2612, 2632, 2652, 2672, 2692, 2712, 2732) - the
list of 2GHz |EEE 802.11b channels (frequencies are given in MHz)

2ghz-g-channels (multiple choice, read-only: 2312, 2317, 2322, 2327, 2332, 2337, 2342, 2347,
2352, 2357, 2362, 2367, 2372, 2412, 2417, 2422, 2427, 2432, 2437, 2442, 2447, 2452, 2457, 2462,
2467, 2472, 2512, 2532, 2552, 2572, 2592, 2612, 2632, 2652, 2672, 2692, 2712, 2732, 2484) - the
list of 2GHz IEEE 802.11g channels (frequencies are given in MHz)

5ghz-channels (multiple choice, read-only: 4920, 4925, 4930, 4935, 4940, 4945, 4950, 4955, 4960
4965, 4970, 4975, 4980, 4985, 4990, 4995, 5000, 5005, 5010, 5015, 5020, 5025, 5030, 5035, 5040,
5045, 5050, 5055, 5060, 5065, 5070, 5075, 5080, 5085, 5090, 5095, 5100, 5105, 5110, 5115, 5120,
5125, 5130, 5135, 5140, 5145, 5150, 5155, 5160, 5165, 5170, 5175, 5180, 5185, 5190, 5195, 5200,
5205, 5210, 5215, 5220, 5225, 5230, 5235, 5240, 5245, 5250, 5255, 5260, 5265, 5270, 5275, 5280,
5285, 5290, 5295, 5300, 5305, 5310, 5315, 5320, 5325, 5330, 5335, 5340, 5345, 5350, 5355, 5360,
5365, 5370, 5375, 5380, 5385, 5390, 5395, 5400, 5405, 5410, 5415, 5420, 5425, 5430, 5435, 5440,
5445, 5450, 5455, 5460, 5465, 5470, 5475, 5480, 5485, 5490, 5495, 5500, 5505, 5510, 5515, 5520,
5525, 5530, 5535, 5540, 5545, 5550, 5555, 5560, 5565, 5570, 5575, 5580, 5585, 5590, 5595, 5600,
5605, 5610, 5615, 5620, 5625, 5630, 5635, 5640, 5645, 5650, 5655, 5660, 5665, 5670, 5675, 5680,
5685, 5690, 5695, 5700, 5705, 5710, 5715, 5720, 5725, 5730, 5735, 5740, 5745, 5750, 5755, 5760,
5765, 5770, 5775, 5780, 5785, 5790, 5795, 5800, 5805, 5810, 5815, 5820, 5825, 5830, 5835, 5840,

Page 156 of 480
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



5845, 5850, 5855, 5860, 5865, 5870, 5875, 5880, 5885, 5890, 5895, 5900, 5905, 5910, 5915, 5920,
5925, 5930, 5935, 5940, 5945, 5950, 5955, 5960, 5965, 5970, 5975, 5980, 5985, 5990, 5995, 6000,
6005, 6010, 6015, 6020, 6025, 6030, 6035, 6040, 6045, 6050, 6055, 6060, 6065, 6070, 6075, 6080,
6085, 6090, 6095, 6100) - the list of 5GHz channels (frequencies are given in MHz)

5ghz-turbo-channels (multiple choice, read-only: 4920, 4925, 4930, 4935, 4940, 4945, 4950,
4955, 4960, 4965, 4970, 4975, 4980, 4985, 4990, 4995, 5000, 5005, 5010, 5015, 5020, 5025, 5030,
5035, 5040, 5045, 5050, 5055, 5060, 5065, 5070, 5075, 5080, 5085, 5090, 5095, 5100, 5105, 5110,
5115, 5120, 5125, 5130, 5135, 5140, 5145, 5150, 5155, 5160, 5165, 5170, 5175, 5180, 5185, 5190,
5195, 5200, 5205, 5210, 5215, 5220, 5225, 5230, 5235, 5240, 5245, 5250, 5255, 5260, 5265, 5270,
5275, 5280, 5285, 5290, 5295, 5300, 5305, 5310, 5315, 5320, 5325, 5330, 5335, 5340, 5345, 5350,
5355, 5360, 5365, 5370, 5375, 5380, 5385, 5390, 5395, 5400, 5405, 5410, 5415, 5420, 5425, 5430,
5435, 5440, 5445, 5450, 5455, 5460, 5465, 5470, 5475, 5480, 5485, 5490, 5495, 5500, 5505, 5510,
5515, 5520, 5525, 5530, 5535, 5540, 5545, 5550, 5555, 5560, 5565, 5570, 5575, 5580, 5585, 5590,
5595, 5600, 5605, 5610, 5615, 5620, 5625, 5630, 5635, 5640, 5645, 5650, 5655, 5660, 5665, 5670,
5675, 5680, 5685, 5690, 5695, 5700, 5705, 5710, 5715, 5720, 5725, 5730, 5735, 5740, 5745, 5750,
5755, 5760, 5765, 5770, 5775, 5780, 5785, 5790, 5795, 5800, 5805, 5810, 5815, 5820, 5825, 5830,
5835, 5840, 5845, 5850, 5855, 5860, 5865, 5870, 5875, 5880, 5885, 5890, 5895, 5900, 5905, 5910,
5915, 5920, 5925, 5930, 5935, 5940, 5945, 5950, 5955, 5960, 5965, 5970, 5975, 5980, 5985, 5990,
5995, 6000, 6005, 6010, 6015, 6020, 6025, 6030, 6035, 6040, 6045, 6050, 6055, 6060, 6065, 6070,
6075, 6080, 6085, 6090, 6095, 6100) - the list of SGHz-turbo channels (frequencies are given in
MH2z)

ack-timeout-control (read-only: yes | no) - provides information whether this device supports
transmi ssion acceptance timeout control

alignment-mode (read-only: yes| no) - is the alignment-only mode supported by this interface
burst-support (yes | no) - whether the interface supports data bursts (burst-time)

chip-info (read-only: text) - information from EEPROM

default-periodic-calibration (read-only: yes| no) - whether the card supports periodic-calibration

firmware (read-only: text) - current firmware of the interface (used only for Prism chipset based
cards)

interface-type (read-only: text) - shows the hardware interface type

noise-floor-control (read-only: yes | no) - does this interface support noise-floor-thershold
detection

nstreme-support (read-only: yes| no) - whether the card supports n-streme protocol
scan-support (yes| no) - whether the interface supports scan function (‘/interface wireless scan')

supported-bands (multiple choice, read-only: 2ghz-b, 5ghz, 5ghz-turbo, 2ghz-g) - the list of
supported bands

tx-power-control (read-only: yes | no) - provides information whether this device supports
transmission power control

virtual-aps (read-only: yes | no) - whether this interface supports Virtual Access Points (/interface
wireless add’)

Notes

There is a special argument for the print command - print count-only. It forces the print command to print
only the count of information topics.
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/interface wireless info print command shows only channels supported by a particular card.

Example

[adm n@M kroTi k] interface wirel ess info> prlnt
0 interface- type= At her os AR5413 chi p-i nfo="mac: Oxa/ 0x5, phy: Ox61, ab5: 0x63,
eepr om 0x5002" pci -i nf 0="00: 04. 0"
capabi |l i ti es=t x- power-control, ack-ti meout-contro
power - channel , wnm
def aul t - peri odi c-cal i brati on=enabl ed
support ed- bands=2ghz- b, 5ghz, 5ghz- t ur bo, 2ghz- g, 2ghz- g- t ur bo, 5ghz- 10nhz, 5ghz- 5nhz, 2ghz- 10nhz, 2ghz- 5mhz
2ghz- b- channel s=2192: 0, 2197: 0, 2202: 0, 2207: 0, 2212: 0, 2217: 0, 2222: 0, 2227: 0, 2232: 0, 2237: 0, 2242: 0, 2247: 0, 2
2287: 0, 2292: 0, 2297: 0, 2302: 0, 2307: 0, 2312: 0, 2317: 0, 2322: 0, 2327: 0, 2332: 0, 2337: 0, 2342: 0, 2347: 0, 2352: 0, 235
2382: 0, 2387: 0, 2392: 0, 2397: 0, 2402: 0, 2407: 0, 2412: 0, 2417: 0, 2422: 0, 2427: 0, 2432: 0, 2437: 0, 2442: 0, 2447: 0, 245
2477: 0, 2482: 0, 2487: 0, 2492: 0, 2497: 0, 2502: 0, 2507: 0, 2224: 0, 2229: 0, 2234: 0, 2239: 0, 2244: 0, 2249: 0, 2254: 0, 225
2284: 0, 2289: 0, 2294: 0, 2299: 0, 2304: 0, 2309: 0, 2314: 0, 2319: 0, 2324: 0, 2329: 0, 2334: 0, 2339: 0, 2344: 0, 2349: 0, 235
2379: 0, 2384: 0, 2389: 0, 2394: 0, 2399: 0, 2404: 0, 2409: 0, 2414: 0, 2419: 0, 2424: 0, 2429: 0, 2434: 0, 2439: 0, 2444: 0, 244
2474: 0, 2479: 0, 2484: 0, 2489: 0, 2494: 0, 2499: 0, 2504: 0, 2509: 0, 2514: 0, 2519: 0, 2524: 0, 2529: 0, 2534: 0, 2539: 0
5ghz- channel s=4920: 0, 4925: 0, 4930: 0, 4935: 0, 4940: 0, 4945: 0, 4950: 0, 4955: 0, 4960: 0, 4965: 0, 4970: 0, 4975: 0, 498
5015: 0, 5020: 0, 5025: 0, 5030: 0, 5035: 0, 5040: 0, 5045: 0, 5050: 0, 5055: 0, 5060: 0, 5065: 0, 5070: 0, 5075: 0, 5080: 0, 508
5110: 0, 5115: 0, 5120: 0, 5125: 0, 5130: 0, 5135: 0, 5140: 0, 5145: 0, 5150: 0, 5155: 0, 5160: 0, 5165: 0, 5170: 0, 5175: 0, 518
5205: 0, 5210: 0, 5215: 0, 5220: 0, 5225: 0, 5230: 0, 5235: 0, 5240: 0, 5245: 0, 5250: 0, 5255: 0, 5260: 0, 5265: 0, 5270: 0, 527
5300: 0, 5305: 0, 5310: 0, 5315: 0, 5320: 0, 5325: 0, 5330: 0, 5335: 0, 5340: 0, 5345: 0, 5350: 0, 5355: 0, 5360: 0, 5365: 0, 537
5395: 0, 5400: 0, 5405: 0, 5410: 0, 5415: 0, 5420: 0, 5425: 0, 5430: 0, 5435: 0, 5440: 0, 5445: 0, 5450: 0, 5455: 0, 5460: 0, 546
5490: 0, 5495: 0, 5500: 0, 5505: 0, 5510: 0, 5515: 0, 5520: 0, 5525: 0, 5530: 0, 5535: 0, 5540: 0, 5545: 0, 5550: 0, 5555: 0, 556
5585: 0, 5590: 0, 5595: 0, 5600: 0, 5605: 0, 5610: 0, 5615: 0, 5620: 0, 5625: 0, 5630: 0, 5635: 0, 5640: 0, 5645: 0, 5650: 0, 565
5680: 0, 5685: 0, 5690: 0, 5695: 0, 5700: 0, 5705: 0, 5710: 0, 5715: 0, 5720: 0, 5725: 0, 5730: 0, 5735: 0, 5740: 0, 5745: 0, 575
5775: 0, 5780: 0, 5785: 0, 5790: 0, 5795: 0, 5800: 0, 5805: 0, 5810: 0, 5815: 0, 5820: 0, 5825: 0, 5830: 0, 5835: 0, 5840: 0, 584
5870: 0, 5875: 0, 5880: 0, 5885: 0, 5890: 0, 5895: 0, 5900: 0, 5905: 0, 5910: 0, 5915: 0, 5920: 0, 5925: 0, 5930: 0, 5935: 0, 594
5965: 0, 5970: 0, 5975: 0, 5980: 0, 5985: 0, 5990: 0, 5995: 0, 6000: 0, 6005: 0, 6010: 0, 6015: 0, 6020: 0, 6025: 0, 6030: 0, 603
6060: 0, 6065: 0, 6070: 0, 6075: 0, 6080: 0, 6085: 0, 6090: 0, 6095: 0, 6100: O
5ghz-t ur bo- channel s= 4920: 0, 4925: 0, 4930: 0, 4935: 0, 4940: 0, 4945: 0, 4950: 0, 4955: 0, 4960: 0, 4965: 0, 4970: 0, 4975
5015: 0, 5020: 0, 5025: 0, 5030: 0 5035:0 5040:0 5045:0 5050:0 5055:0 5060:0 5065:0 5070: 0 5075: 0 5080: 0 508
5110: 0, 5115: 0, 5120: 0, 5125: 0, 5130: 0, 5135: 0, 5140: 0, 5145: 0, 5150: 0, 5155: 0, 5160: 0, 5165: 0, 5170: 0, 5175: 0, 518
5205:0,5210:0,5215:0,5220:0,5225:0,5230:0,5235:0,5240:0,5245:0,5250:0,5255:0,5260:0,5265:0,5270:0,527
5300: 0, 5305: 0, 5310: 0, 5315: 0, 5320: 0, 5325: 0, 5330: 0, 5335: 0, 5340: 0, 5345: 0, 5350: 0, 5355: 0, 5360: 0, 5365: 0, 537
5395: 0, 5400: 0, 5405: 0, 5410: 0, 5415: 0, 5420: 0, 5425: 0, 5430: 0, 5435: 0, 5440: 0, 5445: 0, 5450: 0, 5455: 0, 5460: 0, 546
5490: 0, 5495: 0, 5500: 0, 5505: 0, 5510: 0, 5515: 0, 5520: 0, 5525: 0, 5530: 0, 5535: 0, 5540: 0, 5545: 0, 5550: 0, 5555: 0, 556
5585: 0, 5590: 0, 5595: 0, 5600: 0, 5605: 0, 5610: 0, 5615: 0, 5620: 0, 5625: 0, 5630: 0, 5635: 0, 5640: 0, 5645: 0, 5650: 0, 565
5680: 0, 5685: 0, 5690: 0, 5695: 0, 5700: 0, 5705: 0, 5710: 0, 5715: 0, 5720: 0, 5725: 0, 5730: 0, 5735: 0, 5740: 0, 5745: 0, 575
5775: 0,5780: 0, 5785: 0, 5790: 0, 5795: 0, 5800: 0, 5805: 0, 5810: 0, 5815: 0, 5820: 0, 5825: 0, 5830: 0, 5835: 0, 5840: 0, 584
5870: 0, 5875: 0, 5880: 0, 5885: 0, 5890: 0, 5895: 0, 5900: 0, 5905: 0, 5910: 0, 5915: 0, 5920: 0, 5925: 0, 5930: 0, 5935: 0, 594
5965: 0, 5970: 0, 5975: 0, 5980: 0, 5985: 0, 5990: 0, 5995: 0, 6000: 0, 6005: 0, 6010: 0, 6015: 0, 6020: 0, 6025: 0, 6030: 0, 603
6060: 0, 6065: 0, 6070: 0, 6075: 0, 6080: 0, 6085: 0, 6090: 0, 6095: 0, 6100: 0
g- channel s=2192: 0, 2197: 0, 2202: 0, 2207: 0, 2212: 0, 2217: 0, 2222: 0, 2227: 0, 2232: 0, 2237: 0, 2242: 0, 2247: 0, 2

a2: 0xO,

,virtual - ap, al i gnnment - node, noi se-fl oor-control, scann

2ghz-

2287
2382
2477
2284:
2379
2474
2ghz-
2282
2372
2462
2264:
2354:
2444

5ghz-
5010:
5100:
5190:
5280:
5370:
5460

5550:
5640:
5730:
5820:
5910:
6000

0, 2292:
0, 2387:
0, 2482:
0, 2289:
0, 2384:
0, 2479:

0, 2287:
0, 2377:
0, 2467:
0, 2269:
0, 23509:
0, 2449:

0, 2297: 0, 2302: 0, 2307
0, 2392: 0, 2397: 0, 2402:
0, 2487: 0, 2492: 0, 2497
0, 2294: 0, 2299: 0, 2304:
0, 2389: 0, 2394: 0, 2399
0, 2484: 0, 2489: 0, 2494:

0, 2312: 0, 2317: 0, 2322:
0, 2407: 0, 2412: 0, 2417:
0, 2502: 0, 2507: 0, 2224:
0, 2309: 0, 2314: 0, 2319:
0, 2404: 0, 2409: 0, 2414:
0, 2499: 0, 2504: 0, 2509:
g- tur bo- channel s=2192: 0, 2197: 0, 2202: 0, 2207: 0, 2212: 0, 2217: 0, 2222: 0, 2227: 0, 2232: 0, 2237: 0, 2242: 0, 22
0, 2292: 0, 2297: 0, 2302
0, 2382: 0, 2387: 0, 2392
0, 2472: 0, 2477: 0, 2482
0, 2274: 0, 2279: 0, 2284:
0, 2364: 0, 2369: 0, 2374:
0, 2454: 0, 2459: 0, 2464

0, 2307:
0, 2397:
0, 2487:
0, 2289:
0, 2379:
0, 2469:

0, 2312
0, 2402:
0, 2492
0, 2294:
0, 2384:
0, 2474:

2534: 0, 2539: 0

10mhz- power - channel s=4920: 0, 4925: 0,
0, 5015:
0, 5105:
0, 5195:
0, 5285:
0, 5375:
0, 5465:
0, 5555:
0, 5645:
0, 5735:
0, 5825:
0, 5915:
0, 6005:

0, 5020:
0, 5110:
0, 5200:
0, 5290:
0, 5380:
0, 5470
0, 5560:
0, 5650:
0, 5740:
0, 5830:
0, 5920:
0, 6010

0, 5025:
0, 5115:
0, 5205:
0, 5295:
0, 5385:
0, 5475:
0, 5565:
0, 5655:
0, 5745:
0, 5835:
0, 5925:
0, 6015:

0, 5030:
0, 5120:
0, 5210:
0, 5300:
0, 5390:
0, 5480
0, 5570:
0, 5660:
0, 5750:
0, 5840:
0, 5930:
0, 6020

4930: 0
0, 5040:
0, 5130:
0, 5220:
0, 5310:
0, 5400:
0, 5490
0, 5580:
0, 5670:
0, 5760:
0, 5850:
0, 5940:
0, 6030

0, 5035:
0, 5125:
0, 5215:
0, 5305:
0, 5395:
0, 5485:
0, 5575:
0, 5665:
0, 5755:
0, 5845:
0, 5935:
0, 6025:

0, 2317:
0, 2407:
0, 2497:
0, 2299:
0, 2389:
0, 2479:

4935: 0,
0, 5045:
0, 5135:
0, 5225:
0, 5315:
0, 5405:
0, 5495:
0, 5585:
0, 5675:
0, 5765:
0, 5855:
0, 5945:
0, 6035:

0, 2327: 0, 2332
0, 2422: 0, 2427
0, 2229: 0, 2234:
0, 2324: 0, 2329:
0, 2419: 0, 2424:
0, 2514: 0, 2519

0, 2322
0, 2412:
0, 2502
0, 2304:
0, 2394:
0, 2484:

4940: 0
0, 5050:
0, 5140:
0, 5230:
0, 5320:
0, 5410:
0, 5500:
0, 5590:
0, 5680:
0, 5770:
0, 5860:
0, 5950:
0, 6040

0, 2327:
0, 2417:
0, 2507:
0, 2309:
0, 2399:
0, 2489:

4945: 0,
0, 5055:
0, 5145:
0, 5235:
0, 5325:
0, 5415:
0, 5505:
0, 5595:
0, 5685:
0, 5775:
0, 5865:
0, 5955:
0, 6045:

0, 2337: 0, 2342: 0, 2347
0, 2432: 0, 2437: 0, 2442
0, 2239: 0, 2244: 0, 2249
0, 2334: 0, 2339: 0, 2344:
0, 2429: 0, 2434: 0, 2439
0, 2524: 0, 2529: 0, 2534:

0, 2332
0, 2422
0, 2224:
0, 2314:
0, 2404:
0, 2494:

0, 2337:
0, 2427:
0, 2229:
0, 2319:
0, 24009:
0, 2499:

4950: 0, 4955: 0
0, 5060: 0, 5065
0, 5150: 0, 5155
0, 5240: 0, 5245:
0, 5330: 0, 5335
0, 5420: 0, 5425
0, 5510: 0, 5515
0, 5600: 0, 5605
0, 5690: 0, 5695
0, 5780: 0, 5785
0, 5870: 0, 5875
0, 5960: 0, 5965
0, 6050: 0, 6055

0, 2342
0, 2432
0, 2234:
0, 2324:
0, 2414:
0, 2504:

4960: 0
0, 5070:
0, 5160:
0, 5250:
0, 5340:
0, 5430
0, 5520:
0, 5610:
0, 5700:
0, 5790:
0, 5880:
0, 5970
0, 6060
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0, 2352: 0, 235
0, 2447: 0, 245
0, 2254: 0, 225
0, 2349: 0, 235
0, 2444:0, 244
0, 2539: 0

0, 2347:
0, 2437:
0, 2239:
0, 2329:
0, 24109:
0, 25009:

0, 235
0, 244
0, 224.
0, 233.
0, 242.
0, 251.

4965: 0, 4970:
0, 5075: 0, 508
0, 5165: 0, 517
0, 5255: 0, 526
0, 5345: 0, 535
0, 5435: 0, 544
0, 5525: 0, 553
0, 5615: 0, 562
0, 5705: 0, 571
0, 5795: 0, 580
0, 5885: 0, 589
0, 5975: 0, 598
0, 6065: 0, 607



6090: 0, 6095: 0, 6100: 0
5ghz- 5mhz- power - channel s=4920: 0, 4925: 0, 4930: 0, 4935: 0, 4940: 0, 4945: 0, 4950: 0, 4955: 0, 4960: 0, 4965: 0, 4
5010: 0, 5015: 0, 5020: 0, 5025: 0, 5030: 0, 5035: 0, 5040: 0, 5045: 0, 5050: 0, 5055: 0, 5060: 0, 5065: 0, 5070: 0, 5075
5100: 0, 5105: 0, 5110: 0, 5115: 0, 5120: 0, 5125: 0, 5130: 0, 5135: 0, 5140: 0, 5145: 0, 5150: 0, 5155: 0, 5160: 0, 5165
5190: 0, 5195: 0, 5200: 0, 5205: 0, 5210: 0, 5215: 0, 5220: 0, 5225: 0, 5230: 0, 5235: 0, 5240: 0, 5245: 0, 5250: 0, 5255
5280: 0, 5285: 0, 5290: 0, 5295: 0, 5300: 0, 5305: 0, 5310: 0, 5315: 0, 5320: 0, 5325: 0, 5330: 0, 5335: 0, 5340: 0, 5345:
5370: 0, 5375: 0, 5380: 0, 5385: 0, 5390: 0, 5395: 0, 5400: 0, 5405: 0, 5410: 0, 5415: 0, 5420: 0, 5425: 0, 5430: 0, 5435:
5460: 0, 5465: 0, 5470: 0, 5475: 0, 5480: 0, 5485: 0, 5490: 0, 5495: 0, 5500: 0, 5505: 0, 5510: 0, 5515: 0, 5520: 0, 5525
5550: 0, 5555: 0, 5560: 0, 5565: 0, 5570: 0, 5575: 0, 5580: 0, 5585: 0, 5590: 0, 5595: 0, 5600: 0, 5605: 0, 5610: 0, 5615:
5640: 0, 5645: 0, 5650: 0, 5655: 0, 5660: 0, 5665: 0, 5670: 0, 5675: 0, 5680: 0, 5685: 0, 5690: 0, 5695: 0, 5700: 0, 5705
5730: 0, 5735: 0, 5740: 0, 5745: 0, 5750: 0, 5755: 0, 5760: 0, 5765: 0, 5770: 0, 5775: 0, 5780: 0, 5785: 0, 5790: 0, 5795
5820: 0, 5825: 0, 5830: 0, 5835: 0, 5840: 0, 5845: 0, 5850: 0, 5855: 0, 5860: 0, 5865: 0, 5870: 0, 5875: 0, 5880: 0, 5885
5910: 0, 5915: 0, 5920: 0, 5925: 0, 5930: 0, 5935: 0, 5940: 0, 5945: 0, 5950: 0, 5955: 0, 5960: 0, 5965: 0, 5970: 0, 5975:
6000: 0, 6005: 0, 6010: 0, 6015: 0, 6020: 0, 6025: 0, 6030: 0, 6035: 0, 6040: 0, 6045: 0, 6050: 0, 6055: 0, 6060: 0, 6065
6090: 0, 6095: 0, 6100: 0
2ghz- 10mhz- power - channel s=2192: 0, 2197: 0, 2202: 0, 2207: 0, 2212: 0, 2217: 0, 2222: 0, 2227: 0, 2232: 0, 2237: 0,
2282: 0, 2287: 0, 2292: 0, 2297: 0, 2302: 0, 2307: 0, 2312: 0, 2317: 0, 2322: 0, 2327: 0, 2332: 0, 2337: 0, 2342: 0, 2347:
2372:0,2377:0, 2382: 0, 2387: 0, 2392: 0, 2397: 0, 2402: 0, 2407: 0, 2412: 0, 2417: 0, 2422: 0, 2427: 0, 2432: 0, 2437
2462: 0, 2467: 0, 2472: 0, 2477: 0, 2482: 0, 2487: 0, 2492: 0, 2497: 0, 2502: 0, 2507: 0, 2224: 0, 2229: 0, 2234: 0, 2239
2264: 0, 2269: 0, 2274: 0, 2279: 0, 2284: 0, 2289: 0, 2294: 0, 2299: 0, 2304: 0, 2309: 0, 2314: 0, 2319: 0, 2324: 0, 2329
2354: 0, 2359: 0, 2364: 0, 2369: 0, 2374: 0, 2379: 0, 2384: 0, 2389: 0, 2394: 0, 2399: 0, 2404: 0, 2409: 0, 2414: 0, 2419
2444: 0, 2449: 0, 2454: 0, 2459: 0, 2464: 0, 2469: 0, 2474: 0, 2479: 0, 2484: 0, 2489: 0, 2494: 0, 2499: 0, 2504: 0, 2509
2534: 0, 2539: 0
2ghz- 5mhz- power - channel s=2192: 0, 2197: 0, 2202: 0, 2207: 0, 2212: 0, 2217: 0, 2222: 0, 2227: 0, 2232: 0, 2237: 0, 2
2282: 0, 2287: 0, 2292: 0, 2297: 0, 2302: 0, 2307: 0, 2312: 0, 2317: 0, 2322: 0, 2327: 0, 2332: 0, 2337: 0, 2342: 0, 2347:
2372:0,2377: 0, 2382: 0, 2387: 0, 2392: 0, 2397: 0, 2402: 0, 2407: 0, 2412: 0, 2417: 0, 2422: 0, 2427: 0, 2432: 0, 2437
2462: 0, 2467: 0, 2472: 0, 2477: 0, 2482: 0, 2487: 0, 2492: 0, 2497: 0, 2502: 0, 2507: 0, 2224: 0, 2229: 0, 2234: 0, 2239
2264: 0, 2269: 0, 2274: 0, 2279: 0, 2284: 0, 2289: 0, 2294: 0, 2299: 0, 2304: 0, 2309: 0, 2314: 0, 2319: 0, 2324: 0, 2329
2354: 0, 2359: 0, 2364: 0, 2369: 0, 2374: 0, 2379: 0, 2384: 0, 2389: 0, 2394: 0, 2399: 0, 2404: 0, 2409: 0, 2414: 0, 2419
2444: 0, 2449: 0, 2454: 0, 2459: 0, 2464: 0, 2469: 0, 2474: 0, 2479: 0, 2484: 0, 2489: 0, 2494: 0, 2499: 0, 2504: 0, 2509
2534: 0, 2539: 0
[adm n@M kroTi k] interface wrel ess>

Virtual Access Point Interface
Home menu level: /interface wireless

Description

Virtual Access Point (VAP) interface is used to have an additional AP. You can create a new AP with different
ssid and mac-address. It can be compared with a VLAN where the ssid from VAP is the VLAN tag and the
hardware interface is the VLAN switch.

You can add up to 128 VAP interfaces for each hardware interface.

RouterOS supports VAP feature for Atheros AR5212 and newer.

Property Description

area (text; default: ") - string value that is used to describe an Access Point. Connect List on the
Client's side comparing this string value with area-prefix string value makes decision whether allow
a Client connect to the AP. If area-prefix match the entire area string or only the beginning of it the
Client is allowed to connect to the AP

arp (disabled | enabled | proxy-arp | reply-only) - ARP mode
default-ap-tx-limit (integer; default: 0) - limits data rate for each wireless client (in bps)
* 0- no limits
default-authentication (yes | no; default: yes) - whether to accept or reject a client that wants to
associate, but is not in the access-list
default-client-tx-limit (integer; default: 0) - limits each client's transmit data rate (in bps). Works
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only if the client isalso aMikroTik Router
* 0-no limits

default-forwar ding (yes | no; default: yes) - whether to forward frames to other AP clients or not

disable-running-check (yes | no; default: no) - disable running check. For 'broken’ cards it is a
good idea to set thisvalue to 'yes

disabled (yes| no; default: yes) - whether to disable the interface or not

hide-ssid (yes | no; default: no) - whether to hide ssid or not in the beacon frames:
* yes - ssid is not included in the beacon frames. AP replies only to probe-requests with the given
ssid
* no - ssid isincluded in beacon frames. AP replies to probe-requests with the given ssid and to
‘broadcast ssid'

mac-address (MAC address; default: 02:00:00: AA:00:00) - MAC address of VAP. Y ou can define
your own value for mac-address

master -inter face (name) - hardware interface to use for VAP

max-station-count (integer; default: 2007) - number of clients that can connect to this AP
simultaneously

mtu (integer: 68..1600; default: 1500) - Maximum Transmission Unit
name (name; default: wlanN) - interface name

proprietary-extensions (pre-2.9.25 | post-2.9.25; default: post-2.9.25) - the method to insert
additional information (MikroTik proprietary extensions) into the wireless frames. This option is
needed to workaround incompatibility between the old (pre-2.9.25) method and new Intel Centrino
PCI-Express cards
* pre-2.9.25 - include extensions in the form accepted by older RouterOS versions. This will
include the new format as well, so this mode is compatiblewith all RouterOS versions. This
mode is incompatible with wireless clients built on the new Centrino wireless chipset and may
as well be incompatible with some other stations

security-profile (text; default: default) - which security profile to use. Define security profiles
under /interface wireless security-profiles where you can setup WPA or WEP wireless security, for
further details, see the Security Profiles section of this manual

ssid (text; default: MikroTik) - the service set identifier

update-stats-interval (time) - how often to update (request from the clients) signal strength and
ccq valuesin /interface wireless registration-table

wds-cost-range (integer; default: 50-150) - range, within which the bridge port cost of the WDS
links are adjusted. The calculations are based on the p-throughput value of the respective WDS
interface, which represents estimated approimate rhtoughput on the interface, which is mapped on
the wds-cost-range scale so that bigger p-throughput would correspond to numerically lower port
cost. The cost is recalculated every 20 seconds or when the p-throughput changes more than by
10% since the last recalculation

wds-default-bridge (name; default: none) - the default bridge for WDS interface. If you use
dynamic WDS then it is very useful in cases when wds connection is reset - the newly created
dynamic WDS interface will be put in this bridge

wds-default-cost (integer; default: 100) - default bridge port cost of the WDS links
wds-ignore-ssid (yes | no; default: no) - if set to 'yes, the AP will create WDS links with any other
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AP in thisfrequency. If set to 'no' the ssid values must match on both APs

wds-mode (disabled | dynamic | static) - WDS mode:
* disabled - WDS interfaces are disabled

» dynamic - WDS interfaces are created 'on the fly'
* static - WDS interfaces are created manually

wmm-support (disabled | enabled | required) - whether to allow (or require) peer to use WMM
extensions to provide basic quality of service

Notes

The VAP MAC address is set by default to the same address as the physical interface has, with the second bit
of the first byte set (i.e., the MAC address would start with 02). If that address is already used by some
other wireless or VAP interface, it is increased by 1 until a free spot is found. When manually assigning MAC
address, keep in mind that it should have the first bit of the first byte unset (so it should not be like 01, or
A3). Note also that it is recommended to keep the MAC adress of VAP as similar (in terms of bit values) to
the MAC address of the physical interface it is put onto, as possible, because the more different the
addresses are, the more it affects performance.

WDS Interface Configuration
Home menu level: /interface wireless wds

Description

WDS (Wireless Distribution System) allows packets to pass from one wireless AP (Access Point) to another,
just as if the APs were ports on a wired Ethernet switch. APs must use the same standard (802.11a, 802.11b
or 802.11g) and work on the same frequencies in order to connect to each other.

There are two possibilities to create a WDS interface:

» dynamic - is created 'on the fly' and appers under wds menu as a dynamic interface
* static - is created manually

Property Description

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol
* disabled - the interface will not use ARP

* enabled - the interface will use ARP
* proxy-arp - the interface will use the ARP proxy feature

* reply-only - the interface will only reply to the requests originated to its own IP addresses.
Neighbour MAC addresses will be resolved using /ip arp statically set table only
disable-running-check (yes | no; default: no) - disable running check. For 'broken' wireless cards it
Isagood ideato set thisvaueto 'yes

mac-address (read-only: MAC address; default: 00:00:00:00:00:00) - MAC address of the
master-interface. Specifying master-interface, this value will be set automatically

master -inter face (name) - wirelessinterface which will be used by WDS
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mtu (integer: 0..65336; default: 1500) - Maximum Transmission Unit
name (name; default: wdsN) - WDS interface name
wds-address (MAC address) - MAC address of the remote WDS host

Notes

When the link between WDS devices, using wds-mode=dynamic, goes down, the dynamic WDS interfaces
disappear and if there are any IP addresses set on this interface, their 'interface' setting will change to
(unknown). When the link comes up again, the ‘interface' value will not change - it will remain as
(unknown). That's why it is not recommended to add IP addresses to dynamic WDS interfaces.

If you want to use dynamic WDS in a bridge, set the wds-default-bridge value to desired bridge interface
name. When the link will go down and then it comes up, the dynamic WDS interface will be put in the
specified bridge automatically.

As the routers which are in WDS mode have to communicate at equal frequencies, it is not recommended to
use WDS and DFS simultaneously - it is most probable that these routers will not connect to each other.

WDS significantly faster than EoIP (up to 10-20% on RouterBOARD 500 systems), so it is recommended to
use WDS whenever possible.

Example

[adm n@M kroTi k] interface wirel ess wds> add master-interface=wl anl \
\... wds-address=00: 0B: 6B: 30: 2B: 27 di sabl ed=no
[adm n@M kroTi k] interface wirel ess wds> print
Fl ags: X - disabled, R - running, D - dynanic
0 R nanme="wdsl" ntu=1500 nac-address=00: 0B: 6B: 30: 2B: 23 ar p=enabl ed
di sabl e-runni ng- check=no naster-i nt ef ace=wl anl
wds- addr ess=00: 0B: 6B: 30: 2B: 27

[adm n@M kroTi k] interface wirel ess wids>

Align
Home menu level: /interface wireless align

Description

This feature is created to position wireless links. The align submenu describes properties which are used if
/interface wireless mode is set to alignment-only. In this mode the interface 'listens' to those packets
which are sent to it from other devices working on the same channel. The interface also can send special
packets which contains information about its parameters.

Property Description

active-mode (yes | no; default: yes) - whether the interface will receive and transmit ‘alignment’
packets or it will only receive them

audio-max (integer; default: -20) - signal-strength at which audio (beeper) frequency will be the
highest
audio-min (integer; default: -100) - signal-strength at which audio (beeper) frequency will be the
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|owest

audio-monitor (MAC address; default: 00:00:00:00:00:00) - MAC address of the remote host
which will be 'listened'

filter-mac (MAC address; default: 00:00:00:00:00:00) - in case if you want to receive packets from
only one remote host, you should specify here its MAC address

frame-size (integer: 200..1500; default: 300) - size of 'alignment’ packets that will be transmitted

frames-per-second (integer: 1..100; default: 25) - number of frames that will be sent per second (in
active-mode)

receive-all (yes | no; default: no) - whether the interface gathers packets about other 802.11
standard packets or it will gather only "alignment’ packets

ssid-all (yes | no; default: no) - whether you want to accept packets from hosts with other ssid than
yours

Command Description
test-audio (integer) - test the beeper for 10 seconds

Notes

If you are using the command /interface wireless align monitor then it will automatically change the
wireless interface's mode from station, bridge or ap-bridge to alignment-only.

Example

[adm n@M kroTi k] interface wireless align> print
frame-size: 300
active-node: yes
receive-all: yes
audi o- noni tor: 00: 00: 00: 00: 00: 00
filter-mac: 00:00: 00: 00: 00: 00
ssid-all: no
franmes- per-second: 25
audi o-m n: -100
audi o- max: -20
[adm n@M kroTi k] interface wireless align>

Align Monitor
Command name: /interface wireless align monitor

Description
This command is used to monitor current signal parameters to/from a remote host.

Property Description

address (read-only: MAC address) - MAC address of the remote host

avg-rxq (read-only: integer) - average signal strength of received packets since last display update
on screen

correct (read-only: percentage) - how many undamaged packets were received
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last-rx (read-only: time) - time in seconds before the last packet was received

last-tx (read-only: time) - time in seconds when the last TXQ info was received

rxq (read-only: integer) - signal strength of last received packet

ssid (read-only: text) - service set identifier

txq (read-only: integer) - the last received signal strength from our host to the remote one

Example
[adm n@M kroTi k] interface wireless align> nonitor w an2
# ADDRESS SSI D RXQ AVG RXQ LAST- RX TXQ LAST- TX CORRECT
0 00: 01: 24: 70: 4B: FC wi rel esa -60 -60 0.01 -67 0.01 100 %

[adm n@M kroTi k] interface wireless align>

Frequency Monitor
Command name: /interface wireless frequency-monitor

Description
Aproximately shows how loaded are the wireless channels.

Property Description

freq (read-only: integer) - shows current channel
use (read-only: percentage) - shows usage in current channel

Example

Monitor 802.11b network load:

[adm n@M kroTi k] interface wirel ess> frequency-nonitor w anl

FREQ USE
2412MHz 3. 8%
2417MHz 9. 8%
2422MHz 2%

2427MHz 0. 8%
2432MHz 0%

2437MHz 0. 9%
2442MHz 0. 9%
2447VHz 2. 4%
2452MHz 3. 9%
2457MHz 7.5%
2462MHz 0. 9%

To monitor other bands, change the the band setting for the respective wireless interface.

Manual Transmit Power Table
Home menu level: /interface wireless manual-tx-power-table

Description
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In this submenu you can define signal strength for each rate. You should be aware that you can damage
your wireless card if you set higher output power than it is allowed. Note that the values in this table are set
in dBm! NOT in mW! Therefore this table is used mainly to reduce the transmit power of the card.

Property Description
manual-tx-power s (text) - define tx-power in dBm for each rate, separate by commas

Example

To set the following transmit powers at each rates: 1Mbps@10dBm, 2Mbps@10dBm, 5.5Mbps@9dBm,
11Mbps@7dBm, do the following:

[adm n@M kroTi k] interface wirel ess manual -t x- power -t abl e> pri nt
0 nanme="w anl" nanual -t x- power s=1Mops: 17, 2Mops: 17, 5. 5Mops: 17, 11Mops: 17, 6Mops: 17

9Mops: 17, 12Mops: 17, 18Mops: 17, 24Mops: 17,
36Mops: 17, 48Mbps: 17, 54Mops: 17

[adm n@M kroTi k] interface wirel ess manual -t x- power-table> set 0\
manual -t x- power s=1Mops: 10, 2Mops: 10, 5. 5Mops: 9, 11Mops: 7

[admi n@M kroTi k] interface wrel ess nanual -t x- power-tabl e> pri nt

0 nanme="w anl" manual -t x- power s=1Mops: 10, 2Mops: 10, 5. 5Mops: 9, 11Mops: 7
[adm n@M kroTi k] interface wirel ess manual -t x- power -t abl e>

Network Scan

Command name: /interface wireless scan interface_name

Description

This is a feature that allows you to scan all avaliable wireless networks. While scanning, the card unregisters
itself from the access point (in station mode), or unregisters all clients (in bridge or ap-bridge mode). Thus,
network connections are lost while scanning.

Property Description

address (read-only: MAC address) - MAC address of the AP

band (read-only: text) - in which standard does the AP operate

bss (read-only: yes | no) - basic service set

freeze-time-interval (time; default: 1s) - timein seconds to refresh the displayed data
freq (read-only: integer) - the frequency of AP

interface_name (name) - the name of interface which will be used for scanning APs
privacy (read-only: yes| no) - whether al datais encrypted or not

signal-strength (read-only: integer) - signal strengthin dBm

ssid (read-only: text) - service set identifier of the AP

Example
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Scan the 5GHz band:

[adm n@M kroTi k] interface wirel ess> scan w anl
Flags: A - active, B - bss, P - privacy, R - routeros-network, N - nstrene

ADDRESS SSI D BAND FREQ SI G RADI O- NAMVE

AB R 00:0C: 42: 05: 00: 28 test 5ghz 5180 -77 000C42050028
AB R 00:02: 6F: 20: 34: 82 aapl 5ghz 5180 -73 00026F203482
AB 00: OB: 6B: 30: 80: OF wwww 5ghz 5180 -84

AB R 00: 0B: 6B: 31: B6: D7 www 5ghz 5180 -81 000B6B31B6D7
AB R 00:0B: 6B: 33: 1A: D5 R52_t est _new 5ghz 5180 -79 000B6B331AD5
AB R 00: 0B: 6B: 33: OD: EA short5 5ghz 5180 -70 000B6B330DEA
AB R 00:0B: 6B: 31:52: 69 M kroTi k 5ghz 5220 -69 000B6B315269
AB R 00: 0B: 6B: 33: 12: BF | ong2 5ghz 5260 -55 000B6B3312BF
-- [Qquit|D dunp| Gz pause]

[adm n@M kroTi k] I nterface wrel ess>

Security Profiles
Home menu level: /interface wireless security-profiles

Description

This section provides WEP (Wired Equivalent Privacy) and WPA/WPA2 (Wi-Fi Protected Access) functions to
wireless interfaces.

WPA

The Wi-Fi Protected Access is a combination of 802.1X, EAP, MIC, TKIP and AES. This is a easy to configure
and secure wireless mechanism. It has been later updated to version 2, to provide greater security.

Pairwise master key caching for EAP authentification is supported for WPA2. This means that disconnected
dient can connect without repeated EAP authentication if keys are still valid (changed to interface or security
profile configuration, restart, or Session-Timeout in case of RADIUS authentication).

WEP

The Wired Equivalent Privacy encrypts data only between 802.11 devices, using static keys. It is not
considered a very secure wireless data encryption mechanism, though it is better than no encryption at all.

The configuration of WEP is quite simple, using MikroTik RouterOS security profiles.

Property Description

authentication-types (multiple choice: wpa-psk | wpa2-psk | wpa-eap | wpa2-eap; default: " ") - the
list of accepted authentication types. APs will advertise the listed types. Stations will choose the
AP, which supports the "best" type from the list (WPA2 is always preferred to WPA1L; EAP is
preferred to PSK)

eap-methods (multiple choice: eap-tls | passthrough) - the ordered list of EAP methods. APs will
to propose to the stations one by one (if first method listed is rejected, the next one is tried). Stations
will accept first proposed method that will be on the list

 eap-tls- Use TLS certificates for authentication
* passthrough - relay the authentication process to the RADIUS server (not used by the stations)
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group-ciphers (multiple choice: tkip | aes-ccm) - a set of ciphers used to encrypt frames sent to all
wireless station (broadcast transfers) in the order of preference
* tkip - Temporal Key Integrity Protocol - encryption protocol, compatible with lagacy WEP
equipment, but enhanced to correct some of WEP flaws

e aes-ccm - more secure WPA encryption protocol, based on the reliable AES (Advanced
Encryption Standard). Networks free of WEP legacy should use only this
group-key-update (time; default: 5m) - how often to update group key. This parameter is used
only if the wireless card is configured as an Access Point

interim-update (time) - default update interval for RADIUS accounting, if RADIUS server has not
provided different value

mode (none | static-keys-optional | static-keys-required | dynamic-keys; default: none) - security
mode:
* none - do not encrypt packets and do not accept encrypted packets

* static-keys-optional - if there is a static-sta-private-key set, use it. Otherwise, if the interfaceis
set in an AP mode, do not use encryption, if the the interface is in station mode, use encryption
if the static-transmit-key is set

* static-keys-required - encrypt al packets and accept only encrypted packets

« dynamic-keys - generate encryptioon keys dynamically

name (name) - descriptive name for the security profile

radius-eap-accounting (yes | no; default: no) - use RADUIS accounting if EAP authentication is
used
radius-mac-accounting (yes | no; default: no) - use RADIUS accounting, providing MAC address
as username
radius-mac-authentication (no | yes, default: no) - whether to use RADIUS server for MAC
authentication
radius-mac-caching (time; default: disabled) - how long the RADIUS authentication reply for
MAC address authentication if considered valid (and thus can be cached for faster reauthentication)
radius-mac-format (text; default: XX:XX:XX:XX:XX:XX) - MAC address format to use for
communication with RADIUS server
radius-mac-mode (as-username | as-username-and-password; default: as-username) - whether to
use MAC address as username only or ad both username and password for RADIUS authentication
static-algo-0 (none | 40bit-wep | 104bit-wep | aes-ccm | tkip; default: none) - which encryption
algorithm to use:

 none - do not use encryption and do not accept encrypted packets

* 40bit-wep - use the 40bit encryption (also known as 64bit-wep) and accept only these packets

* 104bit-wep - use the 104bit encryption (also known as 128bit-wep) and accept only these

packets

» aes-ccm - use the AES-CCM (Advanced Encryption Standard in Counter with CBC-MAC)
encryption algorithm and accept only these packets

* tkip - use the TKIP (Temporal Key Integrity Protocol) and accept only these packets

static-algo-1 (none | 40bit-wep | 104bit-wep | aes-ccm | tkip; default: none) - which encryption
algorithm to use:
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* none - do not use encryption and do not accept encrypted packets
* 40bit-wep - use the 40bit encryption (also known as 64bit-wep) and accept only these packets

» 104bit-wep - use the 104bit encryption (also known as 128bit-wep) and accept only these
packets

e aes-ccm - use the AES-CCM (Advanced Encryption Standard in Counter with CBC-MAC)
encryption algorithm and accept only these packets

* tkip - use the TKIP (Temporal Key Integrity Protocol) and accept only these packets
static-algo-2 (none | 40bit-wep | 104bit-wep | aes-ccm | tkip; default: none) - which encryption
algorithm to use:

* none - do not use encryption and do not accept encrypted packets

* 40bit-wep - use the 40bit encryption (also known as 64bit-wep) and accept only these packets

 104bit-wep - use the 104bit encryption (also known as 128bit-wep) and accept only these
packets

* aes-ccm - use the AES-CCM (Advanced Encryption Standard in Counter with CBC-MAC)
encryption algorithm and accept only these packets

* tkip - use the TKIP (Tempora Key Integrity Protocol) and accept only these packets

static-algo-3 (none | 40bit-wep | 104bit-wep | aes-ccm | tkip; default: none) - which encryption
agorithm to use:
* none - do not use encryption and do not accept encrypted packets

* 40bit-wep - use the 40bit encryption (also known as 64bit-wep) and accept only these packets

» 104bit-wep - use the 104bit encryption (also known as 128bit-wep) and accept only these
packets

e aes-ccm - use the AES-CCM (Advanced Encryption Standard in Counter with CBC-MAC)
encryption algorithm and accept only these packets

* tkip - use the TKIP (Tempora Key Integrity Protocol) and accept only these packets

static-key-0 (text) - hexadecimal key which will be used to encrypt packets with the 40bit-wep or
104bit-wep agorithm (algo-0). If AES-CCM is used, the key must consist of even number of
characters and must be at least 32 characters long. For TKIP, the key must be at least 64 characters
long and also must consist of even number characters

static-key-1 (text) - hexadecimal key which will be used to encrypt packets with the 40bit-wep or
104bit-wep algorithm (algo-1). If AES-CCM is used, the key must consist of even number of
characters and must be at least 32 characters long. For TKIP, the key must be at least 64 characters
long and also must consist of even number characters

static-key-2 (text) - hexadecimal key which will be used to encrypt packets with the 40bit-wep or
104bit-wep algorithm (algo-2). If AES-CCM is used, the key must consist of even number of
characters and must be at least 32 characters long. For TKIP, the key must be at least 64 characters
long and aso must consist of even number characters

static-key-3 (text) - hexadecimal key which will be used to encrypt packets with the 40bit-wep or
104bit-wep agorithm (algo-3). If AES-CCM is used, the key must consist of even number of
characters and must be at least 32 characters long. For TKIP, the key must be at least 64 characters
long and also must consist of even number characters

static-sta-private-algo (none | 40bit-wep | 104bit-wep | aes-ccm | tkip) - algorithm to use if the
static-sta-private-key is set. Used to commumicate between 2 devices
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static-sta-private-key (text) - if this key is set in station mode, use this key for encryption. In AP
mode you have to specify static-private keys in the access-list or use the Radius server using
radius-mac-authentication. Used to commumicate between 2 devices

static-transmit-key (static-key-0 | static-key-1 | static-key-2 | static-key-3; default: static-key-0) -
which key to use for broadcast packets. Used in AP mode

supplicant-identity (text; default: MikroTik) - EAP supplicant identity to use for RADIUS EAP
authentication

tls-certificate (name) - select the certificate for this device from the list of imported certificates

tlssmode (no-certificates | dont-verify-certificate | verify-certificate; default: no-certificates) - TLS
certificate mode
* no-certificates - certificates are negotiated dynamically using anonymous Diffie-Hellman
MODP 2048 bit algorithm

« dont-verify-certificate - require a certificate, but do not chack, if it has been signed by the
available CA certificate

« verify-certificate - require a certificate and verify that it has been signed by the available CA
certificate

unicast-ciphers (multiple choice: tkip | aes-ccm) - a set of ciphers used to encrypt frames sent to
individual wireless station (unicast transfers) in the order of preference

« tkip - Tempora Key Integrity Protocol - encryption protocol, compatible with lagacy WEP
equipment, but enhanced to correct some of WEP flaws

e aes-ccm - more secure WPA encryption protocol, based on the reliable AES (Advanced
Encryption Standard). Networks free of WEP legacy should use only this

wpa-pre-shared-key (text; default: " ") - string, which is used as the WPA Pre Shared Key. It must
be the same on AP and station to communicate

wpa2-pre-shared-key (text; default: " ") - string, which is used as the WPA2 Pre Shared Key. It
must be the same on AP and station to communicate

Notes

The keys used for encryption are in hexadecimal form. If you use 40bit-wep, the key has to be 10
characters long, if you use 104bit-wep, the key has to be 26 characters long.

Prism card doesn't report that the use of WEP is required for all data type frames, which means that some
dients will not see that access point uses encryption and will not be able to connect to such AP. This is a
Prism hardware problem and can not be fixed. Use Atheros-based cards (instead of Prism) on APs if you
want to provide WEP in your wireless network.

Wireless encryption cannot work together with wireless compression.

Sniffer

Home menu levdl: /interface wireless sniffer

Description

With wireless sniffer you can sniff packets from wireless networks.
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Property Description

channel-time (time; default: 200ms) - how long to sniff each channel, if multiple-channelsis set to
yes
file-limit (integer; default: 10) - limits file-name's file size (measured in kilobytes)

file-name (text; default: " ") - name of the file where to save packets in PCAP format. If file-name
is not defined, packets are not saved into afile

memory-limit (integer; default: 1000) - how much memory to use (in kilobytes) for sniffed packets

multiple-channels (yes | no; default: no) - whether to sniff multiple channels or a single channel

* no - wireless sniffer sniffs only one channel in frequency that is configured in /interface
wireless

* yes - sniff in all channelsthat are listed in the scan-list in /interface wireless
only-headers (yes | no; default: no) - sniff only wireless packet heders
receive-errors (yes | no; default: no) - whether to receive packets with CRC errors
streaming-enabled (yes | no; default: no) - whether to send packets to server in TZSP format
streaming-max-rate (integer; default: 0) - how many packets per second the router will accept
* 0 - no packet per second limitation
streaming-server (1P address; default: 0.0.0.0) - streaming server's | P address

Sniffer Sniff

Home menu level: /interface wireless sniffer sniff

Description
Wireless Sniffer Sniffs packets

Property Description

file-over-limit-packets (read-only: integer) - how many packets are dropped because of exceeding
file-limit

file-saved-packets (read-only: integer) - number of packets saved to file

file-size (read-only: integer) - current file size (kB)

memory-over -limit-packets (read-only: integer) - number of packets that are dropped because of
exceeding memory-limit

memor y-saved-packets (read-only: integer) - how many packets are stored in mermory
memor y-size (read-only: integer) - how much memory is currently used for sniffed packets (kB)
processed-packets (read-only: integer) - number of sniffed packets

real-file-limit (read-only: integer) - the rea file size limit. It is calculated from the beginning of
sniffing to reserve at least 1M B free space on the disk

real-memory-limit (read-only: integer) - the real memory size limit. It is calculated from the
beginning of sniffing to reserve at least IMB of free space in the memory
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stream-dropped-packets (read-only: integer) - number of packets that are dropped because of
exceeding streaming-max-rate

stream-sent-packets (read-only: integer) - number of packets that are sent to the streaming server
Command Description

save - saves sniffed packets from the memory to file-name in PCAP format

Sniffer Packets

Description

Wireless Sniffer sniffed packets. If packets Cyclic Redundancy Check (CRC) field detects error, it will be
displayed by crc-error flag.

Property Description

band (read-only: text) - wireless band

dst (read-only: MAC address) - the receiver's MAC address

freq (read-only: integer) - frequency

interface (read-only: text) - wireless interface that captures packets

signal @r ate (read-only: text) - at which signal-strength and rate was the packet received

src (read-only: MAC address) - the sender's MAC address

time (read-only: time) - time when the packet was received, starting from the beginning of sniffing

type (read-only: assoc-req | assoc-resp | reassoc-req | reassoc-resp | probe-req | probe-resp |
beacon | atim | disassoc | auth | deauth | ps-poll | rts| cts | ack | cf-end | cf-endack | data | d-cfack |
d-cfpoll | d-cfackpoll | data-null | nd-cfack | nd-cfpoll | nd-cfackpoll) - type of the sniffed packet

Example

Sniffed packets:

[adm n@M kroTi k] interface wirel ess sniffer packet> pr
Flags: E - crc-error

# FREQ SI GNAL@RATE SRC DST TYPE

0 2412 - 73dBm@nbps 00: 0B: 6B: 31: 00: 53 FF: FF: FF: FF: FF. FF beacon

1 2412 -91dBm@mbps 00: 02: 6F: 01: CE: 2E FF: FF: FF: FF: FF. FF beacon

2 2412 - 45dBm@nbps 00: 02: 6F: 05: 68: D3 FF: FF: FF: FF: FF. FF beacon

3 2412 - 72dBm@nbps 00: 60: B3: 8C. 98: 3F FF: FF: FF: FF: FF. FF beacon

4 2412 - 65dBm@nops 00: 01: 24: 70: 3D: 4E FF: FF: FF: FF: FF: FF probe-req
5 2412 - 60dBm@.nops 00: 01: 24: 70: 3D: 4E FF: FF: FF: FF: FF: FF probe-req
6 2412 - 61dBm@mops 00: 01: 24: 70: 3D: 4E FF: FF: FF: FF: FF: FF probe-req

Snooper

Home menu level: /interface wireless snooper

Description
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With wireless snooper you can monitor the traffic load on each channel.

Property Description

channel-time (time; default: 200ms) - how long to snoop each channel, if multiple-channels is set
toyes
multiple-channels (yes | no; default: no) - whether to snoop multiple channels or a single channel

* no - wireless snooper snoops only one channel in frequency that is configured in /interface
wireless

* yes- snoop in al channelsthat are listed in the scan-list in /interface wireless
receive-errors (yes | no; default: no) - whether to receive packets with CRC errors

Command Description

snoop - starts monitoring wireless channels
 wirelessinterface name - interface that monitoring is performed on

* BAND - operating band
Example

Snoop 802.11b network:

[adm n@M kroTi k] interface wirel ess snooper> snoop W anl
BAND FREQ USE BW NET- COUNT STA- COUNT

. 4ghz-b 2412MHz 1.5% 11. 8kbps
.4ghz-b  2417MHz 1.3% 6. 83kbps
.4ghz-b  2422MHz 0.6% 4. 38kbps
.4ghz-b  2427MHz 0.6% 4. 43kbps
.4ghz-b 2432MHz 0.3% 2. 22kbps
.4ghz-b  2437MHz 0% Obps
.4ghz-b  2442MHz 1% 8. 1kbps
.4ghz-b  2447MHz 1% 8. 22kbps
.4ghz-b  2452MHz 1% 8. 3kbps
. 4ghz-b 2457MHz 0% Obps
.4ghz-b 2462M#z 0% Obps

NNNNNNDNNNDNN
OCOORrROOOORrON
OCOORrROOOORELN

[adm n@M kroTi k] interface wrel ess snooper>
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Description

General Information

Summary

The MikroTik RouterOS supports the Xpeed 300 SDSL PCI Adapter hardware with speeds up to 2.32Mbps.
This device can operate either using Frame Relay or PPP type of connection. SDSL (Single-line Digital
Subscriber Line or Symmetric Digital Subscriber Line) stands for the type of DSL that uses only one of the
two cable pairs for transmission. SDSL allows residential or small office users to share the same telephone
for data transmission and voice or fax telephony.

Specifications

Packages required: synchronous

License required: level4

Home menu level: /interface xpeed

Standards and Technologies. PPP (RFC 1661), Frame Relay (RFC 1490)
Hardware usage: Not significant

Additional Documents
. Xpeed homepage

Xpeed Interface Configuration
Home menu level: /interface xpeed

Property Description
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arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol
* disabled - the interface will not use ARP protocol

* enabled - the interface will use ARP protocol
* proxy-arp - the interface will be an ARP proxy

* reply-only - the interface will only reply to the requests originated to its own IP addresses, but
neighbor MAC addresses will be gathered from /ip arp statically set table only

bridged-ethernet (yes | no; default: yes) - if the adapter operatesin bridged Ethernet mode

cr (0] 2; default: 0) - a special mask value to be used when speaking with certain buggy vendor
equipment. Can be 0 or 2

dici (integer; default: 16) - defines the DLCI to be used for the local interface. The DLCI field
identifieswhich logical circuit the data travels over

Imi-mode (off | line-termination | network-termination | network-termination-bidirectional; default:
off) - defines how the card will perform LMI protocol negotiation
* off - no LMI will be used

* line-termination - LMI will operatein LT (Line Termination) mode
* network-termination - LMI will operate in NT (Network Termination) mode
* networ k-ter mination-bidirectional - LMI will operatein bidirectional NT mode

mac-address (MAC address) - MAC address of the card

mode (network-termination | line-termination; default: line-termination) - interface mode, either
line termination (L T) or network termination (NT)

mtu (integer; default: 1500) - Maximum Transmission Unit
name (name) - interface name

sdd-invert (yes | no; default: no) - whether the clock is phase inverted with respect to the
Transmitted Data interchange circuit. This configuration option is useful when long cable lengths
between the Termination Unit and the DTE are causing data errors

sdsl-speed (integer; default: 2320) - SDSL connection speed

sdsl-swap (yes | no; default: no) - whether or not the Xpeed 300 SDSL Adapter performs bit
swapping. Bit swapping can maximize error performance by attempting to maintain an acceptable
margin for each bin by equalizing the margin across al bins through bit reallocation

Example

To enable interface:

[admi n@ 1] interface> print
Flags: X - disabled, R - running, D - dynamic, S - slave

# NAME TYPE MTU
0 R outer et her 1500
1 R inner et her 1500
2 X Xxpeedl xpeed 1500
[adm n@1] interface> enable 2
[adm n@ 1] interface> print
Fl ags: X - disabled, R - running, D - dynanmic, S - slave
# NAVE TYPE MTU
0 R outer et her 1500
1 R inner et her 1500
2 R xpeedl xpeed 1500
[adm n@1] interface>
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Frame Relay Configuration Examples

MikroTik Router to MikroTik Router

(onsider the following network setup with MikroTik router connected via SDSL line using Xpeed interface to
another MikroTik router with Xpeed 300 SDSL adapter. SDSL line can refer a common patch cable included
with the Xpeed 300 SDSL adapter (such a connection is called Back-to-Back). Lets name the first router ri
and the second r2.

Router rl1 setup

The following setup is identical to one in the first example:

[admi n@1] ip address> add inter=xpeedl address 1.1.1.1/24
[adm n@1] ip address> print

Flags: X - disabled, | - invalid, D - dynamc
# ADDRESS NETWWORK BROADCAST | NTERFACE
0 1.1.1.1/ 24 1.1.1.0 1.1.1.255 xpeedl

[admi n@ 1] interface xpeed> print
Fl ags: X - disabl ed
0 name="xpeed1l" ntu=1500 mac- addr ess=00: 05: 7A: 00: 00: 08 ar p=enabl ed
node=net wor k-t er mi nati on sdsl - speed=2320 sdsl -i nvert=no sdsl - swap=no
bri dged- et her net =yes dl ci =16 | m - nrode=of f cr=0
[admi n@1] interface xpeed>

Router r2 setup

First, we need to add a suitable IP address:

[adm n@2] ip address> add inter=xpeedl address 1.1.1.2/24
[admi n@2] ip address> pri

Flags: X - disabled, | - invalid, D - dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 1.1.1.2/24 1.1.1.0 1.1.1.255 xpeedl

Then, some changes in xpeed interface configuration should be done:

[admi n@2] interface xpeed> print
Fl ags: X - disabl ed
0 name="xpeedl" ntu=1500 mac- addr ess=00: 05: 7A: 00: 00: 08 ar p=enabl ed
node=net wor k-t er mi nati on sdsl - speed=2320 sdsl -invert=no sdsl - swap=no
bri dged- et her net =yes dl ci =16 | m - nrode=of f cr=0
[adm n@2] interface xpeed> set O node=line-termn nation
[adm n@ 2] interface xpeed>

Now r1 and r2 can ping each other.
MikroTik Router to Cisco Router

Let us consider the following network setup with MikroTik Router with Xpeed interface connected to a leased
line with a CISCO router at the other end.

MikroTik router setup:

[adm n@ 1] ip address> add inter=xpeedl address 1.1.1.1/24
[admin@1] ip address> print

Flags: X - disabled, | - invalid, D - dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 1.1.1.1/24 1.1.1.0 1.1.1.255 xpeedl
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[adm n@ 1] interface xpeed> print
Fl ags: X - disabl ed
0 name="xpeedl" ntu=1500 mac- addr ess=00: 05: 7A: 00: 00: 08 ar p=enabl ed
node=net wor k-t er mi nati on sdsl - speed=2320 sdsl| -invert=no sdsl - swap=no
bri dged- et her net =yes dl ci =42 | m - nrode=of f cr=0
[adm n@1] interface xpeed>

Cisco router setup

Cl SCO# show runni ng-config
Bui | di ng configuration...
Current configuration...

ip subnet - zer o

no i p domai n-1 ookup
frame-relay sw tching
!

nterface EthernetO
description connected to Ethernet LAN
i p address 10.0. 0. 254 255. 255. 255. 0

nterface Serial O

description connected to |nternet
no i p address

encapsul ation franme-relay | ETF
serial restart-delay 1
frame-relay | m-type ans

frame-relay intf-type dce
|

nterface Serial 0.1 point-to-point
ip address 1.1.1.2 255.255.255.0
no arp frame-rel ay

frame-relay interface-dlci 42

|
end.
Send ping to M kroTi k router

Cl SCO#ping 1.1.1.1
Type escape sequence to abort.

Sendi ng 5, 100-byte |ICWMP Echos to 1.1.1.1, tineout is 2 seconds:
RERN

Success rate is 100 percent (5/5), round-trip m n/avg/ max = 28/31/32 ns
Cl SCo#

Troubleshooting

Description

° I tried to connect two routers as shown in MT-to-MT, but nothing happens
The link indicators on both cards must be on. If it's not, check the cable or interface configuration. One
adapter should use LT mode and the other NT mode. You can also change sdsl-swap and
sdsl-invert parameters on the router running LT mode if you have a very long line

Page 176 of 480
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



EolP

Document revision 1.5 (September 11, 2007, 9:06 GMT)
This document applies to MikroTik RouterOS V3.0

Table of Contents

Table of Contents
Genera Information
Summary
Quick Setup Guide
Specifications
Description
Notes
Eol P Setup
Property Description
Notes
Example
Eol P Application Example
Description
Example
Troubleshooting

Description

General Information

Summary

Ethernet over IP (EoIP) Tunneling is a MikroTik RouterOS protocol that creates an Ethernet tunnel between
two routers on top of an IP connection. The EoIP interface appears as an Ethernet interface. When the
bridging function of the router is enabled, all Ethernet traffic (all Ethernet protocols) will be bridged just as if
there where a physical Ethernet interface and cable between the two routers (with bridging enabled). This
protocol makes multiple network schemes possible.

Network setups with EoIP interfaces:
° Possibility to bridge LANs over the Internet

° Possibility to bridge LANs over encrypted tunnels
° Possibility to bridge LANs over 802.11b 'ad-hoc' wireless networks

Quick Setup Guide

To make an EoIP tunnel between 2 routers which have IP addresses 10.5.8.1 and 10.1.0.1:

1. On router with IP address 10.5.8.1, add an EolIP interface and set its MAC address:

/interface eoi p add renote-address=10.1.0.1 tunnel -id=1 nmac-addr ess=00- 00- 5E- 80- 00- 01 \
\... disabl ed=no
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2. On router with IP address 10.1.0.1, add an EolIP interface and set its MAC address::

/interface eoi p add renote-address=10.5.8.1 tunnel -id=1 nac-addr ess=00- 00- 5E- 80- 00- 02 \
\... disabl ed=no

Now you can add IP addresses to the created EoIP interfaces from the same subnet.

Specifications

Packages required: system

License required: levell (limited to 1 tunnel), level 3
Home menu level: /interface eoip

Standards and Technologies: GRE (RFC1701)
Hardware usage: Not significant

Description

EolIP interface may be configured between two routers that have active IP level connection. The EoIP tunnel
may run over an IPIP tunnel, a PPTP 128bit encrypted tunnel, a PPPoE connection, or any other connection
that transports IP.

Specific Properties:

* Each EolP tunnel interface can connect with one remote router which has a corresponding interface
configured with the same "Tunnel ID'.

* The EoIP interface appears as an Ethernet interface under the interface list.

° This interface supports all features of an Ethernet interface. IP addresses and other tunnels may be run
over the interface.

o The EoIP protocol encapsulates Ethernet frames in GRE (IP protocol number 47) packets (just like
PPTP) and sends them to the remote side of the EoIP tunnel.

° Maximal number of EoIP tunnels is 65536.
Notes

WDS significantly faster than EoIP on wireless links (up to 10-20% on RouterBOARD 500 systems), so it is
recommended to use WDS whenever possible.

EolP Setup
Home menu level: /interface eoip
Property Description

arp (disabled | enabled | proxy-arp | reply-only; default: enabled) - Address Resolution Protocol

mac-address (MAC address) - MAC address of the EolP interface. The address numeration
authority allows to use MAC addresses in the range from 00:00:5E:80:00:00 to 00:00:5E:FF.FF:FF
freely. Other addresses can be used, but not recommended. Y ou should keep the MAC addresses
unique within one bridged network
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mtu (integer; default: 1500) - Maximum Transmission Unit. The default value provides maximal
compatibility, although it may lead to decreasing performance on wireless links due to
fragmentation. If you can increase MTU on al links inbetween, you may be able to regain optimal
performance

name (name; default: eoip-tunnelN) - interface name for reference
remote-addr ess - the | P address of the other side of the Eol P tunnel - must be a MikroTik router
tunnel-id (integer) - aunique tunnel identifier, which must match th other side of the tunnel

Notes

tunnel-id is method of identifying tunnel. There should not be tunnels with the same tunnel-id on the
same router. tunnel-id on both participant routers must be equal.

mtu should be set to 1500 to eliminate packet refragmentation inside the tunnel (that allows transparent
bridging of Ethernet-like networks, so that it would be possible to transport full-sized Ethernet frame over
the tunnel).

When bridging EoIP tunnels, it is highly recommended to set unique MAC addresses for each tunnel for the
bridge algorithms to work correctly. For EoIP interfaces you can use MAC addresses that are in the range
from 00-00-5E-80-00-00 to 00-00-5E-FF-FF-FF, which IANA has reserved for such cases. Alternatively,
you can set the second bit of the first byte to mark the address as locally administered address, assigned by
network administrator, and use any MAC address, you just need to ensure they are unique between the
hosts connected to one bridge.

Example

To add and enable an EoIP tunnel named to_mt2 to the 10.5.8.1 router, specifying tunnel-id of 1:

[adm n@M kroTi k] interface eoi p> add nane=to_mt 2 renote-address=10.5.8.1 \
\... tunnel-id 1
[adm n@M kroTi k] interface eoip> print
Fl ags: X - disabled, R - running
0 X nanme="to_nt2" ntu=1500 arp=enabl ed renot e- address=10.5.8.1 tunnel -i d=1
[adm n@M kroTi k] interface eoi p> enable 0
[adm n@M kroTi k] interface eoi p> print
Flags: X - disabled, R - running
0 R nanme="to_nt2" ntu=1500 arp=enabl ed renot e- address=10.5.8.1 tunnel -i d=1

[adm n@M kroTi k] interface eoi p>

EolP Application Example

Description

Let us assume we want to bridge two networks: 'Office LAN' and 'Remote LAN'. The networks are connected
to an IP network through the routers [Our_GW] and [Remote]. The IP network can be a private intranet or
the Internet. Both routers can communicate with each other through the IP network.

Example
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Our goal is to create a secure channel between the routers and bridge both networks through it. The
network setup diagram is as follows:

P Metaork

[Remote] [Our_GWY]
192 168 2.1 192168 1.1

12 HEE A
FPFTF Tunnel

Femote Office
| AN LA

To make a secure Ethernet bridge between two routers you should:

1. Create a PPTP tunnel between them. Our_GW will be the pptp server:

[adm n@ur _GWN interface pptp-server> /ppp secret add nanme=j oe service=pptp \
. passwor d=t op_s3 | ocal - addr ess=10. 0. 0. 1 r enpt e- addr ess=10. 0. 0. 2

[adm n@ur_GW interface pptp-server> add name=from renote user=joe

[adm n@ur_GW interface pptp-server> server set enabl e=yes

[adm n@ur_GW interface pptp-server> print

Fl ags: X - disabled, D - dynamic, R - running

# NANMVE USER MTU CLI ENT-AD... UPTIME ENCODI NG

0 fromrenote joe

[adm n@ur _GWN interface pptp-server>

The Renmpbte router will be the pptp client:

[adm n@Renpte] interface pptp-client> add nane=pptp user=joe \
\. connect -t 0=192. 168. 1. 1 passwor d=t op_s3 nt u=1500 nr u=1500
[adm n@Renpte] interface pptp-client> enable pptp
[adm n@enmpte] interface pptp-client> print
Fl ags: X - disabled, R - running
0 R nanme="pptp" ntu=1500 nru=1500 connect-t0=192.168. 1.1 user="j oe"
passwor d="t op_s2" profil e=default add-default-route=no

[adm n@enote] interface pptp-client> nonitor pptp
status: "connected"
upti ne: 39nmi6s
encodi ng: "none"

[adm n@Renpte] interface pptp-client>

See the PPTP Interface Manual for more details on setting up encrypted channels.
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2. nfigure the EoIP tunnel by adding the eoip tunnel interfaces at both routers. Use the ip addresses of
the pptp tunnel interfaces when specifying the argument values for the EoIP tunnel:

[adm n@ur_GWN interface eoi p> add nanme="eoi p-renote” tunnel-id=0 \
\... renote-address=10.0.0.2
[adm n@ur_GW interface eoi p> enabl e eoi p-renote
[adm n@ur_GW interface eoi p> print
Flags: X - disabled, R - running
0 nane=eoi p-renote ntu=1500 ar p=enabl ed renot e- address=10. 0. 0.2 tunnel -i d=0
[adm n@ur_GWN | nterface eoip>

[adm n@Renpte] interface eoi p> add nane="eoi p" tunnel-id=0 \
\... renote-address=10.0.0.1
[adm n@Renpte] interface eoi p> enabl e eoi p-main
[adm n@Renpte] interface eoi p> print
Flags: X - disabled, R - running
0 name=eoi p nt u=1500 ar p=enabl ed renot e- address=10.0.0.1 tunnel -i d=0

[Renote] interface eoi p>

3. Enable bridging between the EoIP and Ethernet interfaces on both routers.
On the Our_GW:

[adm n@ur _GWA interface bridge> add
[adm n@ur_GWN interface bridge> print
Flags: X - disabled, R - running
0 R nanme="bridgel" ntu=1500 ar p=enabl ed nmac- addr ess=00: 00: 00: 00: 00: 00
pr ot ocol - node=none priority=0x8000 auto-nac=yes
adm n- mac=00: 00: 00: 00: 00: 00 max- nessage- age=20s f orwar d- del ay=15s
transmit - hol d- count =6 agei ng-ti me=5m
[adm n@ur _GWA interface bridge> port add bridge=bri dgel interface=eoi p-renote
[adm n@ur _GWN interface bridge> port add bridge=bridgel interface=office-eth
[adm n@ur _GWN interface bridge> port print

Fl ags: X - disabled, | - inactive, D - dynamc
# | NTERFACE BRI DGE PRI ORI TY PATH COST
0 eoi p-renot e bri dgel 128 10
1 of fice-eth bri dgel 128 10

[adm n@ur_GW interface bridge>

And the same for the Remote:

[admi n@Renote] interface bridge> add
[adm n@Renote] interface bridge> print
Fl ags: X - disabled, R - running
0 R nane="bridgel" ntu=1500 ar p=enabl ed nac-addr ess=00: 00: 00: 00: 00: 00
pr ot ocol - rode=none priority=0x8000 auto-nmac=yes
adm n- mac=00: 00: 00: 00: 00: 00 max- nessage- age=20s f orwar d- del ay=15s
transmt-hol d- count =6 agei ng-ti ne=5m
[adm n@Renpte] interface bridge> port add bridge=bridgel interface=ether
[adm n@Renmpte] interface bridge> port add bridge=bri dgel interface=eoi p-nmain
[adm n@Renote] interface bridge> port print

Flags: X - disabled, |I - inactive, D - dynamc
# | NTERFACE BRI DGE PRI ORI TY PATH COST
0 et her bri dgel 128 10
1 eoi p- mai n bri dgel 128 10

[adm n@Renpte] interface bridge>

4.  Addresses from the same network can be used both in the Office LAN and in the Remote LAN.

Troubleshooting

Description

° The routers can ping each other but EoIP tunnel does not seem to work!
Check the MAC addresses of the EoIP interfaces - they should not be the same!
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MikroTik Router to MikroTik Router

| Psec Between two Masquerading MikroTik Routers
MikroTik router to CISCO Router

MikroTik Router and Linux FreeS\WAN

General Information

Specifications

Packages required: security

Licenserequired: levell

Home menu level: /ip ipsec

Standards and Technologies: | Psec

Hardware usage: consumes a lot of CPU time (Intel Pentium MMX or AMD K6 suggested as a
minimal configuration)
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Description

IPsec (IP Security) supports secure (encrypted, digitally signed) communications over IP networks.
Encryption

After packet is src-natted (if needed), but before putting it into interface queue, IPsec policy database is
consulted to find out if packet should be encrypted. Security Policy Database (SPD) is a list of rules that have
two parts:

» Packet matching - packet source/destination, protocol and ports (for TCP and UDP) are
compared to valuesin policy rules, one after another

 Action - if rule matches action specified in rule is performed:

* « none - continue with the packet as if there was no IPsec
» discard - drop the packet
* encrypt - apply IPsec transformations to the packet

Each SPD rule can be associated with several Security Associations (SA) that determine packet encryption
parameters (key, algorithm, SPI).

Note that packet can only be encrypted if there is a usable SA for policy rule. Same SA may be used for
different policies, unless especially prohibited by a policy. By setting SPD rule security "level" user can
control what happens when there is no valid SA for policy rule:

» use- if thereisno valid SA, send packet unencrypted (like accept rule)
* require - drop packet, and ask IKE daemon to establish a new SA.

* unigque - same as require, but establish a unique SA for this policy (i.e., this SA may not be
shared with other policy)

Decryption

When encrypted packet is received for local host (after dst-nat and input filter), the appropriate SA is
looked up to decrypt it (using packet source, destination, security protocol and SPI value). If no SA is found,
the packet is dropped. If SA is found, packet is decrypted. Then decrypted packet's fields are compared to
the policy rule that SA is linked to. If the packet does not match the policy rule, it is dropped. If the packet is
decrypted fine (or authenticated fine) it is "received once more" - it goes through dst-nat and routing
(which finds out what to do - either forward or deliver locally) again.

Note that before forward and input firewall chains, a packet that was not decrypted on local host is
compared with SPD reversing its matching rules. If SPD requires encryption (there is valid SA associated with
matching SPD rule), the packet is dropped. This is called incoming policy check.

Internet Key Exchange

The Internet Key Exchange (IKE) is a protocol that provides authenticated keying material for Internet
Security Association and Key Management Protocol (ISAKMP) framework. There are other key exchange
schemes that work with ISAKMP, but IKE is the most widely used one. Together they provide means for
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authentication of hosts and automatic management of security associations (SA).
Most of the time IKE daemon is doing nothing. There are two possible situations when it is activated:

° There is some traffic caught by a policy rule which needs to become encrypted or authenticated, but
the policy doesn't have any SAs. The policy notifies IKE daemon about that, and IKE daemon initiates
connection to remote host.

* IKE daemon responds to remote connection.

In both cases, peers establish connection and execute 2 phases:

* Phase 1 - The peers agree upon algorithms they will use in the following IKE messages and
authenticate. The keying material used to derive keysfor all SAs and to protect following
| SAKMP exchanges between hostsis generated also.

» Phase 2 - The peers establish one or more SAs that will be used by IPsec to encrypt data. All

SAs established by IKE daemon will have lifetime values (either limiting time, after which SA
will becomeinvalid, or amount of datathat can be encrypted by this SA, or both).

There are two lifetime values - soft and hard. When SA reaches it's soft lifetime treshold, the IKE daemon
receives a notice and starts another phase 2 exchange to replace this SA with fresh one. If SA reaches hard
lifetime, it is discarded.

IKE can optionally provide a Perfect Forward Secrecy (PFS), which is a property of key exchanges, that, in
turn, means for IKE that compromising the long term phase 1 key will not allow to easily gain access to all
IPsec data that is protected by SAs established through this phase 1. It means an additional keying material
is generated for each phase 2.

Generation of keying material is computationally very expensive. Exempli gratia, the use of modp8192
group can take several seconds even on very fast computer. It usually takes place once per phase 1
exchange, which happens only once between any host pair and then is kept for long time. PFS adds this
expensive operation also to each phase 2 exchange.

Diffie-Hellman Groups

Diffie-Hellman (DH) key exchange protocol allows two parties without any initial shared secret to create one
securely. The following Modular Exponential (MODP) and Elliptic Curve (EC2N) Diffie-Hellman (also known as
"Oakley") Groups are supported:

Diffie-Hellman Group Name Reference
Group 1 768 bit MODP group RFC2409
Group 2 1024 bitsM ODP group RFC2409
Group 3 EC2N group on GP(2"155) RFC2409
Group 4 EC2N group on GP(2"185) RFC2409
Group 5 1536 bits MODP group RFC3526
IKE Traffic

To avoid problems with IKE packets hit some SPD rule and require to encrypt it with not yet established SA
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(that this packet perhaps is trying to establish), locally originated packets with UDP source port 500 are not
processed with SPD. The same way packets with UDP destination port 500 that are to be delivered locally
are not processed in incoming policy check.

Setup Procedure

To get IPsec to work with automatic keying using IKE-ISAKMP you will have to configure policy, peer and
proposal (optional) entries.

For manual keying you will have to configure policy and manual-sa entries.

Policy Settings
Home menu level: /ip ipsec policy

Description
Policy table is needed to determine whether security settings should be applied to a packet.

Property Description

action (none | discard | encrypt; default: accept) - specifies what action to undertake with a packet
that matches the policy
* none - pass the packet unchanged

* discard - drop the packet
* encrypt - apply transformations specified in this policy and it's SA
dont-fragment (clear | inherit | set; default: clear) - The state of the don't fragment 1P header field

e clear - clear (unset) the field, so that packets previousy marked as don't fragment can be
fragmented. This setting is recommended as the packets are getting larger when 1Psec protocol
is applied to them, so large packets with don't fragment flag will not be able to pass the router

e inherit - do not change the field

* set - set the field, so that each packet matching the rule will not be fragmented. Not
recommended

dst-addr ess (1P addressnetmaskport; default: 0.0.0.0/32:any) - destination IP address

dynamic (read-only: flag) - whether the rule has been created dynamically

in-accepted (integer) - how many incoming packets were passed through by the policy without an
attempt to decrypt

in-dropped (integer) - how many incoming packets were dropped by the policy without an attempt
to decrypt

in-transformed (integer) - how many incoming packets were decrypted (ESP) and/or verified
(AH) by the policy

inactive (read-only: flag) - whether the rule is inactive (it may become inactive due to some
misconfiguration)

ipsec-protocols (multiple choice: ah | esp; default: esp) - specifies what combination of
Authentication Header and Encapsulating Security Payload protocols you want to apply to matched
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traffic. AH is applied after ESP, and in case of tunnel mode ESP will be applied in tunnel mode and
AH - in transport mode

level (unique | require | use; default: require) - specifies what to do if some of the SAs for this
policy cannot be found:
e use - skip thistransform, do not drop packet and do not acquire SA from IKE daemon

* require - drop packet and acquire SA

* unique - drop packet and acquire a unique SA that is only used with this particular policy
manual-sa (name; default: none) - name of manual-sa template that will be used to create SAs for
this policy

* none - no manual keys are set
out-accepted (integer) - how many outgoing packets were passed through by the policy without an
attempt to encrypt

out-dropped (integer) - how many outgoing packets were dropped by the policy without an
attempt to encrypt

out-transformed (integer) - how many outgoing packets were encrypted (ESP) and/or signed (AH)
ph2-state (read-only: expired | no-phase2 | established) - indication of the progress of key
establishing

» expired - there are some leftovers from previous phase2. In general it is similar to no-phase2

* no-phase2 - no keys are estabilished at the moment

* estabilished - Appropriate SAs are in place and everything should be working fine
priority (integer; default: O) - policy ordering classificator (signed integer). Larger number means
higher priority
proposal (name; default: default) - name of proposal information that will be sent by IKE daemon
to establish SAsfor this policy
protocol (nameinteger; default: all) - 1P packet protocol to match
sa-dst-address (IP address; default: 0.0.0.0) - SA destination | P address (remote peer)
sa-sr c-address (IP address; default: 0.0.0.0) - SA source IP address (local peer)
src-address (1P addressnetmaskport; default: 0.0.0.0/32:any) - source I P address
tunnel (yes| no; default: no) - specifies whether to use tunnel mode

Notes

All packets are IPIP encapsulated in tunnel mode, and their new IP header's src-address and dst-address
are set to sa-src-address and sa-dst-address values of this policy. If you do not use tunnel mode (id est
you use transport mode), then only packets whose source and destination addresses are the same as
sa-src-address and sa-dst-address can be processed by this policy. Transport mode can only work with
packets that originate at and are destined for IPsec peers (hosts that established security associations). To
encrypt traffic between networks (or a network and a host) you have to use tunnel mode.

It is good to have dont-fragment cleared because encrypted packets are always bigger than original and
thus they may need fragmentation.

If you are using IKE to establish SAs automatically, then policies on both routers must exactly match each
other, id est src-address=1.2.3.0/27 on one router and dst-address=1.2.3.0/28 on another would
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not work. Source address values on one router MUST be equal to destination address values on the other
one, and vice versa.

Example

To add a policy to encrypt all the traffic between two hosts (10.0.0.147 and 10.0.0.148), we need do the
following:

[adm n@M kroTi k] ip ipsec policy> add sa-src-address=10.0.0. 147 \
... Sa-dst-address=10.0.0. 148 acti on=encrypt
[adm n@M kroTi k] ip ipsec policy> print
Flags: X - disabled, D - dynamic, | - inactive
0 src-address=10.0.0.147/32: any dst-address=10.0. 0. 148/ 32: any protocol =al |
acti on=encrypt | evel =require ipsec-protocol s=esp tunnel =no
sa- src-address=10. 0. 0. 147 sa- dst - addr ess=10. 0. 0. 148 pr oposal =def aul t
manual - sa=none priority=0

[admi n@M kroTi k] ip ipsec policy>

to view the policy statistics, do the following:

[adm n@J kroTi k] ip ipsec policy> print stats
Flags: X - disabled, D - dynamic, | - inactive
0 src-address=10. 0. 0. 147/ 32: any dst - addr ess=10. 0. 0. 148/ 32: any
protocol =al | ph2- st at e=no- phase2 i n-accept ed=0 i n-dropped=0
out - accept ed=0 out - dr opped=0 encrypt ed=0 not - encr ypt ed=0 decrypt ed=0
not - decr ypt ed=0

[adm n@M kroTi k] ip ipsec policy>

Peers
Home menu level: /ip ipsec peer

Description

Peer configuration settings are used to establish connections between IKE daemons (phase 1 configuration).
This connection then will be used to negotiate keys and algorithms for SAs.

Property Description

address (1P addressnetmaskport; default: 0.0.0.0/32:500) - address prefix. If remote peer's address
matches this prefix, then this peer configuration is used while authenticating and establishing phase
1. If severa peer's addresses matches several configuration entries, the most specific one (i.e. the
one with largest netmask) will be used
auth-method (pre-shared-key | rsa-signature; default: pre-shar ed-key) - authentication method

* pre-shared-key - authenticate by a password (secret) string shared between the peers

* rsa-signature - authenticate using a pair of RSA certificates
certificate (name) - name of a certificate on the local side (signing packets; the certificate must
have private key). Only needed if RSA signature authentication method is used

dh-group (multiple choice: ec2n155 | ec2n185 | modp768 | modpl024 | modpl536; default:
modp1024) - Diffie-Hellman group (cipher strength)

enc-algorithm (multiple choice: des| 3des | aes-128 | aes-192 | aes-256; default: 3des) - encryption
algorithm. Algorithms are named in strength increasing order
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exchange-mode (multiple choice: main | aggressive | base; default: main) - different ISAKMP
phase 1 exchange modes according to RFC 2408. Do not use other modes then main unless you
know what you are doing

generate-policy (yes | no; default: no) - allow this peer to establish SA for non-existing policies.
Such policies are created dynamically for the lifetime of SA. Thisway it is possible, for example, to
create 1Psec secured L2TP tunnels, or any other setup where remote peer's |P address is not known
at the configuration time

hash-algorithm (multiple choice: md5 | shal; default: md5) - hashing algorithm. SHA (Secure
Hash Algorithm) is stronger, but slower
lifebytes (integer; default: 0) - phase 1 lifetime: specifies how much bytes can be transferred before
SA isdiscarded

» 0- SA expiration will not be due to byte count excess

lifetime (time; default: 1d) - phase 1 lifetime: specifies how long the SA will be valid; SA will be
discarded after thistime

nat-traversal (yes | no; default: no) - use Linux NAT-T mechanism to solve IPsec incompatibility
with NAT routers inbetween IPsec peers. This can only be used with ESP protocol (AH is not
supported by design, as it signes the complete packet, including IP header, which is changed by
NAT, rendering AH signature invalid). The method encapsulates IPsec ESP traffic into UDP
streams in order to overcome some minor issues that made ESP incompatible with NAT

proposal-check (multiple choice: claim | exact | obey | strict; default: strict) - phase 2 lifetime
check logic:

* claim - take shortest of proposed and configured lifetimes and notify initiator about it

 exact - require lifetimes to be the same

* obey - accept whatever is sent by an initiator

e strict - if proposed lifetime is longer than the default then reject proposal otherwise accept

proposed lifetime

remote-certificate (name) - name of a certificate for authenticating the remote side (validating
packets; no private key required). Only needed if RSA signature authentication method is used

secret (text; default: "") - secret string (in case pre-shared key authentication is used). If it starts
with 'Ox', it is parsed as a hexadecimal value

send-initial-contact (yes | no; default: yes) - specifies whether to send initial IKE information or
wait for remote side

Notes

AES (Advanced Encryption Standard) encryption algorithms are much faster than DES, so it is recommended
to use this algorithm cass whenever possible. But, AES's speed is also its drawback as it potentially can be
cracked faster, so use AES-256 when you need security or AES-128 when speed is also important.

Both peers MUST have the same encryption and authentication algorithms, DH group and exchange mode.
Some legacy hardware may support only DES and MD5.

You should set generate-policy flag to yes only for trusted peers, because there is no verification done for
the established policy. To protect yourself against possible unwanted events, add policies with
action=none for all networks you don't want to be encrypted at the top of policy list. Since dynamic
policies are added at the bottom of the list, they will not be able to override your configuration. Alternatively

Page 189 of 480
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



you can use policy priorities to enforce some policies to be active always.
Example

To define new peer configuration for 10.0.0.147 peer with secret=gwejimezyfopmekun:

[adm n@M kroTi k] ip ipsec peer>add address=10.0.0.147/32 \
... secret=gweji mezyfopnmekun
[adm n@M kroTi k] ip |psec peer> print
Fl ags: X - disabl ed
0 address=10.0.0. 147/ 32: 500 aut h- met hod=pr e- shar ed- key
secret ="gwej i mezyf opmekun" generat e- pol i cy=no exchange- node=nai n
send-initial -contact=yes nat-traversal =no proposal - check=obey
IhafShi)al gorit hm=nd5 enc- al gorit hm=3des dh-group=npdp1024 |ifetine=1d
i febyt es=0

[adm n@M kroTi k] ip ipsec peer>

Remote Peer Statistics
Home menu level: /ip ipsec remote-peers

Description

This submenu provides you with various statistics about remote peers that currently have established phase
1 connections with this router. Note that if peer doesn't show up here, it doesn't mean that no IPsec traffic is
being exchanged with it. For example, manually configured SAs will not show up here.

Property Description

local-address (read-only: |P address) - local ISAKMP SA address
remote-address (read-only: |P address) - peer's |P address

side (multiple choice, read-only: initiator | responder) - shows which side initiated the connection
e initiator - phase 1 negotiation was started by this router

* responder - phase 1 negotiation was started by peer

state (read-only: text) - state of phase 1 negotiation with the peer
* estabilished - normal working state

Example

To see currently estabilished SAs:

[adm n@M kroTi k] ip ipsec> renote-peers print
0 | ocal -address=10. 0. 0. 148 renot e- addr ess=10. 0. 0. 147 st at e=est abl i shed
side=initiator
[adm n@M kroTi k] ip ipsec>

Installed SAs
Home menu level: /ip ipsec installed-sa

Description
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This facility provides information about installed security associations including the keys
Property Description

add-lifetime (read-only: time) - soft/hard expiration time counted from installation of SA
addtime (read-only: text) - time when this SA was installed

auth-algorithm (multiple choice, read-only: none | md5 | shal) - authentication algorithm used in
SA

auth-key (read-only: text) - authentication key presented as a hex string
current-bytes (read-only: integer) - amount of data processed by this SA's crypto algorithms
dst-address (read-only: 1P address) - destination address of SA taken from respective policy

enc-algorithm (multiple choice, read-only: none | des | 3des | aes) - encryption algorithm used in
SA

enc-key (read-only: text) - encryption key presented as a hex string (not applicable to AH SAS)
lifebytes (read-only: integer) - soft/hard expiration threshold for amount of processed data

replay (read-only: integer) - size of replay window presented in bytes. This window protects the
receiver against replay attacks by rejecting old or duplicate packets

spi (read-only: integer) - SPI value of SA, represented in hexadecimal form

src-address (read-only: 1P address) - source address of SA taken from respective policy
state (multiple choice, read-only: larval | mature | dying | dead) - SA living phase
use-lifetime (read-only: time) - soft/hard expiration time counted from the first use of SA
usetime (read-only: text) - time when this SA wasfirst used

Example

Sample printout looks as follows:

[adm n@M kroTi k] ip ipsec> installed-sa print
Flags: A- AH E - ESP, P - pfs
0 E spi=E727605 src-address=10. 0. 0. 148 dst-address=10. 0. 0. 147

aut h- al gori thmeshal enc-al gorithm=3des repl ay=4 state=mature
aut h- key="ecc5f 4aeelb297739ec88e324d7cf b8594aa6c35"
enc- key="d6943b8ea582582e449bde085c9471ab0b209783c9eb4bbd"
addt i ne=j an/ 28/ 2003 20: 55: 12 add-1i feti me=24m 30m
uset i me=j an/ 28/ 2003 20: 55: 23 use-lifeti me=0s/0s current-bytes=128
i febytes=0/0

1 E spi =E15CEEQ06 src-address=10.0.0.147 dst-address=10.0. 0. 148
aut h- al gori t hmeshal enc-al gorithm=3des repl ay=4 state=mature
aut h- key="8ac9dc7ecebf ed9cd1030ae3b07b32e8e5ch98af "
enc- key="8a8073a7af dOf 74518c10438a0023e64cc660ed69845ca3c"
addt i ne=j an/ 28/ 2003 20: 55: 12 add- i feti me=24m 30m
uset i me=j an/ 28/ 2003 20: 55: 12 use-lifeti me=0s/0s current-bytes=512
I'i febytes=0/0

[adm n@ kroTi k] ip ipsec>

Flushing Installed SA Table
Command name: /ip ipsec installed-sa flush

Description
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Sometimes after incorrect/incomplete negotiations took place, it is required to flush manually the installed SA
table so that SA could be renegotiated. This option is provided by the flush command.

Property Description

sa-type (multiple choice: ah | all | esp; default: all) - specifies SA typesto flush
* ah - delete AH protocol SAsonly

* esp - delete ESP protocol SAs only
« all - delete both ESP and AH protocols SAs

Example
To flush all the SAs installed:
[adm n@M kr oTi sec installed-sa> flush

k] ipip
[adm n@M kroTi k] ip ipsec installed-sa> print
[adm n@M kroTi k] ip ipsec installed-sa>

Application Examples

MikroTik Router to MikroTik Router

1.0.0.0/24

10.1.0.0/24 10.2.0.0/24

° transport mode example using ESP with automatic keying

° for Routerl
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[adm n@outerl] > ip ipsec policy add sa-src-address=1.0.0.1 sa-dst-address=1.0.0.2 \
\'... action=encrypt

[adm n@outerl] > ip ipsec peer add address=1.0.0.2 \

\... secret="gvejinmezyfopnmekun"

° for Router2

[admi n@outer2] > ip ipsec policy add sa-src-address=1.0.0.2 sa-dst-address=1.0.0.1 \
\... action=encrypt

[adm n@Router2] > ip ipsec peer add address=1.0.0.1 \

\... secret="gvejinezyfopnekun"

° transport mode example using ESP with automatic keying and automatic policy generating on Router 1
and static policy on Router 2

° for Routerl

[adm n@Routerl] > ip ipsec peer add address=1.0.0.0/24 \
\... secret="gvejinmezyfopnmekun" generate-policy=yes

® for Router2

[adm n@Router2] > ip ipsec policy add sa-src-address=1.0.0.2 sa-dst-address=1.0.0.1 \
\... action=encrypt

[adm n@Router2] > ip ipsec peer add address=1.0.0.1 \

\... secret="gvejinezyfopnekun"

° tunnel mode example using AH with manual keying

° for Routerl

[adm n@outerl] > ip ipsec manual -sa add name=ah-sal \

\... ah-spi =0x101/0x100 ah- key=abcf ed

[adm n@outerl] > ip ipsec policy add src-address=10.1.0.0/24 \
\... dst-address=10.2.0.0/24 action=encrypt ipsec-protocol s=ah \
\... tunnel =yes sa-src=1.0.0.1 sa-dst=1.0.0.2 nanual - sa=ah-sal

° for Router2

[admi n@outer2] > ip ipsec nanual -sa add nane=ah-sal \

\... ah-spi =0x100/0x101 ah- key=abcf ed

[adm n@outer2] > ip ipsec policy add src-address=10.2.0.0/24 \
\... dst-address=10.1.0.0/24 action=encrypt ipsec-protocol s=ah \
\... tunnel =yes sa-src=1.0.0.2 sa-dst=1.0.0.1 nanual - sa=ah-sal

IPsec Between two Masquerading MikroTik Routers
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1.0.0.0/24

10.1.0.0/24 10.2.0.0/24

1. Add accept and masquerading rules in SRC-NAT

* for Routerl

[adm n@outerl] > ip firewall nat add chai n=srcnat src-address=10.1.0.0/24 \
\... dst-address=10.2.0.0/24 acti on=accept

[adm n@outerl] > ip firewall nat add chai n=srcnat out-interface=public \
\... action=nmasquerade

° for Router2

[adm n@outer2] > ip firewall nat chain=srcnat add src-address=10.2.0.0/24 \
\... dst-address=10.1.0.0/ 24 action=accept

[adm n@outer2] > ip firewall nat chai n=srcnat add out-interface=public \
\... action=nmasquerade

2. oonfigure IPsec

° for Routerl

[adm n@Routerl] > ip ipsec policy add src-address=10.1.0.0/24 \
\... dst-address=10.2.0.0/ 24 acti on=encrypt tunnel =yes \

\... sa-src-address=1.0.0.1 sa-dst-address=1.0.0.

[adm n@Routerl] > ip ipsec peer add address=1.0. 0 2\

\... exchange- node=aggr essi ve secret="gveji mezyfopnekun"

® for Router2

[adm n@Router2] > ip ipsec policy add src-address=10.2.0.0/24 \
\... dst-address=10.1.0.0/24 action=encrypt tunnel =yes \

\... sa-src-address=1.0.0.2 sa-dst-address=1.0.0.1

[adm n@Router2] > ip ipsec peer add address=1.0.0.1 \

\... exchange- node=aggressi ve secret="gveji nezyfopnekun"
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MikroTik router to CISCO Router

Baseband Modem Baseband Modem
ol il e / -;llﬂﬂlu'l -
V. 35 V. 35

otfray T0.0.2 254

10.0.0.0/24 10.0.2.0/24

We will configure IPsec in tunnel mode in order to protect traffic between attached subnets.

1. Add peer (with phasel configuration parameters), DES and SHA1 will be used to protect IKE traffic

® for MikroTik router

[adm n@M kroTik] > ip i psec peer add address=10.0.1.2 \
\... secret="gvejinezyfopnekun" enc-al gorithm=des

° for CISCO router

I Configure | SAKMP policy (phasel config, nmust match configuration
I of "/ip ipsec peer" on RouterOS). Note that DES is default
I encryption algorithmon C sco. SHA1 is default authentication
I algorithm
crypto isaknp policy 9

encrypti on des

aut henti cati on pre-share

group 2
hash nd5
exit

I Add preshared key to be used when tal king to RouterOS
crypto i saknp key gveji nmezyfopnmekun address 10.0. 1.1 255. 255. 255. 255

2. Set encryption proposal (phase2 proposal - settings that will be used to encrypt actual data) to use DES
to encrypt data

° for MikroTik router
[admi n@ kroTik] > ip ipsec proposal set default enc-al gorithnms=des

° for CISCO router
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| Create |Psec transformset - transformations that should be applied to
I traffic - ESP encryption with DES and ESP aut hentication with SHAl
I This nust match "/ip ipsec proposal"
crypto i psec transformset nyset esp-des esp-sha-hmac
node tunne
exit

3. Add policy rule that matches traffic between subnets and requires encryption with ESP in tunnel mode

* for MikroTik router

[adm n@ kroTik] > ip ipsec policy add \
\... src-address=10.0.0. 0/ 24 dst-address=10.0.2.0/24 acti on=encrypt \
\ tunnel =yes sa-src=10.0.1.1 sa-dst=10.0.1.2

° for CISCO router

I Create access list that matches traffic that shoul d be encrypted
access-list 101 permit ip 10.0.2.0 0.0.0.255 10.0.0.0 0.0.0. 255
| Create crypto map that will use transformset "nyset", use peer 10.0.1.1
! to establish SAs and encapsul ate traffic and use access-list 101 to
I match traffic that should be encrypted
crypto map nymap 10 ipsec-isaknp

set peer 10.0.1.1

set transformset nyset

set pfs group2

mat ch address 101

exit
I And finally apply crypto map to serial interface
interface Serial 0

crypto map nynmap

exit

4. Testing the IPsec tunnel

* on MikroTik router we can see installed SAs

[adm n@M kroTi k] ip ipsec installed-sa> print
Flags: A- AH E - ESP, P - pfs
0 E spi=9437482 src-address=10.0. 1.1 dst-address=10.0.1.2
aut h- al gori thmeshal enc-al gorithm=des repl ay=4 st ate=nature
aut h- key="9cf 2123b8b5add950e3e67h9eac79421d406aa09"
enc- key="ffe7ec65b7a385c3" addti me=j ul /12/2002 16: 13: 21
add-1ifeti me=24m 30m useti me=jul /12/2002 16: 13: 21 use-lifeti me=0s/0s
current - byt es=71896 |ifebytes=0/0
1 E spi=319317260 src-address=10.0.1.2 dst-address=10.0.1.1
aut h- al gori thmeshal enc-al gorithm=des repl ay=4 st at e=nat ure
aut h- key="7575f 5624914dd312839694db2622a318030bc3b"
enc- key="633593f 809c9d6af " addti me=j ul / 12/ 2002 16: 13: 21
add-lifeti me=24m 30m useti me=jul/12/2002 16:13: 21 use-lifeti me=0s/0s
current -bytes=0 |ifebytes=0/0
[adm n@M kroTi k] ip ipsec installed-sa>

° on CISCO router

ci sco# show interface Serial 0
interface: Seriall
Crypto map tag: nymap, |ocal addr. 10.0.1.2
|l ocal ident (addr/mask/prot/port): (210.0.2.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (210.0.0.0/255.255.255.0/0/0)
current_peer: 10.0.1.1
PERM T, flags={origin_is_acl,}
#pkts encaps: 1810, #pkts encrypt: 1810, #pkts di gest 1810
#pkts decaps: 1861, #pkts decrypt: 1861, #pkts verify 1861
#pkts conpressed: 0, #pkts deconpressed: 0
#pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0
#send errors 0, #recv errors O
|l ocal crypto endpt.: 10.0.1.2, renpte crypto endpt.: 10.0.1.1
path mtu 1500, nedia ntu 1500
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current outbound spi: 1308650C

i nbound esp sas

spi: 0x90012A(9437482)
transform esp-des esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow.id: 1, crypto map: nymap
sa timng: remaining key lifetime (k/sec): (4607891/1034)
IV size: 8 bytes
repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

spi: 0x1308650C(319317260)
transform esp-des esp-sha-hnac
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: nymap
sa timng: remaining key lifetine (k/sec): (4607893/1034)
IV size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

MikroTik Router and Linux FreeS/WAN

In the test scenario we have 2 private networks: 10.0.0.0/24 connected to the MT and 192.168.87.0/24
connected to Linux. MT and Linux are connected together over the "public" network 192.168.0.0/24:

MikroTik Linux

interface: etherl A—

address: 192,168.0,155
interface: ethi

address: 192.168.87.5
network:; 192,168,87.0/24

interface: ethd
address: 192.168.0.108

interface: etherz
address: 10.0.0.254
network: 10.0.0.0/24

° FreeS/WAN configuration:

config setup
i nterfaces="i psecO=et h0"
kl i psdebug=none
pl ut odebug=al
pl ut ol oad=%sear ch
pl ut ost art =%sear ch
uni quei ds=yes

conn %ef aul t
keyi ngtri es=0
di sabl earri val check=no
aut hby=rsasi g

conn mt
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| eft=192. 168. 0. 108

| ef t subnet =192. 168. 87. 0/ 24
ri ght =192. 168. 0. 155

ri ght subnet =10. 0. 0. 0/ 24
aut hby=secr et

pf s=no

aut o=add

* ipsec.secrets config file:
192.168. 0. 108 192.168.0. 155 : PSK "gveji nezyf opmekun"

° MikroTik Router configuration:

[admi n@M kroTik] > /ip ipsec peer add address=192. 168. 0. 108 \
\... secret="gvejinezyfopnekun" hash-al gorithmnd5 enc-al gorithn=3des \
\... dh-group=nndpl024 |ifeti ne=28800s

[adm n@M kroTik] > /ip ipsec proposal auth-algorithnm=nd5 \
\... enc-al gorithnms=3des pfs-group=none

[adm n@M kroTik] > /ip ipsec policy add sa-src-address=192. 168. 0. 155 \
\... sa-dst-address=192. 168. 0. 108 src-address=10.0.0. 0/ 24 \
\... dst-address=192. 168. 87. 0/ 24 t unnel =yes
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IPIP Tunnel Interfaces

Document revision 1.3 (October 10, 2007, 14:06 GMT)
This document applies to MikroTik RouterOS V3.0
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General Information

Summary

The IPIP tunneling implementation on the MikroTik RouterOS is RFC 2003 compliant. IPIP tunnel is a simple
protocol that encapsulates IP packets in IP to make a tunnel between two routers. The IPIP tunnel interface
appears as an interface under the interface list. Many routers, induding Cisco and Linux based, support this
protocol. This protocol makes multiple network schemes possible.

IP tunneling protocol adds the following possibilities to a network setups:

° to tunnel Intranets over the Internet

* to use it instead of source routing

Quick Setup Guide

To make an IPIP tunnel between 2 MikroTik routers with IP addresses 10.5.8.104 and 10.1.0.172, using
IPIP tunnel addresses 10.0.0.1 and 10.0.0.2, follow the next steps.

° (onfiguration on router with IP address 10.5.8.104:

1. Add an IPIP interface (by default, its name will be ipip1):

[adm n@M kroTi k] interface ipip> add | ocal - address=10.5. 8. 104 \
r enot e- addr ess=10. 1. 0. 172 di sabl ed=no

2. Add an IP address to created ipip1 interface:
[adm n@M kroTi k] ip address> add address=10.0.0.1/24 interface=ipipl

° (onfiguration on router with IP address 10.1.0.172:
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1. Add an IPIP interface (by default, its name will be ipip1):

[admi n@M kroTi k] interface ipip> add | ocal -address=10.1.0.172 \
r enot e- addr ess=10. 5. 8. 104 di sabl ed=no

2. Add an IP address to created ipip1 interface:
[adm n@M kroTi k] ip address> add address=10.0.0.2/24 interface=ipipl

Specifications

Packages required: system

Licenserequired: level1 (limited to 1 tunndl), level 3 (200 tunnels), level5 (unlimited)
Home menu level: /interfaceipip

Standards and Technologies: | PIP (RFEC 2003)

Hardware usage: Not significant

Additional Documents

. RFC1853
. RFC2003
. RFC1241
IPIP Setup

Home menu level: /interfaceipip

Description

An IPIP interface should be configured on two routers that have the possibility for an IP level connection and
are RFC 2003 compliant. The IPIP tunnel may run over any connection that transports IP. Each IPIP tunnel
interface can connect with one remote router that has a corresponding interface configured. An unlimited
number of IPIP tunnels may be added to the router. There may only be one tunnel between a pair of IP
addresses, so if you need various different tunnels between same hosts, use more than one IP address. For
more details on IPIP tunnels, see RFC 2003.

Property Description

local-address (IP address) - local address on router which sends IPIP traffic to the remote host

mtu (integer; default: 1480) - Maximum Transmission Unit. Should be set to 1480 bytes to avoid
fragmentation of packets. May be set to 1500 bytes if mtu path discovery is not working properly
on links

name (name; default: ipipN) - interface name for reference

remote-address (IP address) - the IP address of the remote host of the IPIP tunnel - may be any
RFC 2003 compliant router

Notes
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Use /ip address add command to assign an IP address to the IPIP interface.

There is no authentication or 'state' for this interface. The bandwidth usage of the interface may be
monitored with the monitor feature from the interface menu.

MikroTik RouterOS IPIP implementation has been tested with Cisco 1005. The sample of the Cisco 1005
configuration is given below:

i nterface Tunnel O
i p address 10.3.0.1 255.255.255.0
tunnel source 10.0.0.171
tunnel destination 10.0.0.204
tunnel node i pip

Application Examples

Description

Suppose we want to add an IPIP tunnel between routers R1 and R2:

—

e —

- IPIP tunnel S

R1 R2

IP address: 10.0.0.1 IP address: 22.63.11.6

At first, we need to configure IPIP interfaces and then add IP addresses to them.

The configuration for router R1 is as follows:

[adm n@M kroTi k] interface ipip> add

| ocal - address: 10.0.0.1

renot e- address: 22.63.11. 6

[admi n@M kroTi k] interface ipip> print

Fl ags: X - disabled, R - running, D - dynanic
# NAME MIU  LOCAL- ADDRESS  REMOTE- ADDRESS
0 X ipipl 1480 10.0.0.1 22.63.11.6

[adm n@M kroTi k] interface ipip> enable O
[adm n@ kroTi k] interface ipip> /ip address add address 1.1.1.1/24 interface=ipipl

The configuration of the R2 is shown below:
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[adm n@M kroTi k] interface ipip> add | ocal - address=22.63. 11. 6 renot e-address=10.0.0.1
[adm n@M kroTi k] interface ipip> print
Fl ags: X - disabled, R - running, D - dynanic

# NAME MIU  LOCAL- ADDRESS  REMOTE- ADDRESS

0 X ipipl 1480 22.63.11.6 10.0.0.1

[adm n@M kroTi k] interface ipip> enable O
[adm n@ kroTi k] interface ipip> /ip address add address 1.1.1.2/24 interface=ipipl

Now both routers can ping each other:

[admi n@ kroTi k] interface ipip>/ping 1.1.1.2

1.1.1.2 64 byte ping: ttl=64 tinme=24 ns

1.1.1.2 64 byte ping: ttl=64 tinme=19 ns

1.1.1.2 64 byte ping: ttl=64 time=20 ns

3 packets transmtted, 3 packets received, 0% packet |oss
round-trip mn/avg/ mex = 19/21.0/24 ns

[adm n@M kroTi k] interface ipip>
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L2TP Tunnel
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Description

General Information

Summary

L2TP (Layer 2 Tunnel Protocol) supports encrypted tunnels over IP. The MikroTik RouterOS implementation

includes support for both L2TP client and server.
General applications of L2TP tunnels include:

* secure router-to-router tunnels over the Internet

* linking (bridging) local Intranets or LANs
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* extending PPP user connections to a remote location (for example, to separate authentication and
Internet access points for ISP)

° accessing an Intranet/LAN of a company for remote (mobile) clients (employees)

Each L2TP connection is composed of a server and a dient. The MikroTik RouterOS may function as a server
or client or, for various configurations, it may be the server for some connections and client for other
connections.

Quick Setup Guide

To make a L2TP tunnel between 2 MikroTik routers with IP addresses 10.5.8.104 (L2TP server) and
10.1.0.172 (L2TP dlient), follow the next steps.

o (onfiguration on L2TP server router:
1. Add a L2TP user:

[adm n@2TP- Server] ppp secret> add nane=user password=passwd \
\... local-address=10.0.0.1 renote-address=10.0.0. 2
2. Enable the L2TP server

[adm n@2TP- Server] interface |2tp-server server> set enabl ed=yes

° Configuration on L2TP client router:
1. Add a L2TP dient:

[adm n@2TP-Client] interface |2tp-client> add user=user password=passwd \
\... connect-to=10.5. 8. 104

Specifications

Packages required: ppp

License required: level1 (limited to 1 tunnél), level 3 (limited to 200 tunnels), level5
Home menu level: /interface | 2tp-server, /interface | 2tp-client

Standards and Technologies: L2TP (RFC 2661)

Hardware usage: Not significant

Description

L2TP is a secure tunnel protocol for transporting IP traffic using PPP. L2TP encapsulates PPP in virtual lines
that run over IP, Frame Relay and other protocols (that are not currently supported by MikroTik RouterQS).
L2TP incorporates PPP and MPPE (Microsoft Point to Point Encryption) to make encrypted links. The purpose
of this protocol is to allow the Layer 2 and PPP endpoints to reside on different devices interconnected by a
packet-switched network. With L2TP, a user has a Layer 2 connection to an access concentrator - LAC (e.g.,
modem bank, ADSL DSLAM, etc.), and the concentrator then tunnels individual PPP frames to the Network
Access Server - NAS. This allows the actual processing of PPP packets to be separated from the termination
of the Layer 2 circuit. From the user's perspective, there is no functional difference between having the L2
circuit terminate in a NAS directly or using L2TP.

It may also be useful to use L2TP just as any other tunneling protocol with or without encryption. The L2TP
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standard says that the most secure way to encrypt data is using L2TP over IPsec (Note that it is default
mode for Microsoft L2TP dient) as all L2TP control and data packets for a particular tunnel appear as
homogeneous UDP/IP data packets to the IPsec system.

Multilink PPP (MP) is supported in order to provide MRRU (the ability to transmit full-sized 1500 and larger
packets) and bridging over PPP links (using Bridge Control Protocol (BCP) that allows to send raw Ethernet
frames over PPP links). This way it is possible to setup bridging without EoIP. The bridge should either have
an administratively set MAC address or an Ethernet-like interface in it, as PPP links do not have MAC
addresses.

L2TP includes PPP authentication and accounting for each L2TP connection. Full authentication and
accounting of each connection may be done through a RADIUS dient or locally.

MPPE 40bit RC4 and MPPE 128bit RC4 encryption are supported.

L2TP traffic uses UDP protocol for both control and data packets. UDP port 1701 is used only for link
establishment, further traffic is using any available UDP port (which may or may not be 1701). This means
that L2TP can be used with most firewalls and routers (even with NAT) by enabling UDP traffic to be routed
through the firewall or router.

L2TP Client Setup

Home menu level: /interface | 2tp-client
Property Description

add-default-route (yes | no; default: no) - whether to use the server which this client is connected
to asits default router (gateway)

allow (multiple choice: mschap2, mschapl, chap, pap; default: mschap2, mschapl, chap, pap) -
the protocol to alow the client to use for authentication

connect-to (IP address) - The IP address of the L2TP server to connect to

max-mru (integer; default: 1460) - Maximum Receive Unit. The optimal value is the MRU of the
interface the tunnel is working over decreased by 40 (so, for 1500-byte Ethernet link, set the MRU
to 1460 to avoid fragmentation of packets)

max-mtu (integer; default: 1460) - Maximum Transmission Unit. The optimal valueisthe MTU of
the interface the tunnel is working over decreased by 40 (so, for 1500-byte Ethernet link, set the
MTU to 1460 to avoid fragmentation of packets)

mrru (integer: 512..65535; default: disabled) - maximum packet size that can be received on the
link. If a packet is bigger than tunnel MTU, it will be split into multiple packets, allowing full size
IP or Ethernet packets to be sent over the tunnel

* disabled - disable MRRU on thislink
name (name; default: 12tp-outN) - interface name for reference
password (text; default: " ") - user password to use when logging to the remote server
profile (name; default: default) - profile to use when connecting to the remote server
user (text) - user name to use when logging on to the remote server

Notes
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Specifying MRRU means enabling MP (Multilink PPP) over single link. This protocol is used to split big packets
into smaller ones. Under Windows it can be enabled in Networking tag, Settings button, "Negotiate multi-link
for single link connections”. Their MRRU is hardcoded to 1614. This setting is usefull to overcome PathMTU
discovery failures. The MP should be enabled on both peers.

Example

To set up L2TP dient named test2 using username john with password john to connect to the 10.1.1.12
L2TP server and use it as the default gateway:

[adm n@M kroTi k] interface |2tp-client> add nane=test2 connect-to=10.1.1.12 \

\'... user=john add-default-route=yes password=j ohn

[adm n@M kroTi k] interface |2tp-client> print

Fl ags: X - disabled, R - running

0 X name="test2" max-nt u=1460 max-nr u=1460 nrru=di sabl ed connect-to0=10.1.1.12

user ="j ohn" passwor d="j ohn" profil e=default add-default-route=yes
al | ow=pap, chap, nschapl, nschap2

[adm n@J kroTi k] interface | 2tp-client> enable O

Monitoring L2TP Client

Command name: /interface | 2tp-client monitor
Property Description

encoding (text) - encryption and encoding (if asymmetric, separated with '/') being used in this
connection

idle-time (read-only: time) - time since the last packet has been transmitted over this link
mru (read-only: integer) - effective MRU of the link
mtu (read-only: integer) - effective MTU of the link

status (text) - status of the client
« dialing - attempting to make a connection
« verifying password... - connection has been established to the server, password verification in
progress
* connected - self-explanatory
* terminated - interface is not enabled or the other side will not establish a connection

uptime (time) - connection time displayed in days, hours, minutes and seconds

Example

Example of an established connection:

[adm n@M kroTi k] interface | 2tp-client> nonitor test2
status: "connected"
upti me: 6h44nBs
idle-tine: 6h44nbs
encodi ng: "MPPE128 st at el ess"
ntu: 1460
nru: 1460
[adm n@M kroTi k] interface | 2tp-client>
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L2TP Server Setup
Home menu level: /interface | 2tp-server server

Description

The L2TP server creates a dynamic interface for each connected L2TP client. The L2TP connection count
from clients depends on the license level you have. Levell license allows 1 L2TP client, Level3 or Level4
licenses up to 200 dients, and Level5 or Level6 licenses do not have L2TP dient limitations.

To create L2TP users, you should consult the PPP secret and PPP Profile manuals. It is also possible to use
the MikroTik router as a RADIUS client to register the L2TP users, see the manual how to do it.

Property Description

authentication (multiple choice: pap | chap | mschapl | mschap2; default: mschap2) -
authentication algorithm

default-profile - default profile to use
enabled (yes| no; default: no) - defines whether L2TP server is enabled or not

keepalive-timeout (time; default: 30) - defines the time period (in seconds) after which the router is
starting to send keepalive packets every second. If no traffic and no keepalive responses has came
for that period of time (i.e. 2 * keepalive-timeout), not responding client is proclaimed disconnected

max-mru (integer; default: 1460) - Maximum Receive Unit. The optimal value is the MRU of the
interface the tunnel is working over decreased by 40 (so, for 1500-byte ethernet link, set the MRU
to 1460 to avoid fragmentation of packets)

max-mtu (integer; default: 1460) - Maximum Transmission Unit. The optimal valueisthe MTU of
the interface the tunnel is working over decreased by 40 (so, for 1500-byte ethernet link, set the
MTU to 1460 to avoid fragmentation of packets)

mrru (integer: 512..65535; default: disabled) - maximum packet size that can be received on the
link. If a packet is bigger than tunnel MTU, it will be split into multiple packets, allowing full size
IP or Ethernet packets to be sent over the tunnel

» disabled - disable MRRU on thislink
Notes

Specifying MRRU means enabling MP (Multilink PPP) over single link. This protocol is used to split big packets
into smaller ones. Under Windows it can be enabled in Networking tag, Settings button, "Negotiate multi-link
for single link connections". Their MRRU is hardcoded to 1614. This setting is usefull to overcome PathMTU
discovery failures. The MP should be enabled on both peers.

Example

To enable L2TP server:

[adm n@ kroTi k] interface |2tp-server server> set enabl ed=yes
[adm n@M kroTi k] interface |2tp-server server> print

enabl ed: yes

max-ntu: 1460
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max-nru: 1460
nrru: disabled
aut henti cati on: nschap2, mschapl
keepal i ve-ti meout: 30
defaul t-profile: default
[adm n@M kroTi k] interface |2tp-server server>

L2TP Tunnel Interfaces
Home menu level: /interface | 2tp-server

Description

There are two types of interface (tunnel) items in PPTP server configuration - static users and dynamic
connections. An interface is created for each tunnel established to the given server. Static interfaces are
added administratively if there is a need to reference the particular interface name (in firewall rules or
elsewhere) created for the particular user. Dynamic interfaces are added to this list automatically whenever
a user is connected and its username does not match any existing static entry (or in case the entry is active
already, as there can not be two separate tunnel interfaces referenced by the same name). Dynamic
interfaces appear when a user connects and disappear once the user disconnects, so it is impossible to
reference the tunnel created for that use in router configuration (for example, in firewall), so if you need a
persistent rules for that user, create a static entry for him/her. Otherwise it is safe to use dynamic
configuration. Note that in both cases PPP users must be configured properly - static entries do not replace
PPP configuration.

Property Description

client-address (read-only: IP address) - shows the I P address of the connected client

encoding (read-only: text) - encryption and encoding (if asymmetric, separated with /) being used
in this connection

mru (read-only: integer) - client's MRU

mtu (read-only: integer) - client'sMTU

name (name) - interface name

uptime (read-only: time) - shows how long the client is connected

user (name) - the name of the user that is configured statically or added dynamically

Example

To add a static entry for ex1 user:

[adm n@M kroTi k] interface | 2tp-server> add user=ex1l
[adm n@M kroTi k] interface |2tp-server> print
Flags: X - disabled, D - dynamc, R - running

# NAVE USER Mru CLI ENT- ADDRESS UPTI ME ENC. . .
0 DR <I2tp-ex> ex 1460 10.0.0. 202 6nB2s none
1 | 2t p-inl ex1l

[adm n@M kroTi k] interface | 2tp-server>

In this example an already connected user ex is shown besides the one we just added. Now the interface
named I12tp-in1 can be referenced from anywhere in RouterOS configuration like a regular interface.
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L2TP Application Examples

Router-to-Router Secure Tunnel Example

The following is an example of connecting two Intranets using an encrypted L2TP tunnel over the Internet.

Hetwork Setup without L2TP enabled

[SP #1
netwaork 192.168.80.0
netmask 265 265 255 0

To Internet [HomeOffice]

192 168.80.1/24 &=
- ‘FJ;% - __
LocalHomeOffice G

T0.180. 2. 254724

network 10.150.2.0
netmask 255.295.255.0

i )
Laptop
J0.150.2.1/24

There are two routers in this example:

° [HomeOffice]
Interface LocalHomeOffice 10.150.2.254/24
Interface Tolnternet 192.168.80.1/24

* [RemoteOffice]
Interface Tolnternet 192.168.81.1/24

Interface LocalRemoteOffice 10.150.1.254/24

ISP #2
netwaork 192.168.81.0
hetmask 255 255 2650

[FemoteOffice] | To fntemet

..... =4 192 168 87.1/24

LocalRemoteDffice
J0.780 4. 254724

network 10.150.1.0
netmask 255.255.255.0

=~
.
| * .

Work station
10180 1 1/24

Each router is connected to a different ISP. One router can access another router through the Internet.

On the L2TP server a user must be set up for the client:

[adm n@Honme fice] ppp secret> add nane=ex service=l 2t p passwor d=l kj r ht
| ocal - addr ess=10. 0. 103. 1 r enot e- addr ess=10. 0. 103. 2

[adm n@HonmeOr fice] ppp secret> print detail

Fl ags: X - disabl ed

0 nane="ex" service=l2tp caller-id=""

password="1kjrht" profil e=default

| ocal - addr ess=10. 0. 103. 1 renot e- addr ess=10. 0. 103. 2 r out es==""
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[adm n@HomeOF fice] ppp secret>

Then the user should be added in the L2TP server list:

[adm n@HomeOi fice] interface | 2tp-server> add user=ex
[adm n@onmeOi fice] interface | 2tp-server> print
Flags: X - disabled, D - dynamic, R - running
# NAME USER MIU  CLI ENT- ADDRESS UPTI ME  ENC. ..
0 | 2t p-inl ex
[adm n@onmeOifice] interface | 2tp-server>

And finally, the server must be enabled:

[adm n@HomeOf fice] interface | 2tp-server server> set enabl ed=yes
[adm n@omeOf fice] interface | 2tp-server server> print
enabl ed: yes
max-ntu: 1460
max-nru: 1460
nrru: disabled
aut henti cati on: nschap2
keepal i ve-ti nmeout: 30
defaul t-profile: default
[adm n@onmeO fice] interface | 2tp-server server>

Add a L2TP client to the RemoteOffice router:

[adm n@RenmoteCf fice] interface | 2tp-client> add connect-to0=192. 168. 80. 1 user =ex \
passwor d=l kj r ht di sabl ed=no
[admi n@emoteCf fice] interface | 2tp-client> print
Fl ags: X - disabled, R - running
0 R nanme="I2tp-outl" mtu=1460 nru=1460 nrru=di sabl ed connect-to0=192. 168. 80. 1

user ="ex" password="Ikjrht" profil e=default add-default-route=no
al | ow=pap, chap, nschapl, nschap2

[adm n@enmoteCffice] interface | 2tp-client>

Thus, a L2TP tunnel is created between the routers. This tunnel is like an Ethernet point-to-point connection
between the routers with IP addresses 10.0.103.1 and 10.0.103.2 at each router. It enables 'direct'
communication between the routers over third party networks.
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Hetwork Setup with L2TP

Internet

%

e “n

- .
o

P,

i

" Encrypted e
L2TP Tunnel /' ™ ISP #2

neywork 192.168.81.0
netrask 255.255.255,0

I.
a

ISP #1
netwark 192 168.504
netmask 255.255.2

Hame Offi [FemoteOffice]
ZemeRtce] § FromPemoteOffice -

10215 50 1724 e 100703724 T””"""—T“—H‘}E,"ﬁc}ﬁgcj:

LocalHomeOffice
10,780 2 254724

To Intemet
192 168 81 1724

[ ocalRemoteOffice
107501, 254724

network 10.150.2.0 network 10.150.1.0
netmask 255.293.295.0 netmask 7299.299.2959.0
ﬁl"
Laptop Wark station
107502 1/24 07801 1724

To route the local Intranets over the L2TP tunnel you need to add these routes:

[adm n@HomeOFfice] > ip route add dst-address 10.150. 1.0/ 24 gateway 10.0.103.2
[adm n@RemoteOffice] > ip route add dst-address 10.150. 2. 0/ 24 gat eway 10.0.103.1

On the L2TP server it can alternatively be done using routes parameter of the user configuration:

[adm n@HonmeOF fice] ppp secret> print detail
Fl ags: X - disabl ed
0 name="ex" service=l2tp caller-id="" password="I1kjrht" profil e=default
| ocal - address=10. 0. 103. 1 renot e- addr ess=10. 0. 103. 2 r out es==""

[adm n@HomeOf fice] ppp secret> set O routes="10.150.1.0/24 10.0.103.2 1"
[adm n@HomeOF fice] ppp secret> print detail
Fl ags: X - disabl ed
0 name="ex" service=l2tp caller-id="" password="lkjrht" profile=default
| ocal - addr ess=10. 0. 103. 1 r enot e- addr ess=10. 0. 103. 2
rout es="10. 150. 1. 0/ 24 10.0.103.2 1"

[adm n@onmeOF fi ce] ppp secret>

Test the L2TP tunnel connection:

[adm n@enot eCf fice] > /ping 10.0.103.1

10.0.103.1 pong: ttl =255 time=3 ns

10.0.103.1 pong: ttl=255 ti ne=3 ns

10.0.103.1 pong: ttl=255 tine=3 ns

pi ng interrupted

3 packets transmtted, 3 packets received, 0% packet |oss
round-trip mn/avg/max = 3/3.0/3 ns

Test the connection through the L2TP tunnel to the LocalHomeOffice interface:
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[ adm n@Renot e fi ce] >
10. 150. 2. 254 pong: tt
10. 150. 2. 254 pong: tt
10. 150. 2. 254 pong: tt
ping interrupted

3 packets transmtted,
round-trip mn/avg/ max

et

0/3 s

To bridge a LAN over this secure tunnel, please see the example in the 'EoIP' section of the manual. To set
the maximum speed for traffic over this tunnel, please consult the 'Queues' section.

Connecting a Remote Client via L2TP Tunnel

The following example shows how to connect a computer to a remote office network over L2TP encrypted
tunnel giving that computer an IP address from the same network as the remote office has (without need of
bridging over EoIP tunnels).

Please, consult the respective manual on how to set up a L2TP client with the software you are using.

Internet

Encrypted =,

L

LZTP Tunnel /7 ™= |SP #

neywork 192.168.51.0
etrjask 255,255,255

ISP #1
netwark 1592.165.804
hetmask 255.265. 2%

ToRemoteOffice ZEmateemnce]

F 10.150.1.2/32 FromlLaptop % | Tolintemet
10.150.1.254/32 beg 192 165 81 1/24

: 4/32 2188511
P f’.f:]gll’.fcﬁeﬂ 1.254724
192 168 80 1711/24 Sl

network 10.150.1.0
netmask 255.255.255.0

Workstation
107501 .1/24

The router in this example:

° [RemoteOffice]
Interface Tolnternet 192.168.81.1/24
Interface Office 10.150.1.254/24

The dient computer can access the router through the Internet.
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On the L2TP server a user must be set up for the client:

[adm n@Renot eCf fice] ppp secret> add nane=ex service=l2tp password=l kj r ht
| ocal - addr ess=10. 150. 1. 254 renvot e- addr ess=10. 150. 1. 2
[adm n@Renot eCf fice] ppp secret> print detail
Fl ags: X - disabl ed
0 name="ex" service=l2tp caller-id="" password="lkjrht" profile=default
| ocal - addr ess=10. 150. 1. 254 renot e- addr ess=10. 150. 1. 2 rout es==""

[adm n@Renot eCf fice] ppp secret>

Then the user should be added in the L2TP server list:

[adm n@enmot eCf fice] interface | 2tp-server> add nane=FronlLapt op user =ex

[adm n@enpteCf fice] interface |2tp-server> print

Flags: X - disabled, D - dynamc, R - running
# NANME USER MIru CLI ENT- ADDRESS UPTI ME ENC. . .
0 Fr omLapt op ex

[adm n@RenmoteCf fice] interface | 2tp-server>

And the server must be enabled:

[adm n@RempteCf fice] interface | 2tp-server server> set enabl ed=yes
[adm n@Renmpot e fice] interface | 2t p-server server> print
enabl ed: yes
max- ntu: 1460
max- nru: 1460
nrru: disabl ed
aut henti cation: mschap2
keepal i ve-ti neout: 30
defaul t-profile: default
[adm n@RenmoteCf fice] interface | 2tp-server server>

Finally, the proxy APR must be enabled on the 'Office' interface:

[admi n@enot eOf fice] interface ethernet> set Ofice arp=proxy-arp
[adm n@enmot e fice] interface ethernet> print
Fl ags: X - disabled, R - running

# NANVE MIU  MAC- ADDRESS ARP
0 R Tol nternet 1500 00: 30: 4F: 0B: 7B: C1 enabl ed
1 R Ofice 1500 00: 30: 4F: 06: 62: 12 proxy-arp

[adm n@enot eCf fice] interface ethernet>

L2TP Setup for Windows

Microsoft provides L2TP client support for Windows XP, 2000, NT4, ME and 98. Windows 2000 and XP
include support in the Windows setup or automatically install L2TP. For 98, NT and ME, installation requires
a download from Microsoft (L2TP/IPsec VPN Client).

For more information, see:

Microsoft L2TP/IPsec VPN Client Microsoft L2TP/IPsec VPN Client

On Windows 2000, L2TP setup without IPsec requires editing registry:

Disabling IPsec for the Windows 2000 Client

Disabling IPSEC Policy Used with L2TP

Troubleshooting
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Description

I use firewall and I cannot establish L2TP connection
Make sure UDP connections can pass through both directions between your sites.

My Windows L2TP/IPsec VPN Client fails to connect to L2TP server with "Error 789" or
"Error 781"

The error messages 789 and 781 occur when IPsec is not configured properly on both ends. See the
respective documentation on how to configure IPsec in the Microsoft L2TP/IPsec VPN Client and in the
MikroTik RouterOS. If you do not want to use IPsec, it can be easily switched off on the client side.
Note: if you are using Windows 2000, you need to edit system registry using regedt32.exe or
regedit.exe. Add the following registry value to
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Rasman\Parameters:

Val ue Nane: Prohibitl pSec
Data Type: REG DWORD
Val ue: 1

You must restart the Windows 2000 for the changes to take effect

For more information on configuring Windows 2000, see:

(onfiguring Cisco I0S and Windows 2000 Clients for L2TP Using Microsoft IAS
Disabling IPSEC Policy Used with L2TP

How to Gonfigure a L2TP/IPsec Gonnection Using Pre-shared Key Authentication
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Description
General Information

Summary

The PPPoE (Point to Point Protocol over Ethernet) protocol provides extensive user management, network
management and accounting benefits to ISPs and network administrators. Currently PPPOE is used mainly by
ISPs to control dient connections for xDSL and cable modems as well as plain Ethernet networks. PPPOE is
an extension of the standard Point to Point Protocol (PPP). The difference between them is expressed in
transport method: PPPoE employs Ethernet instead of serial modem connection.

Generally speaking, PPPoE is used to hand out IP addresses to clients based on the username (and
workstation, if desired) authentication as opposed to workstation only authentication, when static IP
addresses or DHCP are used. It is adviced not to use static IP addresses or DHCP on the same interfaces as
PPPoE for obvious security reasons.
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MikroTik RouterOS can act as a RADIUS dient - you can use a RADIUS server to authenticate PPPoE dients
and use accounting for them.

A PPPoE connection is composed of a dient and an access concentrator (server). The dient may be any
computer that has the PPPoE dient protocol support installed. MikroTik RouterOS supports both - client and
access concentrator sides of PPPoE. The PPPoE client and server work over any Ethernet level interface on
the router - wireless 802.11 (Aironet, Cisco, Wavelan, Prism, Atheros), 10/100/1000 Mbit/s Ethernet,
RadioLan and EoIP (Ethernet over IP tunnel). MPPE 40bit RSA and MPPE 128bit RSA encryption is supported.

Multilink PPP (MP) is supported in order to provide MRRU (the ability to transmit full-sized 1500 and larger
packets) and bridging over PPP links (using Bridge Control Protocol (BCP) that allows to send raw Ethernet
frames over PPP links). This way it is possible to setup bridging without EoIP. The bridge should either have
an administratively set MAC address or an Ethernet-like interface in it, as PPP links do not have MAC
addresses.

Note that when RADIUS server is authenticating a user with CHAP, MS-CHAPv1 or MS-CHAPv2, the RADIUS
protocol does not use shared secret, it is used only in authentication reply. So if you have a wrong shared
secret, RADIUS server will accept the request. You can use /radius monitor command to see bad-replies
parameter. This value should increase whenever a dlient tries to connect.

Supported connections

o MikroTik RouterOS PPPoE client to any PPPOE server (access concentrator)

° MikroTik RouterOS server (access concentrator) to multiple PPPOE clients (clients are avaliable for
almost all operating systems and most routers)

Quick Setup Guide

° To configure MikroTik RouterOS to be a PPPoE client
1. Just add a pppoe-dient:

/interface pppoe-client add name=pppoe-user-ni ke user=user password=passwd \
\... interface=w anl servi ce-nane=i nt ernet di sabl ed=no

®*  To configure MikroTik RouterOS to be an Access Concentrator (PPPOE Server)

1. Add an address pool for the dients from 10.1.1.62 to 10.1.1.72, called pppoe-pool:
/i p pool add nane="pppoe-pool " ranges=10.1.1.62-10.1.1.72

2. Add PPP profile, called pppoe-profile where local-address will be the router's address and
clients will have an address from pppoe-pool:

[ ppp profile add name="pppoe-profile" |ocal -address=10.1.1.1 renote-address=pppoe- pool

3. Add a user with username mike and password 123:

/ ppp secret add name=user password=passwd servi ce=pppoe profil e=pppoe-profile

4. Now add a pppoe server:

/interface pppoe-server server add service-name=internet interface=w anl \
\... default-profil e=pppoe-profile
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Specifications

Packages required: ppp

License required: level1l (limited to 1 interface), level 3 (limited to 200 interfaces), level4 (limited to
200 interfaces), level 5 (limited to 500 interfaces), level 6 (unlimited)

Home menu level: /interface pppoe-server, /interface pppoe-client

Standards and Technologies: PPPoE (RFC 2516)

Hardware usage: PPPOE server may require additional RAM (uses approx. 9KiB (plus extra 10KiB

for packet queue, if data rate limitation is used) for each connection) and CPU power. Maximum of
65535 connections is supported.

Additional Documents

Links for PPPoE documentation:

o http://www.fags.org/rfcs/rfc2516.html

PPPoE Clients:

° RASPPPoE for Windows 95, 98, 98SE, ME, NT4, 2000, XP, .NET
http://www.raspppoe.com/

PPPoE Client Setup

Home menu level: /interface pppoe-client

Property Description

ac-name (text; default: "") - this may be left blank and the client will connect to any access
concentrator that offers the "service" name selected

add-default-route (yes | no; default: no) - whether to add a default route automatically

allow (multiple choice: mschap2, mschapl, chap, pap; default: mschap2, mschapl, chap, pap) -
the protocol to allow the client to use for authentication

dial-on-demand (yes | no; default: no) - connects to AC only when outbound traffic is generated
and disconnects when there is no traffic for the period set in the idle-timeout value

interface (name) - interface the PPPOE server can be reached through

max-mru (integer; default: 1460) - Maximum Receive Unit. The optimal value is the MRU of the
interface the tunnel is working over decreased by 40 (so, for 1500-byte Ethernet link, set the MRU
to 1460 to avoid fragmentation of packets)

max-mtu (integer; default: 1460) - Maximum Transmission Unit. The optimal value isthe MTU of
the interface the tunnel is working over decreased by 40 (so, for 1500-byte Ethernet link, set the
MTU to 1460 to avoid fragmentation of packets)

mrru (integer: 512..65535; default: disabled) - maximum packet size that can be received on the

link. If a packet is bigger than tunnel MTU, it will be split into multiple packets, allowing full size
IP or Ethernet packets to be sent over the tunnel

 disabled - disable MRRU on this link
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name (name; default: pppoe-outl) - name of the PPPOE interface
password (text; default: " ") - a user password used to connect the PPPoE server
profile (name) - default profile for the connection

service-name (text; default: " ") - specifies the service name set on the access concentrator. Leave it
blank unless you have many services and need to specify the one you need to connect to

use-peer-dns (yes | no; default: no) - whether to set the router's default DNS to the PPP peer DNS
(i.e. whether to get DNS settings from the peer)

user (text; default: "") - auser name that is present on the PPPOE server

Notes

Note for Windows. Some connection instructions may use the form where the "phone number", such as
"MikroTik_AC\mt1", is specified to indicate that "MikroTik_AC" is the access concentrator name and "mtl" is
the service name.

Specifying MRRU means enabling MP (Multilink PPP) over single link. This protocol is used to split big packets
into smaller ones. Under Windows it can be enabled in Networking tag, Settings button, "Negotiate multi-link
for single link connections". Their MRRU is hardcoded to 1614. This setting is usefull to overcome PathMTU
discovery failures. The MP should be enabled on both peers.

Example

To add and enable PPPoE dient on the etherl interface connecting to the AC that provides testSN service
using user name user with the password passwd:

[adm n@RenpteCf fice] interface pppoe-client> add interface=etherl \
... service-nane=t est SN user=user password=passwd di sabl ed=no
[adm n@Renmpot eCf fice] interface pppoe-client> print
Flags: X - disabled, R - running
0 R nane="pppoe-out 1" nmax-ntu=1480 max- nru=1480 nrru=di sabl ed i nterface=etherl
user ="user" passwor d="passwd" profil e=default service-nane="test SN'
ac-nane="" add-defaul t-route=no dial - on-denand=no use- peer - dns=no
al | ow=pap, chap, nschap1l, nschap2
[adm n@enot eCf fice] interface pppoe-client>

Monitoring PPPoE Client
Command name: /interface pppoe-client monitor
Property Description

ac-mac (MAC address) - MAC address of the access concentrator (AC) the client is connected to
ac-name (text) - name of the AC the client is connected to

encoding (text) - encryption and encoding (if asymmetric, separated with '/") being used in this
connection

mru (read-only: integer) - effective MRU of the link

mtu (read-only: integer) - effective MTU of the link

service-name (text) - name of the service the client is connected to
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status (text) - status of the client
« dialing - attempting to make a connection
« verifying password... - connection has been established to the server, password verification in
progress
* connected - self-explanatory
 terminated - interface is not enabled or the other side will not establish a connection

uptime (time) - connection time displayed in days, hours, minutes and seconds

Example

To monitor the pppoe-outl connection:

[adm n@M kroTi k] interface pppoe-client> nonitor pppoe-outl
status: "connected"
upti me: 6s
idle-tine: 6s
encodi ng: "MPPE128 st at el ess"
servi ce-nane: "test SN
ac-nane: "M kroTi k"

ac-mac: 00: 0C: 42: 04: 00: 73
mu: 1480
mu: 1480

[admi n@M kroTi k] interface pppoe-client>

PPPoE Server Setup (Access Concentrator)
Home menu level: /interface pppoe-server server

Description

The PPPoE server (access concentrator) supports multiple servers for each interface - with differing service
names. Currently the throughput of the PPPoE server has been tested to 160 Mb/s on a Celeron 600 CPU.
Using higher speed CPUs, throughput should increase proportionately.

The access concentrator name and PPPoE service name are used by clients to identity the access
concentrator to register with. The access concentrator name is the same as the identity of the router
displayed before the command prompt. The identity may be set within the /system identity submenu.

Note that if no service name is specified in WindowsXP, it will use only service with no name. So if you want
to serve WindowsXP dlients, leave your service name empty.

Property Description

authentication (multiple choice: mschap2 | mschapl | chap | pap; default: mschap2, mschapl,
chap, pap) - authentication algorithm

default-profile (name; default: default) - default user profile to use
interface (name) - interface, which the clients are connected to

keepalive-timeout (time; default: 10) - defines the time period (in seconds) after which the router is
starting to send keepalive packets every second. If no traffic and no keepalive responses has came
for that period of time (i.e. 2 * keepalive-timeout), not responding client is proclaimed
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disconnected.

max-mru (integer; default: 1480) - Maximum Receive Unit. The optimal value is the MTU of the
interface the tunnel is working over decreased by 20 (so, for 1500-byte Ethernet link, set the MTU
to 1480 to avoid fragmentation of packets)

max-mtu (integer; default: 1480) - Maximum Transmission Unit. The optimal value isthe MTU of
the interface the tunnel is working over decreased by 20 (so, for 1500-byte Ethernet link, set the
MTU to 1480 to avoid fragmentation of packets)

max-sessions (integer; default: 0) - maximum number of clients that the AC can serve

* 0- unlimited
mrru (integer: 512..65535; default: disabled) - maximum packet size that can be received on the
link. If a packet is bigger than tunnel MTU, it will be split into multiple packets, allowing full size
IP or Ethernet packets to be sent over the tunnel

* disabled - disable MRRU on thislink

one-session-per-host (yes | no; default: no) - allow only one session per host (determined by MAC
address). If ahost will try to establish a new session, the old one will be closed

service-name (text) - the PPPOE service name

Notes

The default keepalive-timeout value of 10 is OK in most cases. If you set it to 0, the router will not
disconnect dients until they explicitly log out or the router is restarted. To resolve this problem, the
one-session-per-host property can be used.

Security issue: do not assign an IP address to the interface you will be receiving the PPPoE requests on.

Specifying MRRU means enabling MP (Multilink PPP) over single link. This protocol is used to split big packets
into smaller ones. Under Windows it can be enabled in Networking tag, Settings button, "Negotiate multi-link
for single link connections". Their MRRU is hardcoded to 1614. This setting is usefull to overcome PathMTU
discovery failures. The MP should be enabled on both peers.

Example

To add PPPoE server on etherl interface providing ex service and allowing only one connection per host:

[admi n@M kroTi k] interface pppoe-server server> add interface=etherl \
\... service-nane=ex one-sessli on-per-host =yes
[adm n@M kroTi k] interface pppoe-server server> print
Fl ags: X - disabl ed
0 X service-name="ex" interface=etherl nmtu=1480 nru=1480 nrru=di sabl ed
aut hent i cati on=nschap2, nschap, chap, pap keepal i ve-ti nmeout =10
one- sessi on- per - host =yes max-sessi ons=0 defaul t-profil e=def aul t
[adm n@M kroTi k] interface pppoe-server server>

PPPoE Tunnel Interfaces
Home menu level: /interface pppoe-server

Description

There are two types of interface (tunnel) items in PPTP server configuration - static users and dynamic
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connections. An interface is created for each tunnel established to the given server. Static interfaces are
added administratively if there is a need to reference the particular interface name (in firewall rules or
elsewhere) created for the particular user. Dynamic interfaces are added to this list automatically whenever
a user is connected and its username does not match any existing static entry (or in case the entry is active
already, as there can not be two separate tunnel interfaces referenced by the same name). Dynamic
interfaces appear when a user connects and disappear once the user disconnects, so it is impossible to
reference the tunnel created for that use in router configuration (for example, in firewall), so if you need a
persistent rules for that user, create a static entry for him/her. Otherwise it is safe to use dynamic
configuration. Note that in both cases PPP users must be configured properly - static entries do not replace
PPP configuration.

Property Description

encoding (read-only: text) - encryption and encoding (if asymmetric, separated with /) being used
in this connection

mru (read-only: integer) - client's MRU

mtu (read-only: integer) - client'sMTU

name (name) - interface name

remote-address (read-only: MAC address) - MAC address of the connected client

service (name) - name of the service the user is connected to

uptime (read-only: time) - shows how long the client is connected

user (name) - the name of the connected user (must be present in the user darabase anyway)

Example

To view the currently connected users:

[adm n@M kroTi k] interface pppoe-server> print
Fl ags: X - disabled, D - dynamic, R - running
# NAME USER SERVI CE REMOTE. .. ENCODI NG UPTI ME
0 DR <pppoe-ex> user ex 00: 0C: ... MPPE12... 40m45s
[adm n@M kroTi k] interface pppoe-server>

To disconnect the user ex:

[adm n@M kroTi k] interface pppoe-server> renpve [find user=ex]
[adm n@M kroTi k] interface pppoe-server> print

[adm n@M kroTi k] interface pppoe-server>

Application Examples

PPPoOE in a multipoint wireless 802.11g network

In a wireless network, the PPPoE server may be attached to an Access Point (as well as to a regular station
of wireless infrastructure). Either our RouterOS client or Windows PPPoE dlients may connect to the Access
Point for PPPoE authentication. Further, for RouterOS dients, the radio interface may be set to MTU 1600 so
that the PPPOE interface may be set to MTU 1500. This optimizes the transmission of 1500 byte packets and
avoids any problems associated with MTUs lower than 1500. It has not been determined how to change the
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MTU of the Windows wireless interface at this moment.

Let us consider the following setup where the MikroTik Wireless AP offers wireless dients transparent access
to the local network with authentication:

Metwork:
10.1.0.0/24
— Switch
"
Server
10.1.0.4

Interface: Local )

IP Address: 10.1.0.3/24 Wireless Acoess Point
e~ [PPPoE-Server]
se =] ssid=mt

Dynamic Interfaces: pppoe-ink frequency=2442
IP Addresses: 10.1.0.3/32

e
17 8% 8%

10.1.0.200/32 10.1.0.19%/ 352 10.1.0.19H732

Wireless PPPoE Clients (address range 10.1.0.100-10.1.0.200)

First of all, the wireless interface should be configured:

[ adm n@PPoE- Server] interface wirel ess> set 0 node=ap-bridge \
frequency=2442 band=2. 4ghz-b/ g ssid=nt di sabl ed=no
[ adm n@PPoE- Server] interface wirel ess> print
Fl ags: X - disabled, R - running
0 X nanme="w anl" ntu=1500 nac- addr ess=00: 0C: 42: 18: 5C: 3D ar p=enabl ed

i nterface-type=Atheros AR5413 npde=ap- bridge ssid="nt" frequency=2442
band=2. 4ghz- b/ g scan-|i st=default ant enna-nbde=ant-a wds- nbde=di sabl ed
wds- def aul t - bri dge=none wds-i gnor e- ssi d=no def aul t - aut henti cati on=yes
def aul t - f orwar di ng=yes default-ap-tx-limt=0 default-client-tx-limt=0
hi de- ssi d=no security-profil e=default conpressi on=no

[ adm n@PPoE- Server] interface wrel ess>

Now, configure the Ethernet interface, add the IP address and set the default route:

[ adm n@PPoE- Server] ip address> add address=10.1.0.3/24 interface=Local
[ adm n@PPPoE- Server]| ip address> print

Flags: X - disabled, | - invalid, D - dynamc
#  ADDRESS NETWORK BROADCAST | NTERFACE
0 10.1.0.3/24 10.1.0.0 10. 1. 0. 255 Local

[ adm n@PPPoE- Server] ip address> /ip route

Page 222 of 480
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



[ adm n@PPoE- Server] ip route> add gateway=10.1.0.1

[ adm n@PPoE- Server]| ip route> print

Flags: X - disabled, A - active, D - dynam c,

C - connect, S - static, r - rip, b - bgp, o - ospf, m- me,
B - bl ackhole, U - unreachable, P - prohibit

# DST- ADDRESS PREF- SRC G GATEWAY DI STANCE | NTER. . .
0 ADC 10.1.0.0/24 10.1.0.3 0 Local
1 AS 0.0.0.0/0 r 10.1.0.1 1 Local

[ adm n@PPoE- Server] ip route> /interface ethernet
[ adm n@PPoE- Server] interface ethernet> set Local arp=proxy-arp
[ adm n@PPoE- Server]| interface ethernet> print
Flags: X - disabled, R - running
# NAME MIU  MAC- ADDRESS ARP
0 R Local 1500 00: 0C: 42: 03: 25: 53 proxy-arp
[ adm n@PPoE- Server] interface ethernet>

We should add PPPoE server to the wireless interface:

[ adm n@PPPoE- Server] interface pppoe-server server> add interface=wl anl \
servi ce- nane=nt one-sessi on- per - host =yes di sabl ed=no
[ adm n@PPPoE- Server] interface pppoe-server server> print
Fl ags: X - disabled
0 service-nane="nt" interface=wl anl max-nmt u=1480 nax- ntu=1480 nrru=di sabl ed
aut henti cati on=pap, chap, nschapl, nschap2 keepal i ve-ti meout =10
one- sessi on- per - host =yes max- sessi ons=0 defaul t-profil e=def aul t
[ adm n@PPPoE- Server] interface pppoe-server server>

Finally, we can set up PPPoE dlients:

[ adm n@PPPoE- Server] ip pool > add nanme=pppoe ranges=10.1.0.100-10. 1. 0. 200
[ adm n@PPoE- Server] ip pool > print

# NAME RANGES

0 pppoe 10. 1. 0. 100- 10. 1. 0. 200

[ adm n@PPoE- Server] ip pool> /ppp profile
[ adm n@PPPoE- Server]| ppp profile> set default use-encryption=yes \
| ocal - addr ess=10. 1. 0. 3 renot e- addr ess=pppoe
[ adm n@PPoE- Server] ppp profile> print
Flags: * - default
0 * name="default" | ocal - address=10.1.0. 3 renot e- addr ess=pppoe
use- conpr essi oNn=no use-Vj - conpr essi on=no use-encrypti on=yes onl y- one=no
change-t cp- nes=yes

1 * name="defaul t-encryption" use-conpressi on=def aul t
use-vj - conpr essi on=defaul t use-encrypti on=yes onl y- one=def aul t
change-t cp- mss=def aul t
[ adm n@PPoE- Server] ppp profile> .. secret
[ adm n@PPoE- Server] ppp secret> add nanme=w passwor d=wkst servi ce=pppoe
[ adm n@PPoE- Server]| ppp secret> add nane=l password=ltp servi ce=pppoe
[ adm n@PPoE- Server| ppp secret> print
Fl ags: X - disabl ed

#  NAME SERVI CE CALLER-1 D PASSWORD PROFI LE REMOT E- ADDRESS
0 w pppoe wkst def aul t 0.0.0.0
1 | pppoe Itp def aul t 0.0.0.0

[ adm n@PPPoOE- Server| ppp secret>

Thus we have completed the configuration and added two users: w and | who are able to connect to
Internet, using PPPOE client software.

Note that Windows XP built-in client supports encryption, but RASPPPOE does not. So, if it is planned not to
support Windows clients older than Windows XP, it is recommended not to require encryption. In other case,
the server will accept dients that do not encrypt data.

Troubleshooting

Description
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* I can connect to my PPPoE server. The ping goes even through it, but I still cannot open
web pages
Make sure that you have specified a valid DNS server in the router (in /ip dns or in /ppp profile the
dns-server parameter).

° The PPPoE server shows more than one active user entry for one client, when the clients
disconnect, they are still shown and active
Set the keepalive-timeout parameter (in the PPPoE server configuration) to 10 if You want clients to
be considered logged off if they do not respond for 10 seconds.
Note that if the keepalive-timeout parameter is set to 0 and the only-one parameter (in PPP
profile settings) is set to yes then the dients might be able to connect only once. To resolve this
problem one-session-per-host parameter in PPPoOE server configuration should be set to yes

° My Windows XP client cannot connect to the PPPOE server
You have to specify the "Service Name" in the properties of the XP PPPOE client. If the service name is
not set, or it does not match the service name of the MikroTik PPPoE server, you get the "line is busy"
errors, or the system shows "verifying password - unknown error"

° I want to have logs for PPPoE connection establishment
(onfigure the logging feature under the /system logging facility and enable the PPP type logs
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PPTP Tunnel
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Description
General Information

Summary

PPTP (Point to Point Tunnel Protocol) supports encrypted tunnels over IP. The MikroTik RouterOS
implementation includes support for both PPTP client and server.

General applications of PPTP tunnels:

° secure router-to-router tunnels over the Internet
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* linking (bridging) local Intranets or LANs

° accessing an Intranet/LAN of a company for remote (mobile) clients (employees)

Each PPTP connection is composed of a server and a client. The MikroTik RouterOS may function as a server
or client or, for various configurations, it may be the server for some connections and dient for other
connections. For example, the client created below could connect to a Windows 2000 server, another
MikroTik Router, or another router which supports a PPTP server.

Quick Setup Guide

To make a PPTP tunnel between 2 MikroTik routers with IP addresses 10.5.8.104 (PPTP server) and
10.1.0.172 (PPTP dient), follow the next steps.

* (onfiguration on PPTP server router:

1. Add a user:
[ adm n@PPTP- Server] ppp secret> add nanme=user password=passwd \
\... local-address=10.0.0.1 renote-address=10.0.0. 2

2. Enable the PPTP server:

[ adm n@PTP- Server] interface pptp-server server> set enabl ed=yes

° Configuration on PPTP dient router:

1.  Add the PPTP dient:

[adm n@PTP-Client] interface pptp-client> add user=user password=passwd \
connect -t 0=10. 5. 8. 104 di sabl ed=no

Specifications

Packages required: ppp

License required: level1 (limited to 1 tunnél), level 3 (limited to 200 tunnels), level5
Home menu level: /interface pptp-server, /interface pptp-client

Standards and Technologies: PPTP (RFC 2637)

Hardware usage: Not significant

Description

PPTP is a secure tunnel for transporting IP traffic using PPP. PPTP encapsulates PPP in virtual lines that run
over IP. PPTP incorporates PPP and MPPE (Microsoft Point to Point Encryption) to make encrypted links. The
purpose of this protocol is to make well-managed secure connections between routers as well as between
routers and PPTP clients (dients are available for and/or included in almost all OSs including Windows).

Multilink PPP (MP) is supported in order to provide MRRU (the ability to transmit full-sized 1500 and larger
packets) and bridging over PPP links (using Bridge Control Protocol (BCP) that allows to send raw Ethernet
frames over PPP links). This way it is possible to setup bridging without EoIP. The bridge should either have
an administratively set MAC address or an Ethernet-like interface in it, as PPP links do not have MAC
addresses.
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PPTP includes PPP authentication and accounting for each PPTP connection. Full authentication and
accounting of each connection may be done through a RADIUS dlient or locally.

MPPE 40bit RC4 and MPPE 128bit RC4 encryption are supported.

PPTP traffic uses TCP port 1723 and IP protocol GRE (Generic Routing Encapsulation, IP protocol ID 47), as
assigned by the Internet Assigned Numbers Authority (IANA). PPTP can be used with most firewalls and
routers by enabling traffic destined for TCP port 1723 and protocol 47 traffic to be routed through the
firewall or router.

PPTP connections may be limited or impossible to setup though a masqueraded/NAT IP connection. Please
see the Microsoft and RFC links listed below for more information.

Additional Documents

o http://msdn.microsoft.com/library/backgrnd/html/understanding pptp.htm

. http://support.microsoft.com/support/kb/articles/q162/8/47.asp
*  http://www.ietf.org/rfc/rfc2637.txt?number=2637
*  http://www.ietf.org/rfc/rfc3078.txt?number=3078
*  http://www.ietf.org/rfc/rfc3079.txt?number=3079

PPTP Client Setup

Home menu level: /interface pptp-client
Property Description

add-default-route (yes | no; default: no) - whether to use the server which this client is connected
to asits default router (gateway)

allow (multiple choice: mschap2, mschapl, chap, pap; default: mschap2, mschapl, chap, pap) -
the protocol to allow the client to use for authentication

connect-to (IP address) - The |P address of the PPTP server to connect to

max-mru (integer; default: 1460) - Maximum Receive Unit. The optimal value is the MRU of the
interface the tunnel is working over decreased by 40 (so, for 1500-byte Ethernet link, set the MRU
to 1460 to avoid fragmentation of packets)

max-mtu (integer; default: 1460) - Maximum Transmission Unit. The optimal valueisthe MTU of
the interface the tunnel is working over decreased by 40 (so, for 1500-byte Ethernet link, set the
MTU to 1460 to avoid fragmentation of packets)

mrru (integer: 512..65535; default: disabled) - maximum packet size that can be received on the
link. If a packet is bigger than tunnel MTU, it will be split into multiple packets, alowing full size
IP or Ethernet packets to be sent over the tunnel

» disabled - disable MRRU on thislink
name (name; default: pptp-outN) - interface name for reference
password (text; default: " ") - user password to use when logging to the remote server
profile (name; default: default) - profile to use when connecting to the remote server
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user (text) - user name to use when logging on to the remote server

Notes

Specifying MRRU means enabling MP (Multilink PPP) over single link. This protocol is used to split big packets
into smaller ones. Under Windows it can be enabled in Networking tag, Settings button, "Negotiate multi-link
for single link connections”. Their MRRU is hardcoded to 1614. This setting is usefull to overcome PathMTU
discovery failures. The MP should be enabled on both peers.

Example

To set up PPTP client named test2 using unsername john with password john to connect to the 10.1.1.12
PPTP server and use it as the default gateway:

[adm n@M kroTi k] interface pptp-client> add nane=test2 connect-to=10.1.1.12 \

\... user=john add-default-route=yes password=j ohn

[adm n@M kroTi k] interface pptp-client> print

Flags: X - disabled, R - running

0 X name="test2" max-nt u=1460 max-nr u=1460 nrru=di sabl ed connect-to0=10.1.1.12

user ="j ohn" passwor d="j ohn" profil e=default add-default-route=yes
al | ow=pap, chap, nschapl, nschap2

[adm n@ kroTi k] interface pptp-client> enable O

Monitoring PPTP Client

Command name: /interface pptp-client monitor
Property Description

encoding (text) - encryption and encoding (if asymmetric, separated with /') being used in this
connection

idle-time (read-only: time) - time since the last packet has been transmitted over this link
mru (read-only: integer) - effective MRU of the link
mtu (read-only: integer) - effective MTU of the link

status (text) - status of the client
« dialing - attempting to make a connection

« verifying password... - connection has been established to the server, password verification in
progress

* connected - self-explanatory
* terminated - interface is not enabled or the other side will not establish a connection

uptime (time) - connection time displayed in days, hours, minutes and seconds

Example

Example of an established connection:

[adm n@M kroTi k] interface pptp-client> nonitor test2
status: "connected"
upti me: 6h44nBs
idle-tine: 6h44nBs
encodi ng: "MPPE128 st atel ess"
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ntu: 1460
nru: 1460
[adm n@M kroTi k] interface pptp-client>

PPTP Server Setup
Home menu level: /interface pptp-server server

Description

The PPTP server creates a dynamic interface for each connected PPTP dient. The PPTP connection count
from dients depends on the license level you have. Levell license allows 1 PPTP dient, Level3 or Level4
licenses up to 200 dients, and Level5 or Level6 licenses do not have PPTP dient limitations.

Property Description

authentication (multiple choice: pap | chap | mschapl | mschap2; default: mschap2) -
authentication algorithm

default-profile - default profile to use
enabled (yes | no; default: no) - defines whether PPTP server is enabled or not

keepalive-timeout (time; default: 30) - defines the time period (in seconds) after which the router is
starting to send keepalive packets every second. If no traffic and no keepalive responses has came
for that period of time (i.e. 2 * keepalive-timeout), not responding client is proclaimed disconnected

max-mru (integer; default: 1460) - Maximum Receive Unit. The optimal value is the MRU of the
interface the tunnel is working over decreased by 40 (so, for 1500-byte ethernet link, set the MRU
to 1460 to avoid fragmentation of packets)

max-mtu (integer; default: 1460) - Maximum Transmission Unit. The optimal valueisthe MTU of
the interface the tunnel is working over decreased by 40 (so, for 1500-byte ethernet link, set the
MTU to 1460 to avoid fragmentation of packets)

mrru (integer: 512..65535; default: disabled) - maximum packet size that can be received on the

link. If a packet is bigger than tunnel MTU, it will be split into multiple packets, allowing full size
IP or Ethernet packets to be sent over the tunnel

 disabled - disable MRRU on this link
Notes

Specifying MRRU means enabling MP (Multilink PPP) over single link. This protocol is used to split big packets
into smaller ones. Under Windows it can be enabled in Networking tag, Settings button, "Negotiate multi-link
for single link connections". Their MRRU is hardcoded to 1614. This setting is usefull to overcome PathMTU
discovery failures. The MP should be enabled on both peers.

Example

To enable PPTP server:

[adm n@M kroTi k] interface pptp-server server> set enabl ed=yes
[adm n@M kroTi k] interface pptp-server server> print
enabl ed: yes
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max-ntu: 1460
max-nru: 1460
nrru: disabled
aut henti cati on: nschap2, mschapl
keepal i ve-ti meout: 30
defaul t-profile: default
[adm n@M kroTi k] interface pptp-server server>

PPTP Tunnel Interfaces
Home menu level: /interface pptp-server

Description

There are two types of interface (tunnel) items in PPTP server configuration - static users and dynamic
connections. An interface is created for each tunnel established to the given server. Static interfaces are
added administratively if there is a need to reference the particular interface name (in firewall rules or
elsewhere) created for the particular user. Dynamic interfaces are added to this list automatically whenever
a user is connected and its username does not match any existing static entry (or in case the entry is active
already, as there can not be two separate tunnel interfaces referenced by the same name). Dynamic
interfaces appear when a user connects and disappear once the user disconnects, so it is impossible to
reference the tunnel created for that use in router configuration (for example, in firewall), so if you need a
persistent rules for that user, create a static entry for him/her. Otherwise it is safe to use dynamic
configuration. Note that in both cases PPP users must be configured properly - static entries do not replace
PPP configuration.

Property Description

client-address (read-only: |P address) - shows the | P address of the connected client

encoding (read-only: text) - encryption and encoding (if asymmetric, separated with /) being used
in this connection

mru (read-only: integer) - client's MRU

mtu (read-only: integer) - clientsMTU

name (name) - interface name

uptime (read-only: time) - shows how long the client is connected

user (name) - the name of the user that is configured statically or added dynamically

Example

To add a static entry for ex1 user:

[adm n@M kroTi k] interface pptp-server> add user=ex1l
[adm n@M kroTi k] interface pptp-server> print
Flags: X - disabled, D - dynamc, R - running

# NAME USER Mru CLI ENT- ADDRESS UPTI ME ENC. . .
0 DR <pptp-ex> ex 1460 10.0.0. 202 6nmB2s none
1 ppt p-i nl ex1l

[adm n@M kroTi k] interface pptp-server>

In this example an already connected user ex is shown besides the one we just added. Now the interface
named pptp-inl can be referenced from anywhere in RouterOS configuration like a regular interface.
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PPTP Application Examples

Router-to-Router Secure Tunnel Example

The following is an example of connecting two Intranets using an encrypted PPTP tunnel over the Internet.

Hetwork Setup without PPTP enabled

[SP #1
netwaork 192.168.80.0
netmask 2655 265 255 0

To Internet [HomeOffice]

192 168 80.1/24 =
LocafHoEeElﬁc; J -
10780 2 264724

network 10.150.2.0
netmask 255.295.255.0

ﬁ‘l'
Laptop
0950 2. 1/24

There are two routers in this example:

° [HomeOffice]
Interface LocalHomeOffice 10.150.2.254/24
Interface Tolnternet 192.168.80.1/24

* [RemoteOffice]
Interface Tolnternet 192.168.81.1/24

ISP #2
netwaork 192.168.81.0
hetmask 255 255 2650

[FemoteOffice] | To fntemet

192 168 57 1/24
[ ocalRemoteOffice
107501, 254724

network 10.150.1.0
netmask 255.255.255.0

l|_..

Work station
10180 1 1/24

Interface LocalRemoteOffice 10.150.1.254/24
Each router is connected to a different ISP. One router can access another router through the Internet.

On the PPTP server a user must be set up for the dient:

[adm n@HonmeO fice] ppp secret> add nanme=ex servi ce=pptp password=lkjrht \
\... local -address=10.0. 103. 1 renot e- addr ess=10. 0. 103. 2
[adm n@HonmeOr fice] ppp secret> print detail
Fl ags: X - disabl ed
0 name="ex" service=pptp caller-id="" password="|kjrht" profile=default
| ocal - address=10. 0. 103. 1 renpot e- addr ess=10. 0. 103. 2 r out es==""
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