[filipe@MikroTik] > /export

# jun/05/2007 00:09:08 by RouterOS 2.9.6

# software id = QFPP-H5T

#

/ interface ethernet 

set ether1 name="ether1" mtu=1500 mac-address=00:83:08:01:51:B1 arp=enabled disable-running-check=yes auto-negotiation=yes \

    full-duplex=yes cable-settings=default speed=100Mbps comment="" disabled=no 

/ interface wireless 

set wlan1 name="wlan1" mtu=1500 mac-address=00:14:78:12:23:DE arp=reply-only disable-running-check=no \

    radio-name="0014781223DE" mode=ap-bridge ssid="erquisnet" area="" frequency-mode=regulatory-domain \

    country=brazil antenna-gain=0 frequency=2422 band=2.4ghz-b scan-list=default rate-set=default \

    supported-rates-b=1Mbps,2Mbps,5.5Mbps,11Mbps supported-rates-a/g=6Mbps,9Mbps,12Mbps,18Mbps,24Mbps,36Mbps,48Mbps,54Mbps \

    basic-rates-b=1Mbps basic-rates-a/g=6Mbps max-station-count=2007 ack-timeout=dynamic tx-power-mode=default \

    noise-floor-threshold=default periodic-calibration=default burst-time=disabled dfs-mode=none antenna-mode=ant-a \

    wds-mode=disabled wds-default-bridge=none wds-ignore-ssid=no update-stats-interval=disabled default-authentication=no \

    default-forwarding=no default-ap-tx-limit=0 default-client-tx-limit=0 hide-ssid=no security-profile="WEP BOA" \

    disconnect-timeout=3s on-fail-retry-time=100ms preamble-mode=both compression=no allow-sharedkey=no comment="" \

    disabled=no 

/ interface wireless nstreme 

set wlan1 enable-nstreme=no enable-polling=yes framer-policy=none framer-limit=3200 

/ interface wireless manual-tx-power-table 

set wlan1 manual-tx-powers=1Mbps:17,2Mbps:17,5.5Mbps:17,11Mbps:17,6Mbps:17,9Mbps:17,12Mbps:17,18Mbps:17,24Mbps:17,36Mbps:17\

    ,48Mbps:17,54Mbps:17 

/ interface wireless security-profiles 

set default name="default" mode=none wpa-unicast-ciphers="" wpa-group-ciphers="" pre-shared-key="" static-algo-0=none \

    static-key-0="" static-algo-1=none static-key-1="" static-algo-2=none static-key-2="" static-algo-3=none \

    static-key-3="" static-transmit-key=key-0 static-sta-private-algo=none static-sta-private-key="" \

    radius-mac-authentication=no group-key-update=5m 

add name="WEP BOA" mode=wpa-psk wpa-unicast-ciphers=tkip wpa-group-ciphers=tkip \

    pre-shared-key="`s!r:dC-L/P7p~q*6;p~m%sq}Z_\(" static-algo-0=none static-key-0="" \

    static-algo-1=none static-key-1="" static-algo-2=none static-key-2="" static-algo-3=none static-key-3="" \

    static-transmit-key=key-0 static-sta-private-algo=none static-sta-private-key="" radius-mac-authentication=no \

    group-key-update=5m 

/ interface wireless align 

set frame-size=300 active-mode=yes receive-all=no audio-monitor=00:00:00:00:00:00 filter-mac=00:00:00:00:00:00 ssid-all=no \

    frames-per-second=25 audio-min=-100 audio-max=-20 

/ interface wireless connect-list 

add interface=wlan1 connect=yes mac-address=00:17:9A:02:1D:ED ssid="" min-signal-strength=-95 area-prefix="" \

    security-profile="WEP BOA" comment="welington" disabled=no 

add interface=wlan1 connect=yes mac-address=00:04:23:4B:03:02 ssid="" min-signal-strength=-95 area-prefix="" \

    security-profile="WEP BOA" comment="filipe note" disabled=no 

add interface=wlan1 connect=yes mac-address=00:19:5B:65:65:68 ssid="" min-signal-strength=-95 area-prefix="" \

    security-profile="WEP BOA" comment="alcione" disabled=no 

/ interface wireless access-list 

add mac-address=00:04:23:4B:03:02 interface=wlan1 authentication=yes forwarding=yes ap-tx-limit=0 client-tx-limit=0 \

    private-algo=none private-key="" comment="filipe note" disabled=no 

add mac-address=00:19:5B:65:65:68 interface=wlan1 authentication=yes forwarding=yes ap-tx-limit=0 client-tx-limit=0 \

    private-algo=none private-key="" comment="alcione" disabled=no 

add mac-address=00:17:9A:02:1D:ED interface=wlan1 authentication=yes forwarding=yes ap-tx-limit=0 client-tx-limit=0 \

    private-algo=none private-key="" comment="Wellington" disabled=no 

/ interface wireless snooper 

set multiple-channels=yes channel-time=200ms receive-errors=no 

/ interface wireless sniffer 

set multiple-channels=no channel-time=200ms only-headers=no receive-errors=no memory-limit=10 file-name="" file-limit=10 \

    streaming-enabled=no streaming-server=0.0.0.0 streaming-max-rate=0 

/ interface bridge port 

set ether1 bridge=none priority=128 path-cost=10 

set wlan1 bridge=none priority=128 path-cost=10 

/ interface l2tp-server server 

set enabled=no max-mtu=1460 max-mru=1460 authentication=pap,chap,mschap1,mschap2 default-profile=default-encryption 

/ interface pptp-server server 

set enabled=no max-mtu=1460 max-mru=1460 authentication=mschap1,mschap2 keepalive-timeout=30 \

    default-profile=default-encryption 

/ ip accounting 

set enabled=no account-local-traffic=no threshold=256 

/ ip accounting web-access 

set accessible-via-web=no address=0.0.0.0/0 

/ ip service 

set telnet port=23 address=0.0.0.0/0 disabled=no 

set ftp port=21 address=0.0.0.0/0 disabled=no 

set www port=80 address=0.0.0.0/0 disabled=no 

set ssh port=22 address=0.0.0.0/0 disabled=no 

set www-ssl port=443 address=0.0.0.0/0 certificate=none disabled=yes 

/ ip socks 

set enabled=no port=1080 connection-idle-timeout=2m max-connections=200 

/ ip arp 

add address=10.1.2.2 mac-address=00:04:23:4B:03:02 interface=wlan1 comment="Filipe Notebook" disabled=no 

add address=10.1.2.5 mac-address=00:17:AD:00:12:90 interface=wlan1 comment="Ferragista" disabled=no 

add address=10.1.2.6 mac-address=00:19:5B:65:65:68 interface=wlan1 comment="Alcione" disabled=no 

add address=10.1.2.9 mac-address=00:17:9A:02:1D:ED interface=wlan1 comment="Wellington" disabled=no 

add address=10.1.2.10 mac-address=00:17:9A:80:60:88 interface=wlan1 comment="Pryscila" disabled=no 

add address=10.1.2.13 mac-address=00:17:9A:7D:A6:1C interface=wlan1 comment="Silvana Mar al" disabled=no 

add address=10.1.2.14 mac-address=00:17:9A:80:5C:8B interface=wlan1 comment="Marcelio" disabled=no 

add address=10.1.2.17 mac-address=00:40:F4:E5:F0:6B interface=wlan1 comment="Walter Melo" disabled=no 

add address=10.1.2.18 mac-address=00:17:9A:7D:A5:84 interface=wlan1 comment="Goianesia" disabled=no 

add address=10.1.2.21 mac-address=00:17:9A:7D:A6:4A interface=wlan1 comment="Tom Farmacia" disabled=no 

add address=10.1.2.22 mac-address=00:19:5B:65:55:A8 interface=wlan1 comment="Dra Sebastiana" disabled=no 

add address=10.1.2.25 mac-address=00:15:E9:B4:6E:3F interface=wlan1 comment="Bruno" disabled=no 

add address=10.1.2.26 mac-address=00:19:5B:67:07:54 interface=wlan1 comment="Murilo" disabled=no 

add address=10.1.2.29 mac-address=00:19:5B:67:06:C3 interface=wlan1 comment="Tais" disabled=no 

add address=10.1.2.30 mac-address=00:19:5B:67:06:7A interface=wlan1 comment="Matheus Mota" disabled=no 

add address=10.1.2.33 mac-address=00:11:6B:3A:4F:B9 interface=wlan1 comment="Lojas Ramos" disabled=no 

add address=10.1.2.35 mac-address=00:11:6B:3A:4F:CF interface=wlan1 comment="Paulo" disabled=no 

/ ip upnp 

set enabled=no allow-disable-external-interface=yes show-dummy-rule=yes 

/ ip traffic-flow 

set enabled=no interfaces=all cache-entries=4k active-flow-timeout=30m inactive-flow-timeout=15s 

/ ip dns 

set primary-dns=192.168.254.254 secondary-dns=192.168.254.254 allow-remote-requests=no cache-size=2048KiB cache-max-ttl=1w 

/ ip address 

add address=192.168.0.58/32 network=192.168.0.1 broadcast=192.168.0.255 interface=ether1 comment="ethernet" disabled=yes 

add address=10.1.2.1/30 network=10.1.2.0 broadcast=10.1.2.3 interface=wlan1 comment="wireless" disabled=no 

/ ip proxy 

set enabled=no port=8080 parent-proxy=0.0.0.0:0 maximal-client-connecions=1000 maximal-server-connectons=1000 

/ ip proxy access 

add dst-port=23-25 action=deny comment="block telnet & spam e-mail relaying" disabled=no 

/ ip neighbor discovery 

set ether1 discover=yes 

set wlan1 discover=yes 

/ ip route 

add dst-address=0.0.0.0/0 gateway=192.168.100.1 scope=255 target-scope=10 comment="Gateway" disabled=no 

/ ip firewall mangle 

add chain=prerouting p2p=all-p2p action=mark-connection new-connection-mark=p2p_conn passthrough=yes comment="Controel \

    p2p" disabled=no 

add chain=prerouting connection-mark=p2p_conn action=mark-packet new-packet-mark=p2p passthrough=yes comment="Controle \

    p2p" disabled=no 

/ ip firewall nat 

add chain=srcnat out-interface=ether1 action=masquerade comment="Regra para Fazer nat para internet" disabled=no 

add chain=srcnat action=accept comment="" disabled=no 

add chain=dstnat in-interface=wlan1 protocol=tcp dst-port=80 action=redirect to-ports=3128 comment="Nat redirecionar \

    webproxy" disabled=no 

/ ip firewall connection tracking 

set enabled=yes tcp-syn-sent-timeout=2m tcp-syn-received-timeout=1m tcp-established-timeout=5d tcp-fin-wait-timeout=2m \

    tcp-close-wait-timeout=1m tcp-last-ack-timeout=30s tcp-time-wait-timeout=2m tcp-close-timeout=10s udp-timeout=30s \

    udp-stream-timeout=3m icmp-timeout=30s generic-timeout=10m 

/ ip firewall filter 

add chain=input in-interface=ether1 protocol=tcp dst-port=3128 action=drop comment="Bloqueio do proxy externo" disabled=no 

/ ip firewall service-port 

set ftp ports=21 disabled=no 

set tftp ports=69 disabled=no 

set irc ports=6667 disabled=no 

set h323 disabled=yes 

set quake3 disabled=no 

set mms disabled=no 

set gre disabled=yes 

set pptp disabled=yes 

/ ip dhcp-client 

add interface=ether1 add-default-route=yes use-peer-dns=yes use-peer-ntp=yes comment="" disabled=no 

/ ip dhcp-server config 

set store-leases-disk=5m 

/ ip hotspot service-port 

set ftp ports=21 disabled=no 

/ ip hotspot profile 

set default name="default" hotspot-address=0.0.0.0 dns-name="" html-directory=hotspot rate-limit="" http-proxy=0.0.0.0:0 \

    smtp-server=0.0.0.0 login-by=cookie,http-chap http-cookie-lifetime=3d split-user-domain=no use-radius=no 

/ ip hotspot user profile 

set default name="default" idle-timeout=none keepalive-timeout=2m status-autorefresh=1m shared-users=1 \

    transparent-proxy=yes open-status-page=always advertise=no 

/ ip ipsec proposal 

add name="default" auth-algorithms=sha1 enc-algorithms=3des lifetime=30m lifebytes=0 pfs-group=modp1024 disabled=no 

/ ip web-proxy 

set enabled=yes src-address=0.0.0.0 port=3128 hostname="proxy" transparent-proxy=yes parent-proxy=0.0.0.0:0 \

    cache-administrator="webmaster" max-object-size=4096KiB cache-drive=system max-cache-size=10000KiB \

    max-ram-cache-size=256000KiB 

/ ip web-proxy access 

add dst-port=23-25 action=deny comment="block telnet & spam e-mail relaying" disabled=no 

/ ip web-proxy cache 

add url=":cgi-bin \\\\?" action=deny comment="no cache dynamic http pages" disabled=no 

add action=allow comment="no cache dynamic https pages" disabled=no 

add url="https://" action=deny comment="no cache dynamic https pages" disabled=no 

/ system logging 

add topics=info prefix="" action=memory disabled=no 

add topics=error prefix="" action=memory disabled=no 

add topics=warning prefix="" action=memory disabled=no 

add topics=critical prefix="" action=echo disabled=no 

/ system logging action 

set memory name="memory" target=memory memory-lines=100 memory-stop-on-full=no 

set disk name="disk" target=disk disk-lines=100 disk-stop-on-full=no 

set echo name="echo" target=echo remember=yes 

set remote name="remote" target=remote remote=0.0.0.0:514 

/ system upgrade mirror 

set enabled=no primary-server=0.0.0.0 secondary-server=0.0.0.0 check-interval=1d user="" 

/ system clock dst 

set dst-delta=+01:00 dst-start="jan/01/1970 00:00:00" dst-end="jan/01/1970 00:00:00" 

/ system watchdog 

set reboot-on-failure=yes watch-address=none watchdog-timer=yes no-ping-delay=5m automatic-supout=yes auto-send-supout=no 

/ system console 

add term="" disabled=no 

set FIXME term="linux" disabled=no 

set FIXME term="linux" disabled=no 

set FIXME term="linux" disabled=no 

set FIXME term="linux" disabled=no 

set FIXME term="linux" disabled=no 

set FIXME term="linux" disabled=no 

set FIXME term="linux" disabled=no 

set FIXME term="linux" disabled=no 

/ system console screen 

set line-count=25 

/ system identity 

set name="MikroTik" 

/ system note 

set show-at-login=yes note="" 

/ system scheduler 

add name="parar_proxy" on-event="Parar_Proxy start-date=nov/15/2006 \\" start-date=jan/01/1970 start-time=05:00:00 \

    interval=5s comment="" disabled=no 

add name="limpar_proxy" on-event=Limpar_Proxy start-date=nov/15/2006 start-time=05:03:00 interval=5s comment="" \

    disabled=no 

add name="criar_proxy" on-event="MANUTEN O AUTOM TICA DO WEB-PROXY" start-date=nov/15/2006 start-time=05:10:00 interval=5s \

    comment="" disabled=no 

add name="backup diario" on-event="CRIA BACKUP DE 6 EM 6 HORAS" start-date=jan/16/2007 start-time=00:00:00 interval=6s \

    comment="" disabled=no 

/ system gps 

set enabled=no set-system-time=no 

/ system routerboard bios 

set 

/ system health 

set state-after-reboot=enabled 

/ ppp profile 

set default name="default" use-compression=default use-vj-compression=default use-encryption=default only-one=default \

    change-tcp-mss=default comment="" 

set default-encryption name="default-encryption" use-compression=default use-vj-compression=default use-encryption=yes \

    only-one=default change-tcp-mss=default comment="" 

/ ppp aaa 

set use-radius=no accounting=yes interim-update=0s 

/ queue type 

set default name="default" kind=pfifo pfifo-limit=50 

set ethernet-default name="ethernet-default" kind=pfifo pfifo-limit=50 

set wireless-default name="wireless-default" kind=sfq sfq-perturb=5 sfq-allot=1514 

set synchronous-default name="synchronous-default" kind=red red-limit=60 red-min-threshold=10 red-max-threshold=50 \

    red-burst=20 red-avg-packet=1000 

set hotspot-default name="hotspot-default" kind=sfq sfq-perturb=5 sfq-allot=1514 

/ queue simple 

add name="Filipe note" dst-address=10.1.2.2/32 interface=all parent=none priority=8 \

    queue=wireless-default/wireless-default limit-at=128000/64 max-limit=128000/64000 total-queue=default disabled=no 

add name="ferragista" dst-address=10.1.2.5/32 interface=wlan1 parent=none priority=8 \

    queue=wireless-default/wireless-default limit-at=128000/64 max-limit=128000/64000 total-queue=default disabled=no 

add name="wellington" dst-address=10.1.2.9/32 interface=all parent=none priority=8 queue=wireless-default/wireless-default \

    limit-at=128000/64 max-limit=128000/64000 total-queue=default disabled=no 

add name="pryscila" dst-address=10.1.2.10/32 interface=wlan1 parent=none priority=8 \

    queue=wireless-default/wireless-default limit-at=182000/64 max-limit=182000/64000 total-queue=default disabled=no 

add name="silvana mar al" dst-address=10.1.2.13/32 interface=wlan1 parent=none priority=8 \

    queue=wireless-default/wireless-default limit-at=182000/64 max-limit=182000/64000 total-queue=default disabled=no 

add name="marcelio" dst-address=10.1.2.14/32 interface=wlan1 parent=none priority=8 \

    queue=wireless-default/wireless-default limit-at=128000/64 max-limit=128000/64000 total-queue=default disabled=no 

add name="goianesia" dst-address=10.1.2.18/32 interface=wlan1 parent=none priority=8 \

    queue=wireless-default/wireless-default limit-at=128000/64 max-limit=128000/64000 total-queue=default disabled=no 

add name="Dra Sebastiana" dst-address=10.1.2.22/32 interface=wlan1 parent=none priority=8 \

    queue=wireless-default/wireless-default limit-at=128000/64 max-limit=128000/64000 total-queue=default disabled=no 

add name="Tom Farmacia" dst-address=10.1.2.21/32 interface=wlan1 parent=none priority=8 \

    queue=wireless-default/wireless-default limit-at=128000/64 max-limit=128000/64000 total-queue=default disabled=no 

add name="Bruno" dst-address=10.1.2.25/32 interface=wlan1 parent=none priority=8 queue=wireless-default/wireless-default \

    limit-at=128000/64 max-limit=128000/64000 total-queue=default disabled=no 

add name="Murilo" dst-address=10.1.2.26/32 interface=wlan1 parent=none priority=8 queue=wireless-default/wireless-default \

    limit-at=128000/64 max-limit=128000/64000 total-queue=default disabled=no 

add name="Tais" dst-address=10.1.2.29/32 interface=wlan1 parent=none priority=8 queue=wireless-default/wireless-default \

    limit-at=128000/64 max-limit=128000/64000 total-queue=default disabled=no 

add name="Matheus Mota" dst-address=10.1.2.30/32 interface=wlan1 parent=none priority=8 \

    queue=wireless-default/wireless-default limit-at=128000/64 max-limit=128000/64000 total-queue=default disabled=no 

add name="Lojas Ramos" dst-address=10.1.2.33/32 interface=wlan1 parent=none priority=8 \

    queue=wireless-default/wireless-default limit-at=128000/64 max-limit=128000/64000 total-queue=default disabled=no 

add name="Paulo" dst-address=10.1.2.35/32 interface=wlan1 parent=none priority=8 queue=wireless-default/wireless-default \

    limit-at=128000/64 max-limit=128000/64000 total-queue=default disabled=no 

add name="alcione" target-addresses=10.1.2.6/32 dst-address=0.0.0.0/0 interface=wlan1 parent=none priority=8 \

    queue=default/default limit-at=128/64000 max-limit=128/64000 total-queue=default disabled=no 

/ queue tree 

add name="p2p baixo" parent=global-in packet-mark=p2p limit-at=0 queue=default priority=8 max-limit=30000 burst-limit=0 \

    burst-threshold=0 burst-time=0s disabled=no 

add name="p2p alto" parent=global-out packet-mark=p2p limit-at=0 queue=default priority=8 max-limit=30000 burst-limit=0 \

    burst-threshold=0 burst-time=0s disabled=no 

/ user 

add name="filipe" group=full address=0.0.0.0/0 comment="system default user" disabled=no 

/ user group 

add name="read" policy=local,telnet,ssh,reboot,read,test,winbox,password,web,!ftp,!write,!policy 

add name="write" policy=local,telnet,ssh,reboot,read,write,test,winbox,password,web,!ftp,!policy 

add name="full" policy=local,telnet,ssh,ftp,reboot,read,write,policy,test,winbox,password,web 

/ user aaa 

set use-radius=no accounting=yes interim-update=0s default-group=read 

/ radius incoming 

set accept=no port=1700 

/ driver 

/ snmp 

set enabled=no contact="" location="" 

/ snmp community 

set public name="public" address=0.0.0.0/0 read-access=yes 

/ tool bandwidth-server 

set enabled=yes authenticate=yes allocate-udp-ports-from=2000 max-sessions=10 

/ tool mac-server ping 

set enabled=yes 

/ tool e-mail 

set server=0.0.0.0 from="<>" 

/ tool sniffer 

set interface=all only-headers=no memory-limit=10 file-name="" file-limit=10 streaming-enabled=no streaming-server=0.0.0.0 \

    filter-stream=yes filter-protocol=ip-only filter-address1=0.0.0.0/0:0-65535 filter-address2=0.0.0.0/0:0-65535 

/ tool graphing 

set store-every=5min 

/ tool graphing interface 

add interface=all allow-address=0.0.0.0/0 store-on-disk=yes disabled=no 

/ routing ospf 

set router-id=0.0.0.0 distribute-default=never redistribute-connected=no redistribute-static=no redistribute-rip=no \

    redistribute-bgp=no metric-default=1 metric-connected=20 metric-static=20 metric-rip=20 metric-bgp=20 

/ routing ospf area 

set backbone area-id=0.0.0.0 authentication=none prefix-list-import="" prefix-list-export="" disabled=no 

/ routing bgp 

set enabled=no as=1 router-id=0.0.0.0 redistribute-static=no redistribute-connected=no redistribute-rip=no \

    redistribute-ospf=no 

/ routing rip 

set redistribute-static=no redistribute-connected=no redistribute-ospf=no redistribute-bgp=no metric-static=1 \

    metric-connected=1 metric-ospf=1 metric-bgp=1 update-timer=30s timeout-timer=3m garbage-timer=2m 

[filipe@MikroTik] >
