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- /0 employees

- Incorporated in 1996
- RouterOS in 1997

- RouterBOARD in 2002
- MUM in 2006
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In this MUM

- /700 attendees
- 22 exhibitors

- 1/ presentations
- 20" MUM mum

(,é
Poland. March 2010



Meet the staff

- Arnis Riekstins

- John Tully

- Janis Jankovskis

- Edmunds Aperans
- Uldis Cernevskis

- Maris Bulans

- Janis Megis

- Normunds Rustanovics



Current products
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- Faster CPU - Faster CPU - Faster CPU
: L'\j'gée RAM - More RAM - More RAM
- port ! rt _ Gigabit

- miniPCl-e USB ports 9abl

- Builtin radio
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- Faster CPU
- More RAM



A - More memory

H - High power

G - Gigabit high power
U - USB

R - Built in Wireless

N -802.1T1n

S-7



RB750 + RB750G

ROUTEROS
FAST
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- 4 miniPCl slots
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- 3 Gigabit ports
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New products



I MikroTik
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- 13 Gigabit ports

- Bypass ability

- 1U rackmount case

- Fastest RouterBOARD



’ e
:' - , - Gigabit switch
’ - Runs SwOS
" - Fast and Affordable
y: - Regular or Smart




Flasht

[ Flashfig
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Boot Client Address: |10.5.8.238
|Sta‘£us IFlIe / |Size

selected C:\Users\Nomis\Desktop“export rsc 308 248

- Included in Netinstall
If*:um;“me 13200294'1-'3?3 ”T IREPS1|b - Jses RSC files

2 13:00:04 00:0C:42:3E:75:03 - RB450G: Flashfigged 1

- Factory preconfigured
- Plug and go

3 secondsl!



RouterOS 5



- new kernel 2.6.32.5

- support for IPv6 over PPP

- support for MPLS over PPP

- added support for SSTP VPN
- new ssh

- ssh supports forwarding

- new Intel ethernet drivers

- updated SMP support for multicore



Webtig




- completely new web interface
- winbox inside browser

- works on all platforms

- works on modern phones

- first version already in v5 beta 1



RouterOS 5 public beta
expected in 2 weeks



SwOS




e SwOS - Switch Operating System allows you
to access all switch-chip build-in features

e \Web (http) based contiguration

e \ery fast

* No latency even on wire speed throughput

e Supported only on RouterBOARD switches
(RB250GS)



NDP support

Neighbour Discovery Protocol Support

& WinBox Loader v2.2.16 = 2%
Connect Ta: |http://192.168.88.1/ Connect | ‘
Lo MAC Address |P Address | dentity Version Board Mame
| Do 42:00:2F FF 192.168.88.1 MikroTik  1.0betal RE 25005
Fazzword:
Mote:

Address




e Port forwarding table - allows or restricts traffic flow

between two specitic ports

e Port lock - MAC address filter, allow communica-

tions only with hosts specitied in “Static

ost” menu

® Port mirroring - allows to mirror any traffic to a spe-

cific port for capture and analysis

e Bandwidth limit - hardware level speed limitation



Forwarding

Mikro Tl Swos

- Liﬂkl Furwarding[ StatiEtiﬂsl ‘u’LANl ‘u’Lﬂ.Nsl Static Hnstsl Hnatsl 5F~.IMI3| ACL' Sﬁ.rsternl ﬂl

Portl Port2 Port3 Portd Ports
Forwarding
From Port 1 ul" J ul" ul"
From Port 2 v J v v
From Port 3 of of of of
From Port 4 o o o o
From Port 5 v v v v
Port Lock
Port Lock

Lock On First




Forwarding

Fort Mirroring
Mirror Ingress
Mirror Qutgress

Mirror To 2

Bandwidth Limit

Ingres Rate

Outgres Rate

Broadcast Storm Control

Storm Rate 1k ffs - unhmited = unlimited = unhmited = unlimited =

Include Unicast <

Broadcast Storm Control - allows to limit the

number of broadcast packets sent by interface.



Statistics

Link | Forwarding 5tati5ti|:5| ‘u’L.ﬁ.Nl ‘u’LANsl Static Hnsts' Hnstsl 5NMP| ACL' Eﬂ:.ufstn:—:trn'—II“:'E":"'rt

Mo Tl Sywos

Portl Port2 Port3 Portd Port5
Bytes 49137755 2696843756 3478396191 3528748534 3558993306
Total Packets 594977 34193535851 142862936 1425458386 143012335
Unicasts 555518 341534740 142861928 142944878 143011277
Broadcasts 202 1105 1002 1002 1052
Multicasts 34857 6 6 6 6
64 555464 2039 1622 1562 1612
65-127 370 72839 72472 69122 72032
128-255 134 202582 201464 1922438 200498
256-511 27 729555 725659 632549 722436
512-1023 6062 3932190 1725775 1854335 1879518
1024-1518 28520 336996646 140135944 140136070 140136239
1519-max O 0 0 0 0
Pauses 55/751 0 Q0 0 Q0
Total Errors 00 1 0 1 1
FCS Errors O 1 0 0 0



VLAN

t is possible to specity what VLANSs are supported

oy specific interfaces

Milaro Tl Sywos

Link | Forwarding Statiﬁticsl ‘l.l’leNl '.,.r|_A|'~.|5| Static HﬂEtEl HDEtEl SNMP| ACL' Syﬁteml —ll":'g‘:""t

VLAN ID Port1 Port2 Port3 Port4 Port5s
11 v 7 7 Cut| Insert
12 7 7 7 Cut| Insert
13 7 v 7 cut| Insert




VLAN

e Each interface support 4 VLAN modes
Disabled - ignore VLAN table
Optional - drop packets with restricted VLAN tags

Enabled - accept packets with allowed VLAN tags

Strict - same as Enable, but also checks VLAN sup-

port for inbound interface
e Default VLAN ID
* Force VLAN ID




VLAN

ikero Tl Sywos

Link | Forwarding 5tati5ti+:5| HLAI"-I‘ ‘-.I’IJILN5| Static Hc:5t5| HL'JStSl 5HMP| ACL' Eyateml —II":"E":""’E

Portl Port2 Port3 Portd PortS

Ingress
VLAN Mode dizabled enabled strict - =trict - =trict -

Default

VLAN ID 1 1 11 12 13
Force VLAN

ID

Egress

HE‘.;I;:IA:: leave as Is ~ add if missing » allwaysstrip « allways strip « allways strip

Discard Changes | | 2pphy All




Dynamic/Static Host Table

Hidero Tl Sywos

Linl-c:l Fnrwardingl 5tatistics| \.ru:m| uu:aws| Static Hnstsl Hu5t5| 5NMP| ACL' 5ystem| _Logout

Portl Port2 Port3 Portd Ports MAC
00:00:00:00:00:01

X 00:00:0a:0a:0a:03

X 00:00:0a:0a:0a:04

X 00:00:0a:0a:0a:0b
X 00:00:0a:0a:0a:0e
X 00:00:0a:0a:0a:0f
X 00:00:0a:0a:0a:10

MikroTik Sywos
Link Fnrwardingl Statisticsl \.ru:aru| ‘I.I’L-'lr'-lsl static H05t5| Hnstﬂl 5NMP| ACL' Systeml ﬂl

Portl Port2 Port3 Port4 Ports MAC Drop Mirror

[ [l [ [ 00:00:0a:0a:0a:01 [ [ Cut| Inset
[ [l [l [ 00:00:0a:0a:0a:02 | | Cut| Inset
[E] ] [ [ 00:00:0a:0a:0a:03 [ [ cut| Inset




Access-List Rules

e SwOS allow you to implement limited number of Ac-

cess-List rules (32 simple rules or 16 complex rules)

e Access-List rules allow you to capture traftic by MAC

and IP header tields and change the value of some

tields or redirect/mirror traffic to a different switch port



Access-List Rules

Iilaro Tl Sw s
Link Fnrwarding' Statiatit:s' ‘u’Lﬁ.Nl ‘u’LAI\.Isl Static Hnsts' Hn5t5| 5NMP| ACLl E‘ystem| ﬂl

From: [¥]1 ¥ 2 [¥]3 ¥4 ¥ 5

Ciearl |:I.I'|:I Inserl:l

MAC Src: Cist: Ethertype: hex
WLAM: any - Ul‘I'ﬂE]N Priority:
IP Src: IF D=t Protocol: DSCP:.
' . Set VLAN .
DREd'rET':; F1 020300405 "I Mirror o Priority:
Fr|:|r|'|:1_2345 l:learl l:::utI Inserl:l
. MAC |
MAC Src: Dist: Ethertype: hex
WLAM: any - Ul‘I'ﬂE]N Priority:
IP Src: IF D=t Protocol: DSCP.
' . Set VLAN .
DREd'rET':; 0102030405 [T mirror D Priority:
Append Discard Changes | Apply All

MALC




System Configuration

Milaro Tl Sywos

Link | Forwarding | Statistics | VLAN | vLANs | Static Hosts | Hosts | SNMP | ACL| system | _ogout|

General

IP Address
Identity
Allow From

Watchdog

MAC Address
Version

Uptime

Password Change

0Old Password
Mew Password

Confirm Password

192.168.88.128

MilkeroTik

00:00:00:00:00:01
vi.9.4
2:30:15

Discard Changes | | Apply &

Change Password




System Contiguration

File for Upgrade Browse_

Resst Configuration

Upgrade

Reboot

e Fasy IP address change

e Simple software upgrade

e Password change

e |dentity for NDP
e \Watchdog




Still working on

Configuration management (import, export)

he Dude integration

Rapid Spanning Tree Protocol (RSTP)

SNMP expansion

You are welcome to send your SwOS feature suggestions
- Send mail to support@mikrotik.com with subject “SwOS suggestion”

- Best suggestion will receive prize at end of the MUM






